Why is rebuilding financial infrastructure like replacing an airplane’s engines mid-flight?

Banks must modernize legacy systems while processing billions in daily
transactions. Stop operations to rebuild and the economy halts. Continue
with outdated infrastructure and innovation stalls.
The stakes are existential:
® |egacy systems handle payments, settlements, regulatory reporting
® Any downtime costs millions per hour in lost transactions

® Migrating data risks corruption or loss at massive scale

® New systems must prove equal or better reliability before cutover

Replace while flying
The migration paradox:

® Cannot stop business to rebuild

Cannot run dual systems forever due to cost

Must maintain perfect data consistency during transition
Rollback paths become impossible once data diverges

One failed migration can destroy an institution

Infrastructure migration is high-wire act without a net. Every financial institution must modernize, but the transition risk is so high that many delay until forced
by crisis or regulation.

The airplane analogy is exact: stop mid-flight and you crash, keep flying with failing engines and you crash later. Migration must happen seamlessly.



Have you ever upgraded a system and immediately wished you could go back?
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The nightmare scenario: new system is faster but critical features are missing or broken. Users revolt. Data is already migrated. No clean
way back.

Reflection



What are the emerging infrastructure paradigms for financial services?

Financial infrastructure is evolving from monolithic on-premise systems to Paradigm Three: Distributed ledger infrastructure:
distributed, elastic, and programmable architectures. Three paradigms ® Shared databases across institutions
compete.
® Atomic settlement without central counterparty
Paradigm One: Cloud-native architecture: ® Programmable assets and smart contracts
® Services decomposed into microservices and containers °

Examples: tokenized securities, wholesale settlement
® Elastic scaling: resources grow and shrink with demand

® Multi-region deployment for resilience
H : Cloud-Native Neobanks
® |Infrastructure as code: entire stack version controlled Elastic scale Cloud platforms
® Examples: neobanks built entirely on cloud platforms
Paradigm Two: Edge and distributed computing: Hifge Gampiity Trading
Low latency Payments
® Processing moves closer to data sources
® Low-latency requirements for trading and payments o
Distributed Settlement
® Offline capability for resilience Programmable Tokenization

® Examples: payment terminals, trading floor systems

No single paradigm dominates. Cloud-native wins on agility, edge wins on speed, distributed ledgers win on trust. Financial institutions will run hybrid
architectures mixing all three.

The future is not one architecture but orchestration across three. Cloud for scale, edge for speed, ledgers for settlement.



How does a cloud-native financial service achieve resilience through distributed architecture?

Cloud-native resilience relies on redundancy, isolation, and automated -
recovery. No single component failure brings down the system. Balancer

Architecture principles:

@ Services deployed across multiple availability zones

>
‘ Zone A H Zone B H Zone C ‘
@ Load balancers distribute traffic to healthy instances < < N
© Data replicated synchronously across regions Sync
@ Circuit breakers isolate failing services DB DB DB
Replica Replica Replica
@ Health checks continuously monitor all components
@ Auto-scaling replaces failed instances within seconds Key metric: Cloud-native systems target five nines uptime

(99.999%) through redundancy at every layer.
Failure recovery:
® |nstance failure: auto-scaling launches replacement
® Zone failure: traffic routes to surviving zones
® Region failure: failover to secondary region
® Database failure: promote replica to primary

® Each layer has redundancy with automated promotion

Resilience comes from assuming failure is inevitable and designing systems that heal automatically. Traditional systems avoid failure; cloud-native systems
embrace and route around it.




How do traditional data-center and cloud-native financial architectures compare?

Traditional and cloud-native architectures diverge on every dimension: Cost implications:
capacity planning, failure handling, deployment speed, and cost structure. e Traditional: high fixed costs, low marginal costs
Traditional data-center model: ® Cloud: low fixed costs, higher marginal costs
® Capacity planned annually based on peak demand ® Break-even depends on scale and utilization patterns
® Over-provisioned hardware sits idle most of the time ® Cloud wins for variable workloads, data-center for

® Failure requires manual intervention and hardware replacement steady state

® Deployment cycles measured in weeks or months

® Fixed capital expenditure regardless of usage Traditional
Fixed capacity Slow deploy
. Manual
Cloud-native model:

® Capacity scales elastically with real-time demand

® Resources allocated dynamically and released when idle Eﬁ':tfg:g:ty Fast deploy
® Failure triggers automated recovery and replacement Automated

® Deployment cycles measured in minutes or hours

® Variable operational expenditure aligned with usage

Traditional architecture optimizes for control and predictability. Cloud-native optimizes for speed and resilience. Neither is universally superior; the choice
depends on workload characteristics.

Banks face hybrid reality: legacy systems in data centers, new services in cloud. The migration path spans decades.



What happens when a cloud region goes down and a bank's services depend on it?

Cloud providers promise high availability but regional outages still occur.
When an entire region fails, every service in that region goes dark unless Cloud Region
architecture anticipates it. FAILED

Cascading failures: ‘M(\\

® Payment processing halts: transactions queue or fail N - 7
Payments Trading Reporting

® Customer authentication fails: mobile apps become unusable DOWN DOWN DOWN

® Trading platforms freeze: orders cannot execute

® Reporting systems go offline: regulatory deadlines at risk Total outage

No failover path
® Customer support overwhelmed: no access to account data

Real incidents: Major cloud providers have experienced multi-hour

Why single-region deployments fail: - . ) ; .
y e g ploy regional outages affecting thousands of financial services.

® Cost optimization tempts concentration in one region
® Multi-region adds complexity and latency
® Data residency rules sometimes prevent cross-border replication

® Testing multi-region failover is expensive and risky

Cloud resilience is not automatic. Single-region deployments trade cost savings for existential risk. Multi-region architecture is expensive but mandatory for
critical financial services.

Regional outages prove cloud is infrastructure, not magic. Resilience requires deliberate multi-region design, not blind faith in provider SLAs.



Where are financial institutions in the cloud migration journey?

Cloud adoption in finance varies by institution size, regulatory regime, and 100
risk tolerance. The journey follows predictable stages but timelines diverge
dramatically.
80
Migration stages: £
® Experimentation: non-critical workloads in public cloud 2 6
G
2
® Selective migration: dev/test environments and new apps b
® Core migration: payments, lending, customer data § 40
® Full cloud-native: legacy decommissioned entirely &
20
® \ery few institutions reach final stage
Barriers to migration: 0
Ao co® e
® Regulatory uncertainty on data residency £ ¢

® Risk aversion after seeing peer outages
Observation: Most institutions stuck in selective migration. Full

Technical debt in monolithic legacy systems cloud-native adoption remains rare for incumbents.

® Cultural resistance from operations teams

® \endor lock-in concerns with cloud providers

Cloud migration follows an adoption curve with steep drop-off at core systems. Neobanks start cloud-native; incumbents face decade-long transitions with
uncertain endpoints.
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Who benefits from infrastructure modernization and who bears the transition risk?

Infrastructure modernization creates long-term value but imposes
short-term costs and risks. Benefits and burdens distribute unevenly across
stakeholders.
Financial institutions bear transition risk:

® Capex for new systems while maintaining legacy

® Migration execution risk: data loss, downtime, errors

® Organizational disruption and retraining costs

® Regulatory scrutiny during transition period

® Reputational damage if migration fails publicly

Cloud providers capture immediate value:
® Recurring revenue from compute and storage
® Lock-in through proprietary services
® Data insights from aggregate workload patterns

® Network effects as more institutions migrate

Risk and reward are misaligned. Banks bear execution risk and organizational pain while cloud vendors capture recurring revenue. Customer benefits materialize
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Customers benefit long-term if successful:

® Faster feature delivery and better user experiences

® Higher reliability through redundancy

® Lower costs if efficiency gains are passed through

® More innovation as legacy constraints lift

Employees face disruption:

® Skills obsolescence for mainframe specialists

® New roles require cloud certifications

® Organizational restructuring during transition

® Job security uncertainty during multi-year

migrations

Banks
High risk

Cloud Vendors;
Low risk

Customers
Delayed gain




Three questions to evaluate a next-gen infrastructure strategy

Evaluating infrastructure strategy requires confronting hard truths about
failure modes, proof of reliability, and escape paths. Three questions cut
through vendor promises.
Question One: What is the blast radius if the new infrastructure fails?
® Map every service dependent on new infrastructure
® Quantify customer impact: how many users lose access
® Calculate financial impact: revenue loss per hour of outage
® |dentify regulatory consequences: reporting failures, penalties

® Good answer: blast radius is contained and non-critical initially

Question Two: Can you prove the new system is at least as reliable as
the old?

® Demand uptime data from comparable deployments
® Run parallel operation: dual systems processing same workload
® Measure error rates, latency, throughput under load

® Test failure scenarios: kill zones, saturate networks, corrupt data

Question Three: Is there a rollback path that does not
lose data?

Define point of no return: when is rollback

impossible

Ensure bidirectional data sync during transition

Practice rollback under time pressure

Accept that some migrations are one-way doors

Plan for the worst: how to restore service if new

system dies

Blast radius known?

Reliability proven?

Rollback possible?

-
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Passing all three tests is rare. Most migrations proceed with partial answers and residual risk. The best strategies phase rollout to limit blast radius and
maintain rollback as long as possible.




Your Challenge

A financial institution is debating cloud-first versus hybrid infrastructure. Create a decision matrix using the three questions from
slide nine. Recommend an approach and justify it.

® Step One: Define two scenarios (cloud-first: migrate core systems immediately; hybrid: cloud for new apps, legacy stays on-premise)

® Step Two: For each scenario, answer Question One (blast radius), Question Two (reliability proof), and Question Three (rollback
path)

® Step Three: Score each scenario on risk (1 low to 5 high) across the three dimensions

® Step Four: Identify one non-technical factor that could override the scores (regulatory mandate, vendor relationship, board risk
tolerance)

® Step Five: Make your recommendation with explicit acknowledgment of residual risks

Consider: Cloud-first has lower long-term costs but higher migration risk. Hybrid minimizes disruption but perpetuates dual-stack complexity and cost.

Reflection

No perfect answer exists. Every infrastructure decision trades one risk for another. The best choice depends on institutional risk capacity, not vendor promises.

This challenge mirrors real board-level debates. Infrastructure strategy is bet-the-company decision disguised as technical choice.



