Why are regulators always one step behind the technology they are trying to regulate?

The core tension: pace
® Regulators need time to study risks, build consensus, draft rules
® Technology evolves in months; regulation evolves in years

tech

® Regulating too early kills innovation; too late allows harm

® First-mover jurisdictions face competitive disadvantage

Examples:
® Crypto: assets reached half a trillion in value before any Regulator
comprehensive rules
® Al lending: models made billions in decisions before explainability
became mandatory
® Cloud outsourcing: systemic reliance before direct regulatory oversight time

Regulation is reactive by design. The challenge is minimizing the lag without stifling experimentation.

Technology moves at the speed of code; regulation moves at the speed of consensus. The gap creates both risk and opportunity.



Have you ever felt protected by a regulation — or held back by one?

Regulation protects consumers
from harm

tension

Regulation blocks startups
from competing

Two perspectives:
® |ncumbents: regulation creates barriers to entry, protecting market position
® Startups: regulation increases compliance costs, making competition harder
® Consumers: regulation can mean safety or reduced choice, depending on design

Reflection

Good regulation protects without blocking. Poor regulation does one but not the other.




What are the different regulatory approaches to new financial technologies?

Four main approaches:

Approach Trade-off
© Sandbox: Test under relaxed rules with supervisor oversight Sandbox Innovation vs limited scale
.. . . Activity-based Clarity vs complexity
@ Activity-based: Regulate the function, not the entity type Tech-neutral Simplicity vs precision
Tech-specific Precision vs rigidity

© Technology-neutral: Apply existing rules regardless of tech used

@ Technology-specific: Create new rules for the technology itself

Examples:
® Sandbox: FCA in UK, MAS in Singapore
® Activity-based: MiCA treats stablecoins like e-money if they behave
like it
® Technology-neutral: GDPR applies to Al and non-Al equally
® Technology-specific: EU Al Act targets Al systems explicitly

No single approach is superior. Most jurisdictions use a mix depending on the risk and maturity of the technology.

Sandboxes encourage experimentation. Activity-based rules avoid loopholes. Tech-neutral rules avoid obsolescence. Tech-specific rules target real risks.



How does a regulatory sandbox allow innovation while maintaining consumer protection?

How sandboxes work:
® Firms apply to test a product under relaxed compliance requirements
® Strict boundaries: limited customers, time limits, transaction caps
® Supervisor monitors continuously

® At the end, the product either scales under full rules or is shut down

Benefits:
® Reduces compliance cost during proof-of-concept phase
® Regulators learn about the technology in a controlled setting

® Consumers access innovation sooner, but with safeguards

Sandbox conditions:

Customer limit: typically a few thousand
Transaction size caps

Mandatory disclosures to participants
Exit plan if product fails

Regular reporting to supervisor

Example: FCA sandbox approved over three hundred firms since launch.
Roughly half graduated to full authorization.

Sandboxes are not free passes. They are controlled experiments where both firms and regulators learn together.

The sandbox is a regulatory laboratory: test under supervision, learn from real users, then decide whether to scale.



How do prescriptive and principles-based regulatory frameworks differ in architecture?

Prescriptive regulation:

Dimension Best Fit

® Explicit rules: do X, do not do Y Stable tech Prescriptive

® |ow discretion for firms and supervisors EZ:V‘\Crnui:eCh S:Iensilr?:,e;ve
. - High trust Principles

® Easy to enforce: compliance is binary Simple risk Prescriptive
Complex risk Principles

® Risk: rules become obsolete as technology evolves

Principles-based regulation:
® Broad principles: treat customers fairly, manage risk appropriately
® High discretion: firms choose how to comply
® Flexible, adapts to new technology

® Risk: uncertainty about what compliance looks like

Most jurisdictions blend both. Core protections are prescriptive; operational flexibility is principles-based.

Prescriptive rules are clear but brittle. Principles are flexible but ambig The art is k ing when to use which.




What happens when a regulator bans a technology that has already become systemic?

The late-ban dilemma: /> (\

® If a technology already has millions of users, banning it creates
disruption

Door
® Users may have built financial plans around it (ban)

® Providers may have no legal way to wind down )
ack door

® Black markets can emerge if the ban is unenforceable -

Historical examples:

® Some jurisdictions banned crypto after exchanges had processed window chimney
billions in volume

® Resulted in offshore migration, not elimination

® Retroactive bans punish early adopters who acted in good faith

Banning mature technology is like closing the barn door after the horse has left. Effective regulation happens early or
adapts late.

Once a technology becomes systemic, banning it creates more problems than it solves. Regulation must evolve with adoption.



Where have different regulatory approaches to crypto, Al, and cloud produced the most
divergent outcomes?
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® Crypto: EU leads with MiCA; US remains fragmented
® Al: EU Al Act is comprehensive; US has sector-specific guidance only
® Cloud: Singapore and EU have operational resilience rules; US has guidance
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Who benefits from strict regulation and who benefits from light regulation?

Winners under strict regulation:
® Large incumbents with compliance resources
® Consumers who value safety over choice

® Jurisdictions that attract regulated capital

Winners under light regulation:

® Startups with limited budgets

® Risk-tolerant consumers who want access to innovation early

® Jurisdictions that attract high-growth firms

The paradox:
® Strict regulation protects consumers but may reduce competition
® Light regulation fosters innovation but may allow harm

® The optimal point depends on societal risk appetite

Example:
® EU MiCA: high compliance cost, high consumer protection
® Some offshore jurisdictions: low cost, low protection

® Firms choose location based on their business model

Regulation redistributes power. The question is whether the redistribution serves the public interest.

Strict regulation is a fixed cost that benefits scale. Light regulation is a variable cost that benefits agility. Neither is universally better.



Three questions to evaluate whether a regulatory approach is well-calibrated

The Regulatory Calibration Test:
Question 1: Does it target the harm or the technology?
® Good regulation addresses the risk, not the tool

® Example: regulate stablecoin reserves, not blockchain

Question 2: Is it flexible enough to evolve with the technology?

® Technology changes faster than laws

® Rules must adapt without requiring legislative amendment every year
Question 3: Are the compliance costs proportional to the risks being
addressed?

® High-cost rules for low-risk activities kill innovation unnecessarily

® Low-cost rules for high-risk activities allow harm

Application:

® MiCA stablecoin reserve rules: targets harm (de-pegging), flexible
(principles on asset quality), proportional (reserves match systemic risk)

® Pass on all three

Counter-example:

® Technology-specific bans: target the tool, inflexible (requires repeal to
adapt), disproportionate if risk is manageable

@ Fail on all three

These three questions separate thoughtful regulation from reactive prohibition.

Well-calibrated regulation is risk-based, adaptable, and proportional. Poorly calibrated regulation is technology-based, rigid, and one-size-fits-all.



Your Challenge

Scenario:
A new Al-based lending product has appeared in the market. It uses machine learning to approve personal loans in under one minute,

with no human review. Early adopters love the speed. Consumer advocates worry about bias and lack of explainability.

Your task:
Draft a one-page regulatory brief answering:

© What are the primary risks this product poses to consumers?
@ Which regulatory approach from slide 3 would you recommend?
© What specific safeguards would you require before allowing it to scale?

© How would you measure whether the regulation is working?

Format:
® One page maximum
® Four sections corresponding to the four questions
® Use bullet points for clarity

® Assume you are advising a financial regulator

Reflection

Good regulation balances protection and innovation. Your brief should show how to achieve both.

This exercise mirrors the real work of regulatory policy teams. There is no single right answer, only better and worse trade-offs.



