Why would a bank voluntarily share its data with competitors?

Banks spent decades building proprietary customer databases. Now
regulators require them to open these crown jewels via APIs to licensed BANK VAULT
third parties. The dilemma is stark.
The pressure to open up:

® Regulation forces it: Open Banking directives mandate APl access

® Customers expect it: users want financial apps that connect all their

accounts
. I . . Should we open the door?
® Fintechs demand it: innovation happens at the edges, not in core

banking

The risk of opening up:
® Third parties capture the customer relationship
® Data leaves the bank perimeter and creates new attack surfaces
® Competitors build profitable businesses on your infrastructure
® Every APl is both a capability and a liability

Banks face a strategic dilemma: keep data locked and become irrelevant, or open APIs and risk becoming commodity infrastructure. Regulation tipped the
balance toward openness.

Open Banking transforms competitive advantage from data ownership to platform quality. The best APl wins.



You probably granted API access without realizing it. Each fintech app you connect becomes a window into your financial life. This is
the API economy in action.
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What are the different models for sharing financial data via APIs?

Three primary models exist for financial institutions to expose data and
functionality through APIls. Each serves different purposes.
Model One: Open Banking (regulated):

® Mandated by regulation: banks must provide free APls

® Scope: account data, payment initiation

® Access: licensed third parties with customer consent

® Examples: European Open Banking, UK Open Banking

Model Two: Banking-as-a-Service (commercial):
® \/oluntary platform: banks monetize their infrastructure
® Scope: full banking stack (accounts, cards, loans)
® Access: fintech partners under commercial agreements

® Revenue: per-account fees, transaction fees, platform revenue share

Model Three: Embedded Finance (invisible):

® Finance integrated into non-bank apps

Scope: payments, lending, insurance embedded in

user journeys

User never sees the underlying bank

Examples: store checkout loans, rideshare driver

payouts

Open Banking

Baa$S

Embedded

Regulated
Free access

Commercial
Paid platform

Invisible
End user focus

Open Banking forces access, BaaS monetizes it, and Embedded Finance makes it disappear. All three models rely on well-designed APIs as the connective tissue
between institutions.

The API is the contract. Model choice determines who pays, who profits, and who owns the customer.



How does an open banking API call flow from a fintech app to the bank and back?

An Open Banking transaction requires customer consent, strong
authentication, and secure token exchange. The flow has eight distinct User
steps.
Steps in the flow: J,l' Reauest
@ User opens fintech app and requests account data T A _T_ZiZT‘IOErt:aittasy;r:‘:L:hdb:crltss
@ App redirects user to bank authentication page
© User logs into bank and grants consent 4.Dhash code | 2. Rediredioken req
@ Bank issues authorization code to app =
@ App exchanges code for access token Bank AP
@ App uses token to call bank API
@ Bank verifies token and returns account data
@ App displays data to user without ever seeing password

Security layers:
® OAuth for authorization
® Strong Customer Authentication for identity
® Token expiry after short period
® Mutual TLS for transport security
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How do bank-led and regulator-mandated open banking architectures differ?

Two paths exist for Open Banking adoption: voluntary platforms built by
banks or mandatory frameworks imposed by regulators. The architectures

diverge.

Bank-led platform model:

Banks decide API scope and access rules

Proprietary standards and developer agreements
Quality varies: some excellent, some compliance theater
Revenue opportunities: premium API tiers

Example: early fintech partnerships before regulation

Regulator-mandated model:

Government enforces standardized API specifications
Free access for licensed third parties

Compliance is non-negotiable with audit enforcement
Performance standards: uptime, latency, error rates

Examples: European Open Banking, UK Open Banking

Outcomes differ:

® Bank-led favors incumbents, slow rollout

® Regulator-mandated forces interoperability quickly

® Quality risk: mandated APIs can be minimally viable

® Innovation: both models spawn fintech ecosystems

Bank-Led
Voluntary
Premium tiers

Regulator
Mandatory
Free access

Slow but
> high quality

4) Fast but variable

Bank-led platforms optimize for profitability, regulator-mandated platforms optimize for competition. Most markets converge on mandated standards because
voluntary adoption is too slow.
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What happens when a third-party app with API access gets compromised?

A security breach at a third-party app creates cascading risk. The fintech

gets hacked, but customer anger falls on the bank. The blame game begins. Hacked App Breach here
Attack vectors: T
. ¥ Leaked data

® Stolen OAuth tokens grant API access without password v

® Compromised third party leaks transaction data o Reputation hit here

® Phishing attacks target users of connected apps

® Malicious apps masquerade as legitimate services TB\ames
Who bears the loss: U

ser

® Regulatory liability often sits with the bank

® Customers blame the bank for data they did not control

Real-world case: When aggregator services suffer breaches, users
demand answers from their banks even though the bank vault was
® Reputational damage sticks to the bank brand never touched.

® Third party may lack insurance or dissolve

Risk mitigation:
® Token expiry limits exposure window
® Real-time anomaly detection on API traffic
® Revocation mechanisms for suspicious activity

® |nsurance and legal agreements with third parties



Where has open banking adoption reached critical mass and where is it stalling?

Open Banking adoption varies dramatically by region. Regulatory mandates 12
accelerate adoption; voluntary markets stall. Data reveals clear leaders and
laggards.
=
Leaders show strong network effects: H
£
® Millions of active users grant API consent v
S
® Billions of API calls processed monthly 5
® Vibrant fintech ecosystems build on bank APIs 2
9]
® Clear regulatory frameworks with enforcement z
Laggards face structural barriers:
® Fragmented standards across institutions
g ) i o N ‘31;\\ \‘\5\3 ﬂ@‘\ e
® Poor API quality drives developer abandonment ® ¥

® Weak enforcement allows compliance theater
P Observation: Mandated markets (UK, Brazil) outpace voluntary

® Limited consumer awareness of benefits ones (US, Japan) by orders of magnitude.

Regulation drives adoption. Markets without mandates see minimal voluntary API sharing. Network effects compound: once critical mass hits, ecosystems grow
exponentially.

UK and Brazil lead because regulation forced quality standards and enforcement. Voluntary markets stall because banks lack incentives to open up.



Who captures the value created by open banking — banks, fintechs, or consumers?

Open Banking creates enormous value through better services and lower Value distribution pattern:
friction. But value creation does not equal value capture. The spoils are

. ® Early phase: fintechs capture most value via
unevenly distributed. v P P

differentiation

Banks capture: ® Maturity: banks commoditize and reclaim share
® Platform fees in BaaS models ® long term: consumers benefit from competition
® Data insights from aggregated API traffic
® Reduced fraud through better identity verification

® Regulatory compliance as a competitive moat

Fintechs
Relationships Consumers

Fintechs capture: Banbe Choice
Infrastructure

® Customer relationships and brand loyalty

® Transaction fees and subscription revenue
Relative value captured
® User data for personalization and upsell

® |ower customer acquisition costs via embedded finance

Consumers capture:
® Better user experiences across connected apps
® | ower fees through increased competition
® Faster access to credit and financial services

® Greater control over data sharing




Three questions to evaluate an open banking ecosystem'’s health

A healthy Open Banking ecosystem balances innovation, security, and user Question Three: Are security standards enforced
control. Three diagnostic questions reveal ecosystem quality. consistently across all participants?

. . . L] 1
Question One: Is consent genuinely informed and easy to revoke? Every API consumer must meet same security bar

® Users must understand what they grant ® Regulators audit third parties, not just banks

. . . L[] i i
® Revocation must be one-click simple Incident response tested and coordinated

® Token management, rate limiting, anomaly

® Consent fatigue signals broken design detecti at
etection mandatory

® Good test: can a non-technical user explain what access they granted

Question Two: Does the ecosystem create value that would not exist
N Informed Consent? —)
without openness?

® |ook for services impossible in closed systems

. . . . . Health
® Cross-bank aggregation, instant switching, embedded lending New Value Created? — Ecosysteym

® |If APIs just replicate existing services, openness failed

® Network effects should compound value over time Security Enforced? —

Healthy ecosystems pass all three tests. Consent is clear, value is demonstrable, security is uniform. Failing any test signals dysfunction that regulators must
address.

Use these three questions as a diagnostic. If an ecosystem fails on consent, value, or security, Open Banking becomes theater instead of transformation.



Your Challenge

Design an open banking product that combines data from two different banks to create value for a consumer.
® Step One: ldentify the consumer problem your product solves
® Step Two: Specify which APIs you need from each bank (account balances, transaction history, payment initiation)
® Step Three: Map the consent flow: when does the user authenticate, what permissions do they grant, how do they revoke access
® Step Four: Identify the value created that would be impossible in a closed banking system
® Step Five: Describe one security risk introduced by connecting two banks and how you mitigate it

Example product ideas: automatic savings by moving surplus from checking to high-yield account at another bank; cross-bank budgeting with spending alerts;
instant loan approval using income data from multiple sources.

Reflection

The best Open Banking products are invisible. Users experience better outcomes without thinking about APls. Your design should hide complexity and surface
value.

This challenge mirrors real fintech product design. Combining data from multiple banks is exactly what Open Banking enables. Make it valuable and secure.



