How can thousands of strangers agree on a single truth without anyone in charge?

The consensus challenge:
® Physical meetings allow face-to-face coordination
® Digital networks have no central authority
® Strangers cannot trust each other by default

® Malicious participants can send conflicting messages

Three approaches to agreement:
® Proof of Work: Burn electricity to prove honesty
® Proof of Stake: Lock capital as security deposit

® Byzantine Fault Tolerance: Vote with two-thirds majority

The core trade-off:
® Fast consensus requires trust in validators
® Trustless consensus is slow and expensive

® No mechanism achieves all goals simultaneously

Key insight: Consensus is about coordination, not computation.
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Five nodes,
no referee,
how to agree?

Distributed consensus transforms a social problem (who do we trust?) into an economic problem (what is the cost of
lying?).




Have you ever been in a group that could not agree — even on something simple?
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No agreement!

Consensus mechanisms force
convergence through rules.

Human groups struggle to agree even with good intentions. Blockchains solve this by making disagreement
economically irrational.

Consensus protocols replace social trust with mathematical and economic incentives that reward honesty.



What are the main approaches to achieving consensus in a distributed system?

Three dominant paradigms:

Proof of Work
1. Proof of Work (PoW)
® Miners solve computational puzzles Electricit Securit
ectricr ecur!
® First valid solution wins block reward
. . . Proof of Stake
® Security via electricity cost
® Example: Bitcoin, original Ethereum Capi I>LS .
apita ecurit
2. Proof of Stake (PoS) Bt T
® Validators lock capital as collateral
® Random selection weighted by stake Voting — Finality

® Security via slashing (penalty for cheating)

® Example: Current Ethereum, Cardano

3. Byzantine Fault Tolerance (BFT)
® Designated validators vote in rounds
® Two-thirds majority required for finality
® |nstant finality but limited decentralization

® Example: Cosmos, Hyperledger

Common goal: Prevent conflicting transaction histories.




How does a proof-of-work network reach agreement on which transactions are valid?

The mining process:
Transactions
Step 1: Collect transactions
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® Users broadcast signed transactions r
\

® Miners gather them into candidate block ifl hash > targtEstnBlock
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® Include hash of previous block to create chain nonce = 777
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Step 2: Solve computational puzzle
® Find nonce where hash output meets target [ Valid Block! J

® Target: hash must have specific leading zeros

® Billions of attempts via brute force

Step 3: Broadcast solution
® Winner broadcasts block to network
® Other nodes verify solution in microseconds

® Block added to chain, miner receives reward

Step 4: Difficulty adjustment
® Network adjusts target to maintain block time
® More miners join — difficulty rises

® Keeps production rate stable




How do proof-of-work and proof-of-stake architectures compare?

Proof of Work (PoW):

Resource: Electricity and hardware

Participation: Anyone with computing power
Security: Cost of 51 percent attack in energy
Finality: Probabilistic, increases with confirmations
Environmental cost: Very high (country-scale energy)

Example: Bitcoin uses 150 terawatt-hours per year

Proof of Stake (PoS):

Resource: Staked cryptocurrency

Participation: Anyone with minimum stake

Security: Cost of 51 percent attack in capital

Finality: Deterministic after supermajority attestation
Environmental cost: Negligible (99.95 percent reduction)

Example: Ethereum uses 0.003 terawatt-hours per year post-Merge

Key difference: PoW burns resources, PoS locks resources.

Comparison Table

Property PoW PoS
Energy use High Low
Finality time 60 min 13 min
Hardware req. Yes No
Capital req. No Yes
Attack cost Electricity Stake

Trade-off: PoW maximizes decentralization, PoS maximizes efficiency.

PoW and PoS achieve identical security goals through different economic mechanisms: energy destruction versus capital
lockup.




What happens when a consensus mechanism fails to prevent a double-spend?

Fork scenario:
® Two miners find valid blocks simultaneously Genesis

® Network splits temporarily into two chains
® Both chains are valid according to protocol rules Chain A Chain B
(Alice paid) (Bob paid)
® Transactions on losing chain get reversed
FORK!
Double-spend attack:

Which is truth?
® Attacker controls majority of hash power or stake

® Privately builds longer chain with conflicting transaction
® Releases private chain, orphaning public chain

® Original transaction reversed, funds spent twice
Resolution mechanisms:
® PoW: Longest chain rule, 64 confirmations for finality
® PoS: Slashing penalizes conflicting attestations

® BFT: Supermajority vote prevents forks entirely

Lesson: Finality time determines double-spend risk window.

Forks reveal the fundamental challenge: distributed systems cannot achieve instant global agreement without central
authority.



Where do different consensus mechanisms sit on the speed-security-decentralization triangle?

The blockchain trilemma: |

Decentralization
® How many independent validators?
® Can anyone join without permission?

® |s hardware accessible to average users?

Finality time (minutes)

Security

® Cost to execute 51 percent attack?

® Resistance to censorship and double-spend?

® Fault tolerance under Byzantine conditions?

Scalability

L[] i ?
Transactions per second? Speed improves as decentralization decreases.
® Time to finality?

® Cost per transaction?

Observed pattern: Optimize any two, sacrifice the third.

The trilemma is not a mathematical proof but an observed engineering constraint across all existing consensus designs.

Layer 2 solutions attempt to break the trilemma by separating execution from settlement layers.



Who gains power and who loses it under different consensus designs?

Proof of Work power distribution: Power Concentration
® Winners: Hardware manufacturers, electricity producers, mining pools
® Losers: Small miners (cannot compete on cost), environmentalists BFT (High)

® Centralization risk: Mining pools control majority of hash rate

PoS (Medium)

Proof of Stake power distribution:
® Winners: Large token holders, staking-as-a-service providers PoW (Lower)
® Losers: Those without minimum stake, hardware manufacturers I

® Centralization risk: Wealth concentration in early adopters
Decentralization
BFT power distribution: nereases
® Winners: Permissioned validators, consortium members
® Losers: Public participants (closed validator set)

® Centralization risk: Governance capture by validator cartel

Pattern: Every consensus mechanism creates new power structures.

Consensus mechanisms redistribute power from traditional institutions to new gatekeepers: miners, stakers, or validators.

True decentralization remains elusive as economic incentives naturally create cc ion in all c models.




Three criteria for evaluating any consensus mechanism

The Consensus Trilemma Scorecard: Example: Bitcoin Scorecard
(a) How decentralized is the validator set? Criterion Score

® Count independent validators or miners () Decentralization :Iiins)(thousands of

® Check barrier to entry (hardware, capital, permission) (b) Finality time 60 min (6 blocks)

(c) Energy cost 707 kilowatt-hours per

® Measure concentration (top 10 validators control what percent?) transaction

(b) What is the finality time? Verdict: Strong decentralization and security, weak on speed and environmental
cost.

® Probabilistic: How many confirmations for 99.9 percent confidence?
® Deterministic: How long until supermajority attestation?

® Compare against use case requirement (payments vs trading)

(c) What is the energy or capital cost per transaction?
® PoW: Kilowatt-hours consumed per transaction
® PoS: Dollar value locked as collateral

® BFT: Validator operational costs

Use this scorecard to evaluate any blockchain system from Bitcoin to enterprise Hyperledger deployments.



Your Challenge

Scenario: You are designing a new blockchain for a supply chain tracking system. The system must:
® Record product movements across hundreds of companies
® Provide finality within 5 minutes for shipment confirmations
® Minimize environmental impact

® Prevent any single company from controlling the network

Task: Choose a consensus mechanism (Proof of Work, Proof of Stake, or Byzantine Fault Tolerance). Justify your choice using the
trilemma scorecard from slide 9.

Address these questions:
@ Which criterion (decentralization, finality, cost) is most critical for supply chains?
@ What trade-offs are you accepting with your chosen mechanism?
© How would you prevent validator concentration among large companies?

@ What fallback mechanism would you use if consensus fails?

Hint: Consider who the validators are (companies vs public), whether permissioned or permissionless fits better, and whether instant
finality matters for logistics coordination.

Learning Outcome

Real-world blockchain design requires prioritizing conflicting requirements based on stakeholder needs, not abstract ideals.

The best consensus mechanism for supply chains is likely different from the best for cryptocurrencies or DeFi.



