
Why can you not just copy digital money the way you copy a file?

The dilemma:

• Physical cash is scarce — you hand over a bill, you no longer have it

• Digital files are infinitely copyable — duplicate with zero cost

• Banks prevent copying by maintaining a central ledger

• But removing the bank requires mathematical tools

The solution toolkit:

• Hash functions create unforgeable fingerprints

• Merkle trees organize those fingerprints efficiently

• Public-key cryptography enables ownership without sharing secrets

• Digital signatures prove who authorized what

Yet none of these tools prevent double-spending alone.
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Insight

Digital scarcity requires cryptographic enforcement because bits, unlike atoms, can be cloned perfectly and instantly.

Cryptography turns the copy problem into an integrity and ownership problem that math can solve.
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Have you ever trusted a website with your password — and wondered how it was stored?

LOGIN SERVER

Plaintext password:
“MySecretPass123”

BAD PRACTICE

HASHED SERVER

Stored hash:
a7f3b2c9...

GOOD PRACTICE

Hash functions protect passwords:
one-way transformation prevents leaks.

Lesson

Every secure login system stores hashes, not passwords. Pre-image resistance ensures attackers cannot reverse the hash.

Hash functions are the invisible guardians of every password database, payment system, and blockchain.
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What are the building blocks of modern cryptography?

Four foundational primitives:

1. Hash functions
• Turn any input into fixed-size fingerprint

• One-way: easy to compute, impossible to reverse

• Collision-resistant: different inputs yield different outputs

2. Merkle trees
• Organize hashes into hierarchical structure

• Verify one item without downloading all data

• Logarithmic proof size scales to millions of records

3. Public-key cryptography
• Key pairs: public for receiving, private for authorizing

• No shared secrets needed

• Solves key distribution problem

4. Digital signatures
• Prove authorship and integrity

• Tamper-evident: any change invalidates signature

• Non-repudiation: signer cannot deny signing
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Insight

These four primitives combine to create trustless systems: integrity without inspection, ownership without registration.

Every blockchain, every digital signature, every secure protocol relies on this quartet of cryptographic tools.(c) Joerg Osterrieder 2025–2026



How does a hash function turn any input into an unforgeable fingerprint?

Three essential properties:

Pre-image resistance
• Given hash output, cannot find input

• Example: password hashing

• Prevents reverse engineering

Collision resistance
• Two different inputs produce different hashes

• Prevents substitution attacks

• For 256-bit hash: finding collision takes longer than age of universe

Avalanche effect
• One-bit input change flips half the output bits

• No partial matches possible

• Detects any tampering instantly

Example:
Input: "Hello" → 185f8db...

Input: "hello" → 2cf24db... (completely different)

INPUT (any size)

”Digital Finance”

SHA-256

HASH (256 bits)

a7f3b2c9...
(64 hex chars)

One-way:
cannot reverse

Insight

Hash functions are fingerprint machines: deterministic, one-way, collision-free, and sensitive to any change.

SHA-256 produces 2 to the power of 256 possible outputs, more unique values than atoms in the known universe.

(c) Joerg Osterrieder 2025–2026



How do symmetric and public-key cryptography systems differ in design?

Symmetric encryption:
• Same key encrypts and decrypts

• Fast, efficient for bulk data

• Key distribution problem: how to share secret?

• Example: bank database encryption

Public-key encryption:
• Two keys: public (encrypt) and private (decrypt)

• Public key can be broadcast openly

• Private key stays secret, never shared

• Example: blockchain addresses

Digital signatures (reverse use):
• Private key signs, public key verifies

• Proves authorship and integrity

• Used in every blockchain transaction

Trade-off: Public-key is slower but eliminates need for shared secrets.

Symmetric Encryption

Alice Bob
key K

Problem: how to
share key securely?

Public-Key Encryption

Alice Bob
Bob’s public key

No secret sharing
needed!

Insight

Public-key cryptography solved the key distribution problem: strangers can exchange encrypted messages without
meeting first.

Bitcoin uses public-key cryptography for addresses and symmetric encryption is used internally for wallet files.

(c) Joerg Osterrieder 2025–2026



What happens when a cryptographic assumption turns out to be wrong?

Cryptographic assumptions can break:
• Mathematical problem turns out easier than expected

• New algorithms exploit unexpected weaknesses

• Quantum computers threaten current systems

• Example: MD5 hash collisions found in practice

When assumptions fail:
• Digital signatures become forgeable

• Hash collisions enable substitution attacks

• Private keys become computable from public keys

• Entire systems must migrate to new algorithms

Current threats:
• Quantum computing threatens elliptic curve cryptography

• Post-quantum algorithms under development

• Transition will require years of migration

Lesson: Cryptographic strength is an assumption, not a guarantee.

UNBREAKABLE
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Insight

Cryptographic security depends on computational hardness assumptions that can become obsolete with new
mathematics or technology.

The shift from MD5 to SHA-2 and the upcoming transition to post-quantum cryptography show how systems adapt.

(c) Joerg Osterrieder 2025–2026



Where does cryptography silently protect financial transactions every day?

Invisible cryptography in daily finance:

• ATM withdrawals: PIN verified via hash comparison

• Online banking: HTTPS certificates use public-key encryption

• Credit cards: EMV chip uses digital signatures

• Mobile payments: Token authentication with hash-based integrity

• Blockchain: Every transaction signed with private key

• Password storage: Hashed with salt to prevent rainbow tables

• Audit logs: Merkle trees detect tampered records

Volume estimate: Billions of cryptographic operations per second across global
financial infrastructure. Pa
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Daily cryptographic operations across major financial channels.

Insight

Cryptography is the invisible infrastructure: every login, payment, and transaction relies on hash functions and digital
signatures.

Without cryptographic primitives, online banking, card payments, and blockchains would be impossible.

(c) Joerg Osterrieder 2025–2026



Who benefits from strong cryptography and who is threatened by it?

Winners (empowered by strong crypto):
• Individuals: Control private keys, self-custody funds

• Privacy advocates: Encrypted communications resist surveillance

• Decentralized networks: Operate without central authority

• Whistleblowers: Publish leaks anonymously with digital signatures

• Unbanked populations: Access financial services via blockchain

Losers (challenged by strong crypto):
• Governments: Cannot decrypt messages or freeze accounts easily

• Banks: Lose monopoly on payment authorization

• Law enforcement: Criminals use encryption to hide activity

• Censors: Cannot block transactions signed with valid keys

• Data brokers: Cannot harvest encrypted user data

Tension: Strong cryptography shifts power from institutions to individuals.

Empowered

- Individuals
- Privacy advocates
- Decentralized networks

Challenged

- Governments
- Banks
- Censors

power shift

Insight

Cryptography is inherently political: it enables censorship resistance and self-sovereignty but complicates regulation and
law enforcement.

The crypto wars continue: governments seek backdoors, cryptographers argue backdoors weaken security for everyone.

(c) Joerg Osterrieder 2025–2026



Three questions to assess the cryptographic strength of any system

The Crypto Strength Test:

(a) What assumptions does the system rely on?
• Identify underlying hard problems (factoring, discrete log, hash pre-image)

• Check which cryptographic primitives are used

• Determine key sizes and algorithm versions

(b) What happens if those assumptions break?
• Can signatures be forged?

• Can private keys be recovered from public keys?

• Can transactions be altered without detection?

(c) How long until advances in computing threaten those assumptions?
• Are quantum computers a threat?

• Is Moore’s law making brute force feasible?

• Are new mathematical breakthroughs likely?

Example: Bitcoin Security

Question Answer

(a) Assumptions? Elliptic curve discrete
log is hard

(b) If broken? Private keys recover-
able from public keys

(c) Threat timeline? Quantum: 10-20 years,
classical: centuries

Verdict: Strong against current threats, vulnerable to future quantum
computers without post-quantum upgrade.

Use this three-question framework to evaluate any cryptographic system from password hashing to blockchain protocols.

(c) Joerg Osterrieder 2025–2026



Your Challenge

Scenario: You are given two hash values:

Hash A: 5d41402abc4b2a76b9719d911017c592
Hash B: 098f6bcd4621d373cade4e832627b4f6

Task: Determine which properties (pre-image resistance, collision resistance, avalanche effect) you can verify just by inspection. Explain
your reasoning.

Guiding questions:

1 Can you tell what the original inputs were? Why or why not?

2 Can you determine if these two hashes came from similar inputs?

3 What additional information would you need to test collision resistance?

4 If someone claimed Hash A came from the word ”hello”, how would you verify it?

Hint: Think about what a hash reveals versus what it conceals. Pre-image resistance is testable by attempting reversal. Avalanche
requires comparing inputs. Collision resistance requires knowing both inputs.

Learning Outcome

This exercise reveals the asymmetry at the heart of cryptography: verification is easy, but discovery is hard.

Real-world cryptographic analysis always starts with: what can I observe, and what can I prove from observation?

(c) Joerg Osterrieder 2025–2026


