Prof. Dr. Joerg Osterrieder

Digital Finance — BSc Course

Cross-module capstone — six real failures, eight modules, one shared pattern.




Everything Is Fine
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Risk models work until they do not — every crisis in this lecture involved sophisticated risk frameworks that missed the obvious.



Learning Objectives

After completing this lecture, you will be able to:
@ Describe six major digital-finance failures and their root causes [Understand]
@ Connect each crisis to specific course modules (M1-M8)
© Analyze common patterns across crises using a structured framework
@ Evaluate whether post-crisis regulations addressed the actual root causes [Evaluate]

© Synthesize a personal red-flag checklist for digital-finance risk assessment [Create]

Bloom’s levels covered: Understand, Apply, Analyze, Evaluate, Create

Objectives follow Bloom’s taxonomy from Understand through Create — you leave with a tool, not just knowledge.



Crisis Analysis Framework

Every case in this lecture follows the same five-step structure:

1. Trigger 2. Root Cause 3. Module Link 4. Systemic Impact 5. Regulatory Response

® Trigger: the observable event that started the crisis

® Root Cause: the deeper structural flaw (not the trigger itself)

® Module Link: which course module explains the underlying concept
® Systemic Impact: who lost money and how far the damage spread

® Regulatory Response: what changed — and what gaps remain

This five-step framework turns post-hoc storytelling into structured analysis — apply it to any future failure you encounter.



Six Crises, Eight Modules
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® What you see: a heatmap mapping six crises (rows) to eight course modules (columns); purple cells mark primary
module connections

® Key pattern: Module 4 (Risk) appears in five of six crises — risk management failure is the near-universal common
denominator



Case 1: Wirecard — EUR 1.9 Billion That Never Existed

The headline:

In June 2020, Wirecard admitted that EUR 1.9 billion in cash
balances — roughly one quarter of its balance sheet — probably
did not exist.

Why it matters for digital finance:
® Wirecard was a DAX-30 FinTech darling (market cap peaked
at EUR 24 billion)
® Germany's financial regulator (BaFin) actively defended the
company against short sellers

® The fraud lasted over a decade despite repeated
whistleblower reports

Key Numbers (approx.)

Missing cash: EUR 1.9B
Peak market cap: EUR 24B
Years undetected: 10+
Auditor: EY (since 2009)
Employees affected: 5,800

Wirecard's collapse was the largest accounting fraud in post-war German history — a FinTech story that ended as a crime story.



Wirecard: From IPO to Collapse
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® What you see: an 18-year timeline from Wirecard's founding (2002) through its collapse (June 2020)

® Key pattern: warnings appeared years before collapse (FT in 2015), but regulators and auditors ignored or
suppressed them

® Takeaway: long fraud timelines are common — detection depends on incentives, not just capability

The Financial Times began investigating Wirecard in 2015 — BaFin responded by banning short selling of Wirecard shares in 2019, protecting the fraud
rather than investigating it.



Wirecard: What Happened

© Fabricated revenue streams: Wirecard reported revenue from third-party payment processing partners in Asia —
many of these partners either did not exist or did not process the claimed volumes

@ Circular cash flows: money was routed through shell companies to create the appearance of genuine revenue

© Audit failure: EY audited Wirecard from 2009 to 2020 and issued unqualified opinions each year; EY did not
independently verify the existence of EUR 1.9B in trust accounts at two Philippine banks

© Whistleblower suppression: when the Financial Times published investigative reports (2015-2019), BaFin filed a
criminal complaint against the journalists, not the company

Terminology: Third-party acquirer (TPA) = a company that processes card payments on behalf of merchants,
collecting fees for each transaction.

The EUR 1.9B was supposedly held in escrow accounts at BDO Unibank and Bank of the Philippine Islands — both banks later confirmed the accounts

did not exist.



Wirecard: Root Cause Analysis

Module connections:

° platform economics
rewarded growth narratives over profitability;
| investors wanted to believe

FinTech hype cycle [ Inflated valuation

[ Auditor conflict ] [ No independent check } ® M7 — Regulation: BaFin classified Wirecard
I as a “technology company,” placing it
outside full banking supervision

[ Regulatory capture } [ Whistleblowers punished J

; Root cause (one sentence):

Opacity + misaligned incentives + regulatory gaps
allowed a simple fraud to survive for a decade.

[EUR 1.9B fraud undetected]

The root cause was not sophisticated financial engineering — it was old-fashioned accounting fraud enabled by a FinTech label that reduced regulatory

scrutiny.



Wirecard: Red Flags Everyone Missed

Red Flag What It Signaled Who Saw It

Revenue from opaque TPAs  Unverifiable income streams Short sellers (2008+)
KPMG special audit refusal Company resisted scrutiny FT reporters (2015)
BaFin bans short selling Regulator protects stock price Market participants
Cash not verified by auditor ~ EUR 1.9B existed only on paper EY (chose not to check)
CEO/COO dual control No internal separation of duties Governance analysts

Question for discussion: If multiple parties saw red flags for years, why did the fraud persist? What incentive structure
explains inaction?

Red flags were visible for years — the failure was not detection but action; everyone who could have intervened had an incentive not to.



Wirecard: Aftermath

® CEO Markus Braun: arrested June 2020, trial ongoing (as of 2024)
® COO Jan Marsalek: fled Germany, whereabouts unknown for years; subject of international arrest warrant

® Auditor EY: faced lawsuits from investors (approximately EUR 4B in claims); reputation damaged but firm survived

® BaFin: leadership replaced; Germany passed the Financial Market Integrity Strengthening Act (FISG) in 2021:

® Mandatory audit firm rotation
® Expanded BaFin oversight of FinTech companies
® Whistleblower protection requirements

® Investors: approximately EUR 20B in shareholder value destroyed

The FISG reformed German financial supervision, but critics argue it addressed symptoms (BaFin structure) rather than root causes (auditor incentives).



Wirecard: Module Connection

Module 7 — Regulation

® Platform economics (Lesson 1): network effects ® Regulatory arbitrage: Wirecard exploited its
create “too important to question” narratives classification as a technology company

® Payment infrastructure (Lesson 2): third-party ® Regulatory capture: BaFin acted as Wirecard's
acquirer model created opacity by design defender, not its supervisor

® Wirecard was substance-free platform economics — ® Post-crisis reform: FISG expanded oversight but
growth story without verifiable revenue enforcement culture is harder to legislate
Key lesson: A FinTech label does not change the nature of financial risk — it only changes who is watching.

Wirecard teaches that regulatory architecture matters: if a payments company is classified as “tech,” banking-level scrutiny never arrives.



Case 2: Terra-LUNA — The $40 Billion Death Spiral

The headline:

In May 2022, the Terra ecosystem collapsed in five days,
destroying approximately $40 billion in value. The algorithmic
stablecoin UST lost its dollar peg and dragged its sister token
LUNA to near zero.

Why it matters for digital finance:

® UST was the third-largest stablecoin (approximately $18B
market cap)

® |t relied on code, not collateral, to maintain its peg

® The collapse triggered contagion across the entire crypto
ecosystem

Key Numbers (approx.)

Value destroyed: $40B
UST market cap: $18B
LUNA peak price: $119
LUNA final price: $0.0001
Time to collapse: 5 days

Terra-LUNA was not a hack or a fraud — it was a design flaw; the algorithm worked exactly as written, and that was the problem.



How UST Was Supposed to Work

When UST trades above the peg: arbitrageurs sell UST for LUNA profit

urn UST, Mint LUNA

Burn LUNA, Mint UST

When UST trades below the peg: arbitrageurs buy cheap UST using LUNA

Terminology: Algorithmic stablecoin = a cryptocurrency designed to maintain a stable price (usually $1) through
automated minting and burning rules, without holding dollar reserves as collateral.
The mint/burn mechanism assumes arbitrageurs always act rationally and that LUNA retains sufficient value to absorb UST redemptions — both



The Death Spiral
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® What you see: dual-axis chart — UST price (left axis, linear) and LUNA price (right axis, log scale) over
May 7-14, 2022
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Terra-LUNA: Root Cause — Reflexive Doom Loop

The flaw in one sentence:

The system’s stability mechanism was backed by an asset
whose value depended on the system being stable.

Why it failed:

o

© o600

Large UST sell-off triggers de-peg (approximately $2B
sold on May 7)

Arbitrageurs burn UST — mint LUNA
Massive LUNA minting crashes LUNA price

LUNA now too cheap to absorb further UST
redemptions

Doom loop: each redemption makes the next one worse

Module connections:

o algorithmic trust replaces
institutional trust — but code cannot conjure
collateral that does not exist

® M4 — Risk: standard risk models assume mean
reversion; Terra’s design created positive
feedback (deviation from peg amplified itself)

Terminology: Reflexivity = when a system’s output
becomes its own input, creating self-reinforcing loops
(concept from George Soros).

Terra’s failure was a textbook case of circular collateral: the lifeboat was made from the same material as the sinking ship.



Anchor Protocol: 20% Yield — Too Good to Be True

What was Anchor?
® Decentralized Finance (DeFi) lending protocol built on Terra

® Offered approximately 20% annual percentage yield (APY)
on UST deposits

® Attracted approximately $18B in deposits by May 2022

Why the yield was unsustainable:
® Borrowing demand never matched deposit supply
® The 20% vyield was subsidized from Terra’s reserves

® Reserves were being depleted at approximately $300M per
month

® When reserves ran out, depositors would flee — triggering
the de-peg

APY offered: ~20%

Deposits: ~$18B

Organic yield: ~5-7%

Subsidy burn rate:
~$300M/month

Reserve at collapse: nearly zero

Rule of thumb: if a yield is 3—4 times higher than comparable market rates, the difference is coming from somewhere

— find out where before depositing.

Anchor's 20% APY was effectively a marketing expense: it bought adoption for UST, but the cost was a ticking time bomb in Terra’s reserves.



Terra-LUNA: Aftermath

® Value destroyed: approximately $40B in combined UST + LUNA market cap (5 days)

® Contagion: Terra's collapse contributed to the failures of Three Arrows Capital, Celsius, Voyager Digital, and
BlockFi (cascading over subsequent months)

Founder Do Kwon: arrested in Montenegro (March 2023), extradited; SEC charged with fraud
Regulatory response:

® EU MICA regulation (Markets in Crypto-Assets, effective 2024): bans algorithmic stablecoins that lack sufficient reserves
® US stablecoin legislation advanced (still in progress as of 2024)
® Singapore, South Korea, Japan tightened crypto-asset rules

Terminology: MiCA = Markets in Crypto-Assets Regulation, the EU’s comprehensive framework for regulating
crypto-assets, including stablecoins, exchanges, and wallet providers.

Terra’s collapse did more to accelerate stablecoin regulation than a decade of policy papers — crises are the most effective lobbyists.



Terra-LUNA: Module Connection

Module 4 — Risk

® Algorithmic trust vs. institutional trust: Terra ® Tail risk: the system was stable 99% of the time, but
replaced bank guarantees with code the 1% event was catastrophic and non-recoverable
® The code was transparent — anyone could read the ® Value-at-Risk (VaR) models would have shown
smart contract — but transparency did not equal minimal risk under normal conditions
safety

® | esson: risk models that assume stability are useless
® “Trustless” systems still require trust in the design for systems that collapse under stress
being sound

Key lesson: “Works in code” and “works in a crisis” are different claims — Terra worked perfectly until it did not, and
there was no middle ground.

Module 3 explains why people trusted Terra; Module 4 explains why that trust was misplaced — the risk was always there, hidden in the tail.



Case 3: FTX — $32 Billion Fraud

The headline:

FTX, once valued at approximately $32 billion, collapsed in Key Numbers (approx.)
November 2022 when it was revealed that custome_r deposit§ had Peak valuation: $32B

been secretly transferred to Alameda Research, a sister trading Customer funds missing: $8B
firm also controlled by founder Sam Bankman-Fried. Liquid assets at collapse: $0.9B

Total liabilities: $8.9B

Why it matters for digital finance: Conviction: 7 fraud charges

® FTX was the second-largest crypto exchange globally

® |t had celebrity endorsements, Super Bowl advertisements,
and a $135M naming-rights deal for an NBA arena

® |t lobbied for crypto regulation — while violating every
principle it advocated

FTX was not a DeFi failure or an algorithm failure — it was a governance failure; a centralized exchange with no board, no auditor, and no separation

between exchange and trading desk.



The Alameda—FTX Connection

FTT Token
V \iama,
] secretly transferred [ .
FTX Exchange J )l Alameda Trading
N
deposited into spent on
h 4
Customer Deposits Venture Bets

[FTT “collateral” was circular: FTX created it, Alameda valued it]

The circular dependency was the core fraud: FTX created FTT, Alameda held FTT as collateral to borrow customer funds from FTX — the collateral’s
value depended on the fraud continuing.

(c) Joerg Osterrieder 2025-2026



FTX: Ten Days to Bankruptcy
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® What you see: ten-day timeline from the CoinDesk article (Nov 2) to Chapter 11 bankruptcy (Nov 11, 2022)

® Key pattern: once Binance announced its FTT liquidation (Nov 6), the bank run was unstoppable —
approximately $6B withdrawn in 72 hours

® Takeaway: crypto-exchange collapses follow bank-run dynamics, but faster — there is no central bank lender of
last resort

Binance’s announcement to sell its FTT holdings functioned as the trigger — the classic “loss of confidence” that starts a run, amplified by social-media
speed.



FTX:

Root Cause — No Governance

Governance failures:

o

2]

No board of directors: Sam Bankman-Fried (SBF)
made unilateral decisions without oversight

No independent auditor: FTX used small, obscure
audit firms; no Big Four engagement

No separation of duties: FTX (exchange) and
Alameda (trading) shared personnel, systems, and
funds

No compliance function: approximately 300
employees, zero compliance staff

Backdoor in code: a software backdoor allowed
Alameda to withdraw customer funds without
triggering alerts

Module connections:

FTX was a centralized exchange
marketed with crypto’s decentralized credibility
— customers trusted the brand, not verifiable
code

M7 — Regulation: headquartered in the
Bahamas specifically to avoid US regulatory
oversight; zero meaningful external supervision

Terminology: CeFi = Centralized Finance; crypto
services operated by a single company (exchange,
lender) — combines crypto’s volatility with traditional
finance's single-point-of-failure risk.

FTX proved that “crypto exchange” does not mean “decentralized” — it was a traditional financial intermediary with less oversight than a corner bank.



FTX: Balance Sheet of a Fraud

FTX Balance Sheet: The $8 Billion Gap

104
$8.9B
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® What you see: bar chart comparing FTX’s total liabilities (approximately $8.9B) against liquid assets found at

bankruptcy (approximately $0.9B) — an $8B gap
® Key pattern: customer deposits were spent on venture investments, political donations, and Bahamas real estate

(c) Joerg Osterrieder 2025-2026



Think-Pair-Share: Crypto Exchange Due Diligence

Exercise (3 minutes):

Think (1 minute): based on the FTX case, list three questions you would ask before depositing funds on a crypto
exchange.

Pair (1 minute): compare your list with a neighbor's — what did you miss?

Share (1 minute): we will compile a class due-diligence checklist.

Starter questions to consider:
® Does the exchange publish audited proof of reserves?
® Are customer funds held in segregated accounts?
® [s there an independent board of directors?
® Which jurisdiction regulates the exchange, and what does that license require?

® Does the exchange operate a proprietary trading desk?

Due diligence is not paranoia — it is the minimum standard that traditional finance requires and that crypto often skips.



FTX: Module Connection

Module 7 — Regulation

® CeFi trust failure: customers trusted FTX's brand, ® Jurisdiction shopping: FTX chose the Bahamas
endorsements, and lobbying presence — none of specifically for light regulation
which were evidence of solvency ® Lobbying paradox: SBF spent millions advocating
® Centralized exchanges are “old trust in a new for regulation he was simultaneously violating
wrapper’ — they reintroduce every intermediary risk e Post-FTX: SEC increased enforcement: MiCA

that decentralization was supposed to eliminate requires exchange licensing in the EU

® Proof of reserves (PoR) emerged post-FTX as a
partial solution, though it remains imperfect

Key lesson: regulation is a guardrail, not a burden — FTX shows what happens when there is no guardrail at all.

Module 3 provides the trust framework; Module 7 provides the regulatory framework — FTX failed on both dimensions simultaneously.



Case 4: Knight Capital — $440 Million in 45 Minutes

The headline:

On August 1, 2012, a software deployment error at Knight Key Numbers (approx.)

C?p.ital Group caused the firm’'s trading_ systems t_o.execut(_e_ _ Loss: $440M

millions of erroneous trades, accumulating a $7 billion position in Time: 45 minutes

45 minutes and losing approximately $440 million. Erroneous trades: 4 million+
Stocks affected: 154

Why it matters for digital finance: Position accumulated: $7B

® Knight was the largest US equities market maker (handling
approximately 10% of NYSE volume)

® The error involved dead code — an old test function that
was accidentally reactivated during deployment

® No human could have intervened fast enough to prevent the
loss

Knight Capital did not fail because of market risk, credit risk, or fraud — it failed because of a software deployment process that lacked basic safety

checks.



Knight Capital: 45 Minutes of Chaos
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® What you see: minute-by-minute buildup of Knight's erroneous position from market open (9:30 AM) to kill
switch (10:15 AM), with the shaded area showing accumulated position size in billions

® Key pattern: the position grew from zero to $7B in 45 minutes — approximately $155M per minute of unintended
exposure

® Takeaway: automated systems can generate catastrophic losses faster than any human decision-making process
can_resnond



Knight Capital: Root Cause — Dead Code Resurrection

What actually happened (technical):
@ Knight was deploying new code to support NYSE's Retail Liquidity Program (RLP), launching August 1
The new code reused an old flag name called “SMARS” that had previously controlled a test function from 2003
The test function’s purpose: aggressively buy and sell stocks at market price (used for internal testing only)
A technician deployed the new code to 7 of 8 servers but missed one server

The 8th server still had the old SMARS code — when the flag was activated at market open, it began executing
the old test function in live markets

© 000

© The old function had no position limits, no price checks, and no kill switch

Terminology: Dead code = code that remains in a system but is no longer used or maintained; it becomes dangerous
when accidentally reactivated, because nobody remembers what it does or why it was there.

The root cause was not the code itself — it was the deployment process: no canary deployment, no rollback plan, no centralized kill switch, and dead code

left in production for nine years.



Knight Capital: 45 Minutes in Numbers

Metric Value Context

Erroneous orders 4 million+  In 154 NYSE-listed stocks

Gross position $7 billion  Roughly 2x Knight's entire capital
Net loss $440 million  Nearly bankrupted the firm

Time to detect ~10 minutes  Engineers saw anomalous P&L
Time to kill ~45 minutes  No centralized emergency stop
Servers affected 1 of 8 Missed during manual deployment
Rate of loss ~$10M / minute  Faster than any manual intervention

Comparison: Knight's pre-incident market capitalization was approximately $3.5 billion. A single deployment error
destroyed roughly 13% of the firm's value before anyone could stop it.

The 35-minute gap between detection (9:40 AM) and kill (10:15 AM) reveals the core problem: the system had no automated circuit breaker — humans

had to manually find and shut down the rogue server.



Knight Capital: Root Cause Analysis

Module connections:

o algorithmic trading without
automated guardrails turns speed into a
liability; deployment discipline is as important

Manual deployment

[ Dead code in prod ] as trading strategy
i i ® M4 — Risk: operational risk is financial risk
E $440Min 45 min J — Khnight's risk models measured market
[ No kill switch } exposure, not deployment failure probability

[ No position limits

Key insight: Knight did not lose $440M because of a bad trade — it lost $440M because of a bad process. The failure
was organizational, not algorithmic.

Every individual failure (manual deploy, dead code, no kill switch, no limits) was survivable alone — the catastrophe required all four to coincide, which is

why it was never stress-tested.



Knight Capital: Aftermath

® Immediate: Knight needed emergency capital within 24 hours; raised $400M from a consortium of investors but at
extreme dilution

® Acquisition: GETCO acquired Knight in December 2012 for approximately $1.4B — Knight's pre-incident market
cap had been approximately $3.5B

® SEC response:
® Rule 15¢3-5 (Market Access Rule): requires broker-dealers to implement pre-trade risk controls
® Regulation SCI (Systems Compliance and Integrity): requires exchanges and major market participants to have policies for

system capacity, testing, and business continuity
® Knight itself was fined $12M by the SEC for risk-management failures

® Industry impact: firms adopted automated kill switches, canary deployments, and position-limit guardrails as
standard practice

Knight's $440M loss led to regulations that now cost the industry millions annually in compliance — but those costs are small compared to a 45-minute

bankruptcy.



Knight Capital: Module Connection

Module 4 — Risk Management

® Algorithmic trading moves at machine speed — ® Operational risk = financial risk: a single
errors compound at machine speed too deployment error was more destructive than any
® Deployment discipline (canary releases, rollback market event in Knight's history
plans, feature flags) is part of the trading system, ® Pre-trade risk controls (position limits, capital
not separate from it checks) are the last line of defense when software
® “Move fast and break things’ does not apply when fails
the things are live financial markets ® Risk management must include technology risk, not

just market and credit risk

Key lesson: in automated trading, the deployment process is part of the risk model — ignoring it is like measuring
credit risk while ignoring counterparties.

Module 5 explains the speed; Module 4 explains the missing guardrails — Knight's case is the canonical example of operational risk in digital finance.



Case 5: SVB — The Twitter Bank Run

The headline:

On March 10, 2023, Silicon Valley Bank (SVB) — a $209 billion
institution and the 16th-largest US bank — was seized by the
FDIC after depositors withdrew approximately $42 billion in a
single day, the fastest bank run in history.

Why it matters for digital finance:

® The bank run was coordinated via Twitter and VC group
chats — social media turned a slow problem into a 10-hour
panic

® SVB's failure was a textbook interest-rate risk case:
long-dated bonds funded by short-term deposits

® Digital infrastructure (mobile banking, real-time transfers)
enabled withdrawal speed that would have been physically
impossible in prior decades

Key Numbers (approx.)

Bank size: $209B in assets
Withdrawn in 1 day: $42B
HTM losses: $15B unrealized
Time to failure: 48 hours
Uninsured deposits: 94%

SVB's depositor base was concentrated in tech startups — a single community connected via the same social networks, making coordinated panic both

easy and fast.



SVB: Duration Mismatch That Killed a Bank
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® What you see: paired bar chart comparing SVB's Held-to-Maturity (HTM) bond portfolio (concentrated in 5-10
year maturities) against its deposit base (65% demand deposits, maturity less than 1 year)

® Key pattern: SVB funded long-dated assets with short-dated liabilities — classic asset-liability mismatch



SVB: The Social Media Accelerant

What made this bank run different: The timeline of panic:

© VC group chats: prominent venture capitalists told ® March 8: SVB announces $1.8B loss on bond
portfolio companies to withdraw deposits — spreading sales
via private messaging in hours ® March 9 morning: VC group chats buzz with

@ Twitter amplification: public posts about SVB's “get your money out”
unrealized losses went viral, reaching millions within e March 9 afternoon: Twitter explodes; stock falls
hours [ '

60%
© Mobile banking: depositors could transfer millions with °

March 9 evening: $42B in withdrawal requests

® March 10 morning: FDIC seizes SVB before
markets open

a phone tap — no need to queue at a branch

© Speed: approximately $42B withdrawn in 10 hours
(traditional bank runs took days or weeks)

Total time from announcement to seizure: 48 hours.

Digital infrastructure did not cause SVB's failure — it accelerated it; the duration mismatch was the root cause, but Twitter and mobile banking turned a

slow-motion problem into a sprint.



SVB: Root Cause Analysis

Root cause (one sentence):

SVB took massive interest-rate risk (long-dated bonds,
short-dated deposits) without hedging, in a rising-rate
environment, with a concentrated and socially connected
depositor base.

Three compounding factors:
© Duration mismatch: average asset duration approximately 6
years vs. deposit maturity less than 1 year
@ No hedging: SVB unwound its interest-rate hedges in 2022
to boost short-term earnings
© Concentrated depositors: 94% of deposits were uninsured

(above the $250K FDIC limit); a single community
(tech/VC) that acted in unison

Module connections:

o asset-liability management
(ALM) failure — the most basic risk in
banking, taught in every first-year finance
course

® M6 — Infrastructure: digital banking
infrastructure enabled a withdrawal speed
that outpaced any manual intervention

Terminology: ALM (Asset-Liability Management)
= the practice of managing a bank’s assets and
liabilities to ensure they are matched in terms of
maturity, interest rate sensitivity, and liquidity.

SVB's failure was not exotic — it was the oldest risk in banking (borrow short, lend long) amplified by the newest technology (social media + mobile

banking).



SVB: Aftermath

® FDIC seizure: March 10, 2023 — second-largest bank failure in US history (after Washington Mutual, 2008)
® Contagion: Signature Bank and First Republic Bank also failed within weeks; combined assets of the three failures
exceeded $500B

® Emergency response:
® Federal Reserve created the Bank Term Funding Program (BTFP): allowed banks to borrow against bonds at par value (not

market value), preventing forced sales
® FDIC guaranteed all deposits at SVB and Signature Bank, including those above the $250K insurance limit

® Regulatory changes proposed:
® Tighter liquidity requirements for mid-sized banks
® Enhanced stress testing for interest-rate scenarios
® Social-media monitoring as an early warning signal (novel concept)

The BTFP effectively socialized SVB'’s interest-rate losses — taxpayers did not pay directly, but the Fed accepted risk that the private sector had

mispriced.



SVB: Module Connection

® |nterest-rate risk: SVB failed the most basic ALM
test — matching asset duration to liability duration

® Removing hedges to boost earnings is a classic
short-term incentive problem

® Risk models that ignore depositor behavior under
stress are incomplete

Module 6 — Infrastructure
® Mobile banking enabled instant withdrawals at scale
— physical branches would have created a natural
speed limit
® Social media created coordination without a
coordinator — no single actor caused the run, but
the collective effect was devastating

® Digital infrastructure is a risk amplifier, not just a
convenience feature

Key lesson: SVB proves that old risks do not disappear in a digital world — they get faster.

Module 4 explains the underlying risk (ALM); Module 6 explains the accelerant (digital infrastructure) — together they turned a manageable problem into

a 48-hour catastrophe.



Case 6: Archegos — $10 Billion in Hidden Risk

The headline:

In March 2021, Archegos Capital Management — a family office Key Numbers (approx.)

managed by Bill Hwang — collapsed after highly Ieverage_d, Archegos AUM: $10B

concentrated bets on a handful of stocks went wrong. Prime Total exposure: $50-80B

brokers lost over $10 billion. Leverage: 5-8x via TRS
Bank losses: $10B+

Why it matters for digital finance: Stocks held: 6-8 names

® Archegos used total return swaps (TRS) to build massive
positions without disclosing ownership

® Multiple banks unknowingly provided leverage on the same
concentrated positions

® Family offices (managing private wealth) were exempt from
the disclosure rules that apply to hedge funds

Archegos held 5-8x leveraged positions in a handful of stocks across six prime brokers — no single bank knew the total picture, and the combined
exposure dwarfed Archegos’s capital.



Total Return Swaps: The Opacity Machine
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Key: Archegos gets economic exposure without owning shares. The bank owns
shares and bears counterparty risk. Archegos’s position is invisible to other banks
and regulators.

Terminology: Total Return Swap (TRS) = a derivative contract where one party pays a financing cost and receives the
total return (price change + dividends) of an asset, without actually owning it. This allows leveraged exposure without
triggering ownership-disclosure rules.

TRS let Archegos build a $50-80B position across six banks while posting only $10B in margin — each bank saw only its own slice, not the total exposure.



Archegos: Root Cause Analysis

Three interlocking failures: Module connections:
© Extreme concentration: Archegos held 6-8 stock . concentrated positions amplify tail
positions with 5-8x leverage; a 20% decline in any risk; diversification is the oldest free lunch in
position could wipe out its capital finance, and Archegos refused it
@ Multi-broker opacity: Archegos used six prime brokers ® M7 — Regulation: the family-office disclosure
simultaneously; none knew the total position size exemption created a blind spot; regulators could
across all counterparties not see system-wide exposure because no single

© Family office exemption: as a family office, Archegos entity was required to report it

was exempt from SEC Form 13F disclosure
requirements that apply to hedge funds

Root cause (one sentence): Leverage + concentration + opacity across counterparties meant that nobody — not the
banks, not the regulator, not even Archegos — understood the total risk.

Archegos was essentially running a leveraged hedge fund labeled as a family office — the label determined the disclosure rules, not the actual risk profile.



Archegos: Bank Losses

Bank Loss (approx.) Outcome

Credit Suisse $5.5B  Executive firings, risk overhaul, later acquired by UBS
Nomura $2.9B  Reduced prime brokerage activity

Morgan Stanley $0.9B  Exited positions faster (sold early)

UBS $0.8B  Tightened TRS margining

Others $0.5B+  Various smaller losses

Total $10.6B+

Note: Morgan Stanley and Goldman Sachs limited their losses by acting first — they began liquidating Archegos
positions before other banks reacted. This “first mover advantage” in liquidation is itself a systemic risk: it incentivizes
banks to sell fast, worsening the crash for slower movers.

Credit Suisse’s $5.5B Archegos loss was a major factor in its 2023 forced merger with UBS — a single client’s failure contributed to the end of a

167-year-old bank.



Archegos: Module Connection

® Concentration kills: Archegos had 6—8 positions vs.

a typical hedge fund's 50-200
® Leverage amplifies: 5-8x leverage meant a 15%

adverse move consumed all capital

® Counterparty risk: banks failed to aggregate
exposure across their own desks, let alone across
competitors

Module 7 — Regulation

® Family office loophole: Dodd-Frank Act exempted
family offices from investment-adviser registration
and disclosure

® TRS opacity: swap positions were not subject to the
same ownership-disclosure rules as direct
shareholding

® Post-Archegos: SEC proposed enhanced Form PF
reporting and swap-disclosure rules

Key lesson: when disclosure rules lag financial innovation, leverage accumulates invisibly until it is too late.

Module 4 explains why concentrated leverage is dangerous; Module 7 explains why nobody could see it — Archegos exploited the gap between both

modules.



The Four Root Causes

Four Root Causes Across Six Crises
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® What you see: matrix of four root causes (columns) across six crises (rows); large squares indicate a strong factor,
small squares indicate a contributing factor

® Key pattern: leverage appears as a factor in five of six crises; opacity and regulatory gaps each appear in five;



The Digital Finance Crisis Cycle

New product
or platform

New rules Rapid
(until next time, «adoption

Hidden risk
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and collapse




Did Regulations Fix It?

Crisis Regulation What It Fixed What Remains

Wirecard FISG (Germany, 2021) BaFin oversight expanded Auditor incentive alignment
Terra MiCA (EU, 2024) Bans unbacked algo-stables Non-EU jurisdictions unaffected
FTX SEC enforcement actions Exchange licensing standards Global regulatory fragmentation
Knight Rule 15¢3-5, Reg SCI Pre-trade risk controls Cross-firm systemic risk

SVB BTFP, proposed rules Liquidity backstop for banks Social-media-driven run speed
Archegos Proposed Form PF rules Enhanced swap disclosure Multi-broker aggregation gaps

Pattern: regulation reliably addresses the /ast crisis's specific mechanism, but rarely anticipates the next crisis's vector.
The “remains” column is where future failures will emerge.

Regulation is necessary but structurally reactive — it fixes what went wrong last time, creating the conditions for something different to go wrong next

time.



Discussion: Where Will the Next Crisis Come From?

Class discussion (5 minutes):

Based on the four root causes and the boom-bust cycle, identify one area of digital finance that you believe is most
likely to produce the next major failure.

Consider these candidates:
@ Al-driven trading: opacity in model decisions, speed beyond human oversight (M2 + M5 risk)
@ Tokenized real-world assets: liquidity assumptions on illiquid assets, valuation opacity (M3 + M4 risk)

© Buy-Now-Pay-Later (BNPL): consumer credit without traditional underwriting, concentration in young borrowers
(M1 + M4 risk)

Q@ Central Bank Digital Currencies (CBDCs): systemic single points of failure, privacy-security tradeoffs (M6 + M7
risk)

© Your own candidate: argue from the framework

Rule: you must use the four root causes (leverage, opacity, misaligned incentives, regulatory gaps) to support your
argument.

Prediction is not the goal — structured reasoning is; the value of the fr k isnot in g ing correctly but in asking the right questions before

committing capital.



Key Takeaways

@ Every crisis is multi-causal: no single root cause explains any failure — look for the intersection of leverage,
opacity, incentives, and regulatory gaps

@ Technology changes the speed, not the nature: SVB's failure was a 19th-century bank run at 21st-century speed;
Knight's was a human error at machine speed

o “FinTech” (Wirecard), “algorithmic” (Terra), “decentralized” (FTX) — labels
changed who was watching, not what the actual risk was

@ Regulation is reactive by design: every regulation in this lecture was written after the crisis it addresses; your
personal risk framework must be proactive

@ Red flags are visible in advance: in every case, warning signs existed for months or years before collapse — the
failure was not detection but action

These five takeaways are your portable toolkit — apply them to any digital-finance product, platform, or investment you encounter in your career.



Lessons Learned (Again)

"Lessons Learned (Again)"

"We learned our lesson
about leverage."

2008 > /Cll)/
/\
2022 > \Cl)

"Hold my algorithmic
stablecoin." /\

The most dangerous phrase in finance is “this time is different” — it rarely is, but it always feels that way.



