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Digital Identity Challenge

Identity Verification Problem
The Digital Identity Challenge
® 1.3 billion adults unbanked (World Bank Global Findex 2025) How do you prove who you are online?
® Lack of identity documents
® US identity fraud alone was $43B in 2023 ($27B traditional + $16B account

b
takeover) TS ) P

Are you WHO Are you the SAME

® Remote onboarding need

?Source: https://www.worldbank.org/en/publication/globalfindex e entes et et e hiecing
ot & atamaton ~Document * Cedentashring
“Deepiates  ccountakover  contwousaun

bSource: https:
//www.aarp.org/money/scams-fraud/identity-fraud-report-2024/

Stakeholders: Financial insttutions | Governments | Consumers | Regulators

‘Source: favelinstateay.com, i gov (dentity Fraud)

1.3 billion adults remain unbanked—identity verification is the primary barrier to financial inclusion. [Source: McKinsey, Gartner 2024]
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KYC Regulatory Requirements

Know Your Customer (KYC) Framework

Customer Enhanced
Identification Due Diligence Due Diligence
() (cop) (EDD)
* Name verfication * Risk assessment * PEP screening
* Address verification * Source of funds * Sanctions check
* Date of birth * Nature of business. * Adverse media
* Government ID * Expected activity * Detailed source of wealth
*Tax D (SSN/TIN) * Beneficial ownership « Senior approval
Low Risk Standard igh Risk
Key Regulations:
” AML Directives (EU 4/5/6) Increasing Risk Level / Scrutiny
“Bank Secrecy Act (U5
CATE Recommendations riminal prosecution
~ORAC Sanctions. Reputational damage

Source: fatf.gafi.org, fincen.gov (AMUKYC Regulations)

KYC is legally mandated for all financial institutions—FATF, AMLD, and BSA set global standards.
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Process Comparison

Traditional: 7-14 days
Digital: 5-10 minutes
Cost: $60 vs 85

Drop-off: 40% vs 15%

KYC Comparison: Traditional vs Digital
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Digital KYC reduces verification time from 7-14 days to 5-10 minutes—at 90% lower cost. [Source: Industry reports 2024]
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EU Digital Identity

Electronic ID recognition
Trust services regulation
Cross-border validity

Three assurance levels

elDAS: EU Electronic Identification & Trust Services
Regulation (EU) No 910/2014 + elDAS 2.0 (2024)

Electronic Identification (elD) Trust Services
* National e schemes notfcation * Hlectronic signatures (GES)
* Mutual recognition across EU * Hectronic seals
* Assurance leves (Low/SubstartialHigh) *Time stamps.
*elD Node interoperabity * Registered delivery
* EU Dightal Identty Wallet (eIDAS 2.0) * Website authenticaton (QWAC)

©IDAS 2.0 Key Changes (2024)

AllEU ctizens entiied to  digital wale by 2026

Source: euriex. europa.eu (EU Reg 9102014, 2024/1183 - eDAS)

elDAS enables cross-border electronic identity recognition across all 27 EU member states.
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elDAS Assurance Levels
EU Electronic Identification Trust Framework

Requirements

Use Cases

HIGH
«n-person o remote with NEC + Iveness
et Banking, healthcare, legal documents, government services
e et
b A
SUBSTANTIAL
* Remote identity proofing
« Document + seffe veifcation
* Database checks 29
B
Low
«Seltaserted dentty
Emalphone vericaton Newsleter signup, basc access, non-sensitve services

* Basic attribute validation
* Sacial login acceptable

[Higher assurance = More rigorous proofing = Greater trust in identity claim

Source: eur-lex.europa.eu (eIDAS Reg 910/2014)

Increasing

Assurance

Three assurance levels (Low/Substantial/High)—High requires in-person or equivalent verification.
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Modalities SlomercHodeibis Compurien

® Fingerprint: 99.8% accuracy

® Face recognition: 99.5% Leading iris technologies achieve 99-99.8

® Voice: 95% accuracy

Iris scanning achieves 99.99% accuracy—face recognition (99.5%) is preferred for mobile UX. [Source: Industry reports 2024]
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Facial Recognition Flow

Facial Recognition Verification Flow

Template

Detection Matching

User takes photo Verity real person Extract facial Compare Match score
via mobllefuebeam {not photoiideo) features/iandmarks 1D document photo above threshold

(Spoofing Attacks: Photo attacks | Video replay | 3D masks | Deepfakes

‘Source: nist.gov/fivt, is0.0rg (Facial Recognition)

q

Face capture to match takes 2-3 sec —Modern sy often use 68-512 landmarks; 128 is on the lower end for comparison.
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Anti-Spoofing
® Active: User actions
® Passive: Texture analysis
® 3D depth sensing

Challenge-response

Liveness Detection Methods
Preventing Presentation Attacks

Active Liveness.

Passive Liveness

* Bl detection: sk user to bk eyes

30 depth mapping: Verfy face dimensionay

* Smilefexpression: Change faia expression

* Random prompts: Speak numbers or words

* Light reflection: Eeskinrfiection patterns

* MUA detection: Deep learing classiers
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Document Verification Technology

Document Verification Process
Industry Accuracy (2024):
‘o

“Fraud detection: 04.07:
Source: 1DV provider benchmarks

Document
Capture

Document

Classification Extraction

*Image quaiity *10 type (passport, DL * OCR text extraction
* Glare detection = Country of origin = MRZ parsing
* Comer detection * Version/format * Barcode reading

* Bl check « Frontiback detection *NEC chip data

Security Fraud Database
Features Detection Checks

Source: icao.int (Doc 9303 MRZ), iso.org (ID standards), IDV provider docs

Al detects document tampering by analyzing holograms, microprinting, and UV security features.
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Automated Extraction
® Optical character recognition
® Machine-readable zone (MRZ)
® NFC chip data (ePassports)

® Security features check

Document Data Extraction: OCR vs NFC

OCR (Optical Character Recognition)

1. image Capture
2. Pre-processing

3. Toxt Detaction

NFC (Near Field Communication)

Camers capures documant 2. Chip Detection

Deskew, s reduction 2. BACIPACE Auth

Locatetest egons 3. Data Read

4. Character Recognition 1Lbased text extaction

5. MRZ Parsing

4. Active Auth

Mo Resdable Zooedscade 5. Passive Auth
Check gt ventestion 6. Clone Detaction
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‘Source: icao 9303, bt bund e (ePassporUIFC)

NFC chip reading provides cryptographic proof—data signed by issuing authority cannot be forged.
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Authentication Factors
Multi-Factor Authentication (MFA)

® Knowledge: Password/PIN Three Categories of Authentication Factors
® Possession: OTP token [2FA = Any 2 different factors | MFA = 2 or more factors)

@ Inherence: Biometric

@ Reduces fraud 99.9%

Something You
<« ARE

*secury ey (1002

Securiy S

=
o
Reauitery

PEB S eures 2+ fctors

e oststien ey concoms

‘Source: pages st gov/800-63-3/5p800-630. i

MFA combining 2+ factors reduces account takeover fraud by 99.9%—now standard for banking.
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Identity Verification Provider Landscape

Bubbig size = Market presence

5.0 Global
Leaders
é 45 imio
e @
§ 20 Verie
é’ ‘ulmlx .‘nulluo
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Global Coverage (Document/Country Support)

‘Source: grandviewresearch.com, jumio.com, onfido.com (IDV Market)

Jumio, Onfido, and Trulioo lead the $15B IDV market—consolidation accelerating via M&A. [Source: World Federation of Exchanges 2024]
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Jumio Case Study

Al-Powered KYC
Identity Verification Workflow (Jumio Example)

® 1B+ verifications
® 5 minute verification
® 200+ countries

oo sox o Do e romed

Al Processing Components

* Data Extraction: 0GR + NEC (1 avadabil WRZ prsing

Devica sigrals,vloty chacks,behaviors araysis

‘Source: fumio.com, docs jumio.com (1DV Prodct)

Jumio processed 1B+ verifications—95% automation rate with 5-minute average completion. [Source: McKinsey, Gartner 2024]
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Self-Sovereign Identity (SSI)

Decentralized Model . B
If. Identity (SSI)
® User controls credentials User-Controlled Decentralized Identity

® Blockchain-based

VERIFIER

ISSUER HOLDER

@ Verifiable credentials Gorgmment et e e Prov

®  Privacy-preserving

t
e | i b
o ¥ - —

e 1 cenrl stnorty)
v s il )

et et
ey vonae Verifiable Data Registry
(Blockchain / Distributed Ledger)
DIDs | Public Keys | Revocaton Status | Schermas.

‘Source: w3 org (DIDs, Verifable Credentils)

SSI gives users control over their credentials—verify age without revealing birthdate.
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Data Protection

Digital Identity Privacy Framework
GDPR compliance

GDPR Privacy Principles
Biometric template storage

Data minimization @ @ @ 0
Right to erasure ooy

ooy s oot en
=y [t o s

Privacy Enhancing Technologies (PETs) Regulatory Landscape
*ZoroKnawidge Poos: rove atrutes it vealng gt * o (&0 Comprehensivadata pratection
» seectva Dscosure: Sare oy reqired shues oo ws: Blometic ata consent.
*Fusonymizaton Replace entters i pseudonyms Consumer prvacy s
Encyption: e e protecton o dts P (chinar: PP —
 Sacue nclves: rcess o i oo enironments *LGPD (Brazi outa protecton o

GDPR requires data minimi

and right to erasure—biometric templates are sensitive personal data.
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Europe

* eIDAS/EUDI Wallet (V)

Global Digital Identity Landscape
National Digital ID Systems by Region (2024)

Asia-Pacific

* Aadhaar (india) - 138

* BankiD (Nordics) * MyKad (Malaysia)
“ tsme (gelgium) * Singpass (Singapore)
70%+ adult population Highest biometric coverage
Africa Middle East
*NIMC (Nigeria) “UAEPass
= Smart D (South Afica) * Aosher (Saud)
“ Huduma Namba (Kenya) * Smart Qatar
High gov adopton

CEISTEE

‘Source: idad.worldbank.org, uidai.gov.n (Digital dentity)

Americas

* Login.gov (US:partial)
= Govabr (Brazih
* Digial ID (Canada-pilot)

Fragmented adoption

India’s Aadhaar (1.4B), Estonia’s e-ID, and Singapore’s Singpass lead global digital ID adoption.
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EU Digital Identity Wallet

EU Digital Identity Wallet (EUDI)
® eIDAS 2.0 mandate eIDAS 2.0 - Availabe to all EU citizens by 2026

® 2026 rollout target Veritiable Credentials Use Cases

® Universal EU acceptance
“ National 10 * Bank Accounts

@ Private sector integration EUDI Wallet
* Driving License Smarthone Ap - “Travel Docs
* professional

* Health Records ~ Certificates

* Diplomas. DANyR—
Key Features Mandatory Acceptance
 Coss ot recogtn n U st rave——
*Usecontaled slctiediscisire +Baning & ancservies
Ofine vefcatien capobiey * Tecom spraors
g sssrnce v (6085 * Hesncreproviers
e forctzns +Large e patoms 250+ empioes)

(Timeline: Reguiation adopted 2024 | Wallets avallable 2026 | Full ollout 2027)

‘Source: uriex.europa.eu (EU Reg 2024/1183 oiDAS 2.0)

EU Digital Identity Wallet mandated by 2026—every EU citizen will have government-issued mobile ID. [Source: Juniper Research 2024]
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Key Takeaways

® KYC: Digital verification reduces cost 90% and time 95%
® elDAS: EU framework for cross-border identity

® Biometrics: Face + liveness detection standard approach
® MFA: Multi-factor prevents 99.9% of fraud

® Future: Self-sovereign identity and digital wallets

Digital identity is the foundation of financial inclusion—secure verification enables trusted services.
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