
Lesson 5: Open Banking and APIs
Module 1: FinTech Fundamentals

Digital Finance
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Open Banking Revolution

Data Sharing Paradigm

• Customer-permissioned access

• Standardized APIs

• Third-party innovation

• Regulatory mandate (EU, UK)

Customer

Owns
Their Data

Bank A

Bank B

Bank C

Budgeting
App

Payment
Initiator

Lending
Platform

Investment
App

Open Banking APIs

Key Principles:
    1. Customer consent required
    2. Standardized APIs (not screen scraping)
    3. Strong authentication (SCA)
    4. Regulated third parties
    5. Data minimization

Customer Benefits:
    - Unified view of finances
    - Better product comparison
    - Innovative services
    - Greater control

Open Banking: Customer-Centric Financial Data Sharing

Account
Data

With
Consent

Source: openbanking.org.uk, eur-lex.europa.eu (PSD2)

Open banking shifts data control from banks to customers—enabling competition and innovation.
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PSD2 Framework

PSD2 Regulatory Architecture
Payment Services Directive 2 (EU 2015/2366)

ASPSP
Account Servicing

Payment Service Provider

Traditional Banks
Hold customer accounts
Must provide API access

AISP
Account Information

Service Provider
Read-only access

PISP
Payment Initiation
Service Provider
Initiate payments

CBPII
Card-Based Payment

Instrument Issuer
Confirm funds

Customer

Has
Account

AIS API

PIS API

Consent

Key PSD2 Requirements:
    1. Strong Customer Authentication (SCA)
    2. Secure communication (eIDAS certificates)
    3. APIs must be free and non-discriminatory
    4. Dedicated interface fallback
    5. Customer explicit consent required

Timeline:
2018: PSD2 effective
2019: SCA deadline (delayed)
2020-21: SCA enforcement

Source: eur-lex.europa.eu (EU Directive 2015/2366)

PSD2 mandates banks provide API access to licensed third parties with customer consent.
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PSD2 Timeline

Implementation Phases

• 2015: Directive adoption

• 2018: SCA requirements

• 2019: RTS compliance

• 2021: Full enforcement

2014 2016 2018 2020 2022 2024
Year

PSD2 Adopted
(Nov 2015)

Member States
Transpose

PSD2 Effective
(Jan 2018)

RTS Applied
(Mar 2019)

SCA Deadline
(Sep 2019)

SCA Extended
(2020)

Full SCA
Enforcement

PSD3 Proposal
(Jun 2023)

Adoption Phase Implementation SCA Rollout Evolution

Key Dates:
    - Nov 2015: Directive adopted
    - Jan 2018: PSD2 in force
    - Sep 2019: Original SCA deadline
    - Dec 2020: SCA e-commerce deadline
    - Jun 2023: PSD3 proposal published

Above line: Major milestones | Below line: Secondary events

PSD2 Implementation Timeline (2015-2024)

Source: eur-lex.europa.eu (Directive 2015/2366)

Full PSD2 enforcement took 6 years (2015-2021)—phased rollout reduced industry disruption. [Source: Industry reports 2024]
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Strong Customer Authentication (SCA)

Two-Factor Requirement

• Knowledge (password)

• Possession (mobile device)

• Inherence (biometric)

• Exemptions for low-risk

KNOWLEDGE
Something you know

* PIN
* Password

* Security questions
* Pattern

POSSESSION
Something you have

* Mobile phone
* Hardware token

* Smart card
* Registered device

INHERENCE
Something you are

* Fingerprint
* Face recognition

* Voice
* Behavioral biometrics

Strong Customer Authentication (SCA)
Requires 2 of 3 factors from different categories

+ +

Valid 2FA Combinations:
    - Password + SMS OTP (Knowledge + Possession)

    - PIN + Fingerprint (Knowledge + Inherence)
    - Device token + Face ID (Possession + Inherence)

    Invalid (same category):
    - Password + PIN (both Knowledge)

SCA Exemptions:
    - Low-value (<30 EUR)
    - Recurring payments
    - Trusted beneficiaries
    - Corporate payments

Source: eur-lex.europa.eu (EU Delegated Regulation 2018/389 - PSD2 RTS)

SCA requires 2 of 3 factors—knowledge, possession, or inherence—for secure authentication.
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Account Information Service (AIS)

Customer AISP
App

Bank
API

Bank
(ASPSP)

1. Request
account view

2. Request consent 3. Auth

4. Bank redirects customer for SCA

5. Access token

6. GET /accounts

7. Account data

8. Display

Account Information Service (AIS) Flow
Read-only access to account data

Data Accessible via AIS:
    - Account balances
    - Transaction history
    - Account details
    - Standing orders
    - Direct debits

Common Use Cases:
    - Account aggregation

    - Personal finance apps
    - Credit scoring

    - Accounting software

Source: eur-lex.europa.eu (PSD2 Article 67), berlin-group.org (NextGenPSD2)

AIS enables read-only account aggregation—view balances from multiple banks in one app.
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Payment Initiation Service (PIS)

Customer Merchant PISP Bank API Bank

1. Checkout 2. Init payment 3. POST /payments 4. Process

5. Redirect customer for bank authentication (SCA)

6. Payment confirmed7. Status callback8. Confirmation

Payment Initiation Service (PIS) Flow
Bank-to-bank transfer via open banking

PIS vs Card Payment:
    - No interchange fees (0% vs 1.5-3%)
    - Direct bank transfer (instant settlement)
    - Irrevocable (no chargebacks)
    - Lower fraud risk

PIS Use Cases:
    - E-commerce checkout

    - Bill payments
    - Account funding

    - Recurring payments

Source: eur-lex.europa.eu (PSD2 Article 66), berlin-group.org (NextGenPSD2)

PIS enables direct bank-to-bank transfers—bypassing card networks entirely.
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Third-Party Providers (TPPs)

Provider Types

• AISP: Account aggregation

• PISP: Payment initiation

• CBPII: Card balance checks

• Regulatory authorization

Third Party Provider (TPP) Categories

AISP

Account Information
Service Provider

Read-only

* Account aggregation
* Personal finance mgmt

* Credit scoring
* Accounting integration

Examples:
Plaid, TrueLayer, Tink

PISP

Payment Initiation
Service Provider

Write (payments)

* Payment initiation
* E-commerce checkout

* Bill payments
* Account transfers

Examples:
Trustly, GoCardless, Volt

CBPII

Card-Based Payment
Instrument Issuer

Balance confirmation

* Virtual cards
* Card issuance

* Balance verification
* Funds availability

Examples:
Curve, Revolut (card issuing)TPP Registration Requirements:

    - Authorized by national competent authority
    - Listed in EBA registers

    - Must have professional indemnity insurance
    - eIDAS certificates for API access

Note: A single provider can register for multiple TPP categories

Source: eur-lex.europa.eu, eba.europa.eu (PSD2 TPPs)

TPPs must obtain regulatory authorization—AISPs for data, PISPs for payments, CBPIIs for balance checks.

(c) Joerg Osterrieder 2025



API Standards

Technical Protocols

• RESTful architecture

• OAuth 2.0 authorization

• OpenAPI specification

• JSON data format

Open Banking API Architecture

TPP Application

FinTech App

OAuth Client

API Gateway

Rate limiting | Throttling

Certificate validation (eIDAS)

Request logging

Bank Core

Account Systems

Payment Rails

Authorization Server

OAuth 2.0 + OIDC

Consent Management

Token Issuance

Key API Endpoints (RESTful)
GET  /accounts
GET  /accounts/{id}/balances
GET  /accounts/{id}/transactions
POST /payments
GET  /payments/{id}/status

Security Requirements
* mTLS (mutual TLS)
* eIDAS QWAC/QSEAL certificates
* OAuth 2.0 + PKCE
* Request signing (JWS)
* Token binding

HTTPS Internal

Auth

Token
Request

Source: berlin-group.org, openbankinguk.github.io (Open Banking APIs)

RESTful APIs with OAuth 2.0 authorization are the standard—JSON format enables easy integration.
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UK Open Banking Implementation

2018 2020 2022 2024
Year
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UK Open Banking Growth
Active users (M)
API calls (B)

CMA Order 2017
Competition remedy

OBIEOpen Banking Implementation Entity
(Industry body, standards setter)

CMA9 BanksBarclays, HSBC, Lloyds,
NatWest, Santander,

Nationwide, AIB, BoI, Danske

300+ TPPsPlaid, TrueLayer, Tink,
Yolt, Experian,

GoCardless, etc.

UK: 14% digital customers use OB (7x higher than EU)

UK Open Banking Structure
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UK Open Banking: World-Leading Implementation

Source: openbanking.org.uk/insights (Impact Report 2024)

UK leads global adoption with 8M+ users—CMA9 mandate required 9 largest banks to open APIs.
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Open Banking Use Cases

Consumer Applications

• Multi-bank aggregation

• Automated budgeting

• Alternative credit scoring

• Instant payments

Open Banking Use Cases

Account Aggregation
View all bank accounts

in one app

Personal finance apps, Wealth dashboards, Business accounting

Single view of finances

Payment Initiation
Pay directly from

bank account

E-commerce checkout, Bill payments, P2P transfers

Lower merchant fees

Credit Decisioning
Real-time income &

spending verification

Mortgage affordability, Loan applications, BNPL checks

Faster approvals

Identity Verification
Confirm identity via

bank account ownership

Account opening, Age verification, KYC checks

Reduced fraud

Recurring Payments
Variable recurring
payments (VRP)

Subscriptions, Sweeping savings, Utility bills

Flexible direct debits

Embedded Finance
Banking in non-bank

platforms

In-app payments, Marketplace lending, Insurance offers

Contextual services

UK Open Banking Adoption (2024):
    - 7.5M+ active users
    - 11M+ payments monthly
    - 60+ regulated providers
    Source: OBIE

Source: openbanking.org.uk (OBIE Impact Report)

Account aggregation and automated budgeting are the killer apps—alternative credit scoring expands lending.
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Account Aggregation Example

Account Aggregation: Multi-Bank View

User
Aggregator

App

(AISP)

Bank A Bank B

Bank C Bank D

API

Hub

1. Link
accounts

Unified Dashboard

Total Balance: $45,230
All transactions | Spending insights

5. Display

Process Flow:
    1. User links accounts in app

    2. App redirects to each bank for consent
    3. User authenticates at each bank (SCA)

    4. Banks return access tokens
    5. App fetches data via APIs

    6. Unified view presented to user

Source: eur-lex.europa.eu, berlin-group.org (PSD2 AISP)

Users link accounts once via OAuth—apps then receive ongoing access without storing credentials.
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Payment Initiation Benefits

vs Card Payments

• Lower fees (0.1% vs 1.5%)

• Faster settlement

• No chargebacks

• Direct bank transfer

Credit
Card

Debit
Card

Open Banking
(PIS)

Direct
Debit
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Open Banking Payment Initiation: Cost Advantage

Source: eur-lex.europa.eu (IFR), openbanking.org.uk (PIS Fees)

PIS fees are 10-15x lower than card fees (0.1% vs 1.5%)—no chargebacks is a merchant advantage.
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Global Open Banking Adoption

2016 2018 2020 2022 2024 2026
Year

Japan

UK

EU

Hong Kong

South Korea

Australia

Singapore

Brazil

India

Mexico

Saudi Arabia

US

Canada

Banking Act Rev (Market-led)

CMA Order (Mandatory)

PSD2 (Mandatory)

HKMA Framework (Market-led)

MyData (Market-led)

CDR (Mandatory)

SGQR/PayNow (Market-led)

Open Finance (Mandatory)

Account Aggregator (Emerging)

FinTech Law (Mandatory)

SAMA (Mandatory)

CFPB Rule 1033 (Market-led)

Framework TBD (In Progress)

Approach Differences:
    - Mandatory: Government-led with compliance deadlines
    - Market-led: Industry-driven with guidance
    - Scope varies: payments only vs full open finance

Global Open Banking Adoption Timeline

Mandatory
Market-led
Emerging
In Progress

Source: oecd.org, fca.org.uk, consumerfinance.gov (Open Banking)

EU/UK lead with mandatory frameworks—Brazil, Australia, and Singapore follow with national standards.
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Swiss Open Finance: Market-Driven Approach

Swiss vs EU Approach:

• No mandatory PSD2-equivalent

• Market-driven standardization

• Swiss Bankers Association (SBA) guidelines

• Focus on Open Finance (broader than banking)

Swiss Open Finance Initiative:

• Voluntary API standards

• Cross-sector data sharing

• Insurance, pensions, investments

• Federal Council strategy (2022)

Key Differences:

• Pro: Flexibility, innovation-friendly

• Pro: Broader scope (Open Finance)

• Con: Slower adoption without mandate

• Con: Less standardization

Swiss FinTech Leaders:

• Avaloq, Temenos (banking software)

• Numbrs, Neon (neobanks)

• bLink (SIX Open Banking platform)

Switzerland takes a market-driven Open Finance approach vs EU’s mandatory PSD2—broader scope but slower adoption. Source: Swiss Federal Council

Digital Finance Strategy (2022)
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API Performance Metrics

UK Success Rates (2023)

• API uptime: 99.5%

• Response time: 1.2s avg

• 12M monthly API calls

• 8M active users
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1.5% 0.8%

API Quality Metrics

Target
Actual

Open Banking API Performance Standards

PSD2/RTS Requirements:
    - Same performance as online banking

    - No degradation during peak hours
    - Dedicated interface must match fallback

Source: PSD2 RTS Art.32, UK OBIE (API Performance)

UK open banking APIs achieve 99.5% uptime with 1.2s average response—12M monthly API calls. [Source: Federal Reserve, ECB 2024]
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Security Challenges

Risk Mitigation

• API credential theft

• Man-in-the-middle attacks

• Excessive data access

• Fraud monitoring systems

Open Banking Security Framework

Transport Security * TLS 1.2+ required
* Certificate pinning
* mTLS for API calls

Identity & Auth * eIDAS certificates
* SCA (2-factor auth)
* OAuth 2.0 + OIDC

Authorization * Consent management
* Scope-based access
* Token lifecycle

Data Protection * Encryption at rest
* Data minimization
* GDPR compliance

Monitoring & Audit * API logging
* Fraud detection
* Incident response

eIDAS Certificates:
    - QWAC: Website authentication

    - QSEAL: Message signing
    - Issued by qualified TSPs

    - Required for PSD2 API access

Common Threats:
    - Man-in-the-middle attacks

    - Token theft/replay
    - Phishing for consent

    - Screen scraping fallback
    - API abuse/DoS

Compliance Requirements:
    - PSD2/RTS Technical Standards
    - eIDAS Regulation
    - GDPR (data protection)
    - National cybersecurity laws

Source: eba.europa.eu, digital-strategy.ec.europa.eu (PSD2 RTS, eIDAS)

API credential theft and man-in-the-middle attacks are primary risks—fraud monitoring is essential.
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Business Model Impact

Open Banking Ecosystem Players

Open
APIs

Banks
(ASPSPs)
Provide APIs

Hold accounts

FinTechs
(TPPs)
Build apps
Use APIs

Regulators

Set rules
Enforce compliance

Consumers

Control data
Benefit from services

Technology
Providers
API platforms
Infrastructure

Standards
Bodies

Define specs
Ensure interop

Key Players by Category:
    Banks: JPMorgan, HSBC, Lloyds, BNP
    FinTechs: Plaid, TrueLayer, Tink, Yapily
    Tech: AWS, Google Cloud, MuleSoft
    Regulators: FCA (UK), EBA (EU), CFPB (US)
    Standards: Berlin Group, STET, OBIE

Source: openbanking.org.uk, eba.europa.eu (PSD2 Framework)

Banks become platforms, not gatekeepers—revenue shifts from fees to API monetization and partnerships.
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API Economy Growth

The Financial Services API Economy

Account
Data

Plaid, Yodlee, MX

Aggregation, verification

Payments

Stripe, Adyen, Dwolla

ACH, cards, instant

Lending

Blend, Upstart API

Origination, decisioning

Identity

Persona, Socure

KYC, fraud prevention

Card
Issuing

Marqeta, Galileo

Virtual/physical cards

Banking
Core

Unit, Synapse, Bond

Accounts, ledger

FaaS Market: 309B(2023) > 1.3T (2032) | API calls: 102B -> 580B by 2027 (+500%)

Source: globenewswire.com (FaaS Market 2024), Statista, Contrary Research

API economy enables modular financial services—fintech builds on banking infrastructure APIs.
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Future: Open Finance

Beyond Banking

• Pension data sharing

• Insurance APIs

• Investment platforms

• Mortgage comparison

From Open Banking to Open Data

OPEN BANKING
Payment accounts | Transactions | Payments
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* Current accounts

* Savings accounts

* Transaction data

* Payment initiation

* Mortgages

* Loans

* Insurance

* Pensions

* Investments

* Credit cards

* Consumer credit

* SME finance

* Utilities

* Telecoms

* Government

* Healthcare

* Education

* Smart data

2018
PSD2

2024
Open Finance

2027+
Open Data

Jurisdictions Moving to Open Finance:
    - Brazil: Full open finance since 2022

    - Australia: CDR expanding sectors
    - UK: Open finance roadmap

    - EU: FIDA proposal (2023)

Source: finance.ec.europa.eu (FIDA), accc.gov.au (CDR), bcb.gov.br

Open finance extends APIs to pensions, insurance, and investments—full financial data portability ahead.
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Key Takeaways

• PSD2: EU regulatory mandate for bank API access

• Services: AIS (aggregation) and PIS (payment initiation)

• SCA: Two-factor authentication requirement

• Benefits: Lower fees, faster payments, innovation

• Future: Expanding to open finance ecosystem

Open banking enables customer-controlled data sharing—transforming banks from gatekeepers to platforms.
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