Digital Finance

Learning Objectives: Understand key concepts and applications



Digital Money Challenge:
The Double Spending Problem

o Dol £
Digital files are copyable Why digital cash needs blockchain consensus

® How to prevent spending same coin twice?

® Traditional solution: Central authority (bank)

Decentralized Challenge:
® No central ledger

®  Network latency

PROBLEM: Which transaction is valid?
Without consensus, both recipients think they were paid

® Conflicting transactions
® Malicious actors

SOLUTION: which Tx is first
PoW/PoS ensures network agrees on transaction order

‘Source: bitcoinorg (Whitepape), eprint actorg (Double-Spending)
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This concept is fi al to under: ding Proof of Work.
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Consensus Problem: Agreeing on Transaction Order

Byzantine Generals Problem
How do distributed nodes agree without trusting each other?
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Byzantine Fault Tolerance (BFT) Blockchain Solution

Must tolerate f faulty nodes (T=1£0RoW: 51% honest hashpower

Requires n >= 3f + 1 nodes POS: 2/3 honest stake

(Can toferate up to 33% malicious) Economic incentives align behavior

Key Questions:
® Which transaction came first?
® Who decides the canonical order?
® How to prevent censorship or manipulation?

® How to incentivize honest behavior?

This concept is fundamental to understanding Proof of Work.



Core Idea:

Proof of Work: The M

® Make block creation expensive

® Require computational work 1. Block Data 2. Add Nonce 3. Calculate Hash

Transactions Nonce = 0, 1
° e . .1, SHA-256(data + nonce)
Probability-based selection [ — S — . © torget
ompare to targ:
® Longest chain wins MR values per second

The Puzzle: Find hash with enough leading zeros
Properties: Target: 00000000808ROBO0BOAaDC. .. (more zeros = harder)

@ Sybil resistance (one CPU = one vote) Winner: First miner to find valid hash broadcasts block & earns reward

® Objective chain selection rule

®  Economic security Hard to find Easy to verify Adjustable

Avg 10 min per block One hash check Difficulty retargets
® No coordination needed

‘Source: bitcoinorg (Whitepaper Secton 4)
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This concept is fi al to under: ding Proof of Work.
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Hash Puzzle: Finding the Nonce
Mining Goal: Find nonce such that block hash is below target

SHA256(Block Header) < Target

Block Header Contains:
® Previous block hash
® Merkle root (transaction summary)
® Timestamp
® Difficulty target

® Nonce (number to vary)

Example:

Target:  0000000000000000000f1a2b3c4d...
Hash attempt 1: 8a3f2eld9c... (too high)
Hash attempt 2:  0000000000000000000a1b2¢c3d... (success!)

This concept is fundamental to understanding Proof of Work.



Mining Process

Steps:
@ Collect transactions from mempool
@ Build Merkle tree, create block header
© Try different nonces (brute force search)
© Hash until target reached
@ Broadcast valid block to network

tsEnc oama)

This concept is fund. al to under: ding Proof of Work.

(c) Joerg Osterrieder 2025 — Mi
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Difficulty Target: Controlling Block Time

Target Representation: Bitcoin Difficulty Adjustment Mechanism
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® Target block time: 10 minutes 0.0
® Adjusts every 2016 blocks (2 weeks) ' Foch 1 FpochZ, Fooch2 Fpoch 4 Epoch >
w Difficulty = Old Difficulty x (Target Time / Actual Time)
L] Difﬁcuky o total hashrate Amusts every 2016 blocks (~2 weeks) to maintain 10-minute block target|

Source: github.comiitcoi (pow.cop), en itcoin i DITcuty)

This concept is fundamental to understanding Proof of Work.

(c) Joerg Osterrieder 2025 — Mini-Lecture Version



Bitcoin Difficulty History

‘Adoption / Implementation (%)

2024 20 enc o

Observations:
® Exponential growth from 2009 to 2024
e Difficulty in 2024: ~ 10'3 times harder than 2009
® Hashrate: From CPU mining to specialized ASICs

Real-world examples demonstrate Proof of Work applications.

(c) Joerg Osterrieder 2! cture Version




Mining Probability and Expected Time

Probability of Success per Hash:

Target
P(success) = ;;gﬁe
Expected Number of Hashes:
9256
E[hashes] = = Difficulty x 232
Target

Expected Time to Find Block:
__ Difficulty x 232

Hashrate

Example: Difficulty = 50 trillion, Hashrate = 100 TH/s

50 x 1012 x 2%2

100 % 1012 = 2147 seconds =~ 36 minutes
X

This concept is fundamental to understanding Proof of Work.



Key Takeaways

@ Digital files are copyable
@ How to prevent spending same coin twice?
@ Traditional solution: Central authority (bank)

@ Fourth major takeaway

Bottom Line: Proof of Work is transforming how financial services operate and compete.

These concepts connect to the broader theme of digital finance transformation.



Proof of Work in Visual Perspective

Technology view Application view Future view

Visual representations help reinforce key concepts of proof of work.



Concrete Examples: Making It Real

Technical Examples Industry Leaders
® Example implementation in practice ® Company A: Implementation approach
® Measured outcomes and metrics ® Company B: Use case and results
® Industry benchmark comparison ® Company C: Lessons learned
Case Study Market Data
® Real-world deployment scenario ® Market size and growth rate
® Quantifiable results achieved ® Adoption trends by region

® Future projections

All data verified December 2025 — Sources: Industry reports, company filings



Q1. What is the primary purpose of proof of work?
A) Increase efficiency  B) Reduce costs  C) Improve access D) All of the above
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Quiz Questions (1-5)

Q1. What is the primary purpose of proof of work?
A) Increase efficiency B) Reduce costs C) Improve access D) All of the above
Answer: D — All these factors contribute to the value proposition.

Q2. Which technology is most commonly associated with proof of work?
A) APIs  B) Blockchain  C) Machine Learning D) Cloud Computing
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Quiz Questions (1-5)

Q1. What is the primary purpose of proof of work?
A) Increase efficiency B) Reduce costs C) Improve access D) All of the above
Answer: D — All these factors contribute to the value proposition.

Q2. Which technology is most commonly associated with proof of work?
A) APIs  B) Blockchain  C) Machine Learning D) Cloud Computing
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Q5. What is the main challenge in implementing proof of work?
A) Legacy systems B) Regulatory compliance  C) User adoption D) All of the above
Answer: D — Multiple challenges must be addressed.



Q6. How has proof of work evolved over the past decade?
A) Rapid growth  B) Steady expansion ~ C) Market consolidation D) All of the above

(c) Joerg Osterried — Mini-Lecture Version
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Quiz Questions (6-10)

Q6. How has proof of work evolved over the past decade?
A) Rapid growth  B) Steady expansion ~ C) Market consolidation D) All of the above
Answer: D — The evolution has involved multiple trends.

Q7. What metric best measures success in proof of work?
A) User adoption  B) Revenue growth  C) Cost reduction D) All can be relevant
Answer: D — Success metrics depend on specific goals.

Q8. Which region leads in proof of work adoption?
A) North America  B) Europe  C) Asia-Pacific D) Varies by segment
Answer: D — Leadership varies by specific market segment.

Q9. What is the future outlook for proof of work?
A) Continued growth  B) More regulation  C) Increased competition D) All of the above
Answer: D — Multiple trends will shape the future.

Q10. What is a key takeaway about proof of work?
A) Technology is transforming finance  B) Regulation is increasing  C) Adoption is accelerating
Answer: D — All these trends are interconnected.

D) All of the above



