Digital Finance

Learning Objectives: Understand key concepts and applications



Digital Identity Challenge

Identity Verification Problem

® 1.3 billion adults unbanked (World Bank Global Findex 2025)

® Lack of identity documents

® US identity fraud alone was $43B in 2023 ($27B traditional + $16B account

takeover)

® Remote onboarding need

Addressing these challenges is

critical for Digital Identity success.
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The Digital Identity Challenge

How do you prove who you are online?

ve you Are you WHO
Are you REALZ you claim?

Are you the SAME
person over time?

* Synthetc identties ety theft
* Bots & automation « Document fraud
“ Deeptakes * Account takeover

Stakeholders: Financial insttutions | Governments | Consumers | Regulators

‘Source: favelinstrateay.com, .oy (dentity Fraud)
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= Session hfacking
* Credentialsharing

* Continvous auth

Digial dendy Solutons:
- Document verfication (OCR. REC)
“Blometrics (ace, fngerorie)

“Lveness aevecion
~Knowledge based verfication
" Database crose checks
“Behavioral anayics




KYC Regulatory Requirements

Identification
()

Know Your Customer (KYC) Framework

Customer
Due Diligence

(cop)

ed
Due Diligence

(EDD)

* Name verification

* Address verification

* Date of birth

* Government ID

*Tax ID (SSNITIN)

* Risk assessment
* Source of funds
* Nature of business
* Expected activity

* Beneficial ownership

“PEP screening
* Sanctions check
* Adverse media

* Detailed source of wealth

* Senior approval

Low Risk

Standard

High Risk

Key Regulations:
" AW Directives (€U 4/5/6)
~Bank Secrecy Act (U9
ZFATF Recommendations
~0FAC Sanctions

Increasing Risk Level / Scrutiny

Source: fatf.gafi.org, fincen.gov (AMUKYC Regulations)

This concept is fundamental to understanding Digital Identity.
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Process Comparison
®  Traditional: 7-14 days
® Digital: 5-10 minutes
® Cost: $60 vs $5
® Drop-off: 40% vs 15%

=Poor, 5=Excellent)
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KYC Comparison: Traditional vs Digital

costper
veichion

o
Verified wetics:
adtional: 3.7 days, high manual labor sical document handing
Source: pltd comresources/compiance/eKYC, ondato conDIGNaK <5 minutes {ofen <30 sec) automated processing.reduced costs
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= Traditional KYC.
= Digitallek1C

This concept is fund
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Digital Identity.
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EU Digital Identi
8 v elDAS: EU Electronic Identification & Trust Services
® Electronic ID recognition Regulation (EU) No 910/2014 + eDAS 2.0 (2024)

® Trust services regulation

e bord lidity Electronic Identification (elD) Trust Services
ross-border validi
“Ntiona 1D schems notfcaton « lecronic signatures (0F5)
@ Three assurance levels
* Mutual recogriton across EU *Eectonic seols
* Assuranceleves LowSubstantiaHigh) « Time stamps
* 10 Node ineroperabiy * Regstered deivry
U Digta denty Wkt (¢1DAS 2.01 * Websie authnticaton (QWAC)

©IDAS 2.0 Key Changes (2024)

AllEU ctizens entiied to  digital wale by 2026

Source: euriex. europa.eu (EU Reg 9102014, 2024/1183 - eDAS)

This concept is fi | to under: ling Digital Identity.
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elDAS Assurance Levels
EU Electronic Identification Trust Framework

Requirements Use Cases
HIGH
«n-person o remote with NEC + Iveness
o S Banking, healthcare, legal documents, government services
« Blometric veftcaion
«Photo matchto authortatie source
SUBSTANTIAL
*Remote identiy proofing 29
« Document + sefe verfcation H
* Database checks 29 g5
*Ueness deecton 23
Low
*Seltasserted dentity
Emalphone vericaton Newsleter signup, basc access, non-sensitve services
~Basicatribute valdation

* Sacial login acceptable

[Higher assurance = More rigorous proofing = Greater trust in identity claim

Source:

Ir-lex.europa.eu (elDAS Reg 910/2014)

This concept is fi | to under: ling Digital Identity.
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Modalities SlomercHodeibis Compurien

® Fingerprint: 99.8% accuracy

® Face recognition: 99.5% Leading iris technologies achieve 99-99.8

® Voice: 95% accuracy

This concept is fundamental to understanding Digital Identity.

(c) Joerg Osterriede 25 i-Lecture Version



Facial Recognition Flow

Facial Recognition Verification Flow

Template

Detection Matching

User takes photo Verity real person Extract facial Compare Match score
via mobllefuebeam {not photoiideo) features/iandmarks 1D document photo above threshold

(Spoofing Attacks: Photo attacks | Video replay | 3D masks | Deepfakes

‘Source: nist.gov/fivt, is0.0rg (Facial Recognition)

This concept is fundamental to understanding Digital Identity.




Anti-Spoofin,
P s Liveness Detection Methods
Preventing Presentation Attacks

@ Active: User actions
® Passive: Texture analysis Active Liveness. Passive Liveness
® 3D depth sensing .
® Challenge-response ik detection: sk userto ik eyes 30 depth mapping: Veriyfov dimensionaity
« Smite/expression: Change acal expression * ightrefecton: Eyersin refection patarns
« Random prompts: Speak numbersorwords MU detection: Deep eaning casiters
Aspect Active Passive
user riton iaher Lower
Time reaures BT ey
Spootresistance en wedtm i
Accsssity Umtes seter
oropeftate o 2w

(Common Attack: Photo aitacks | Video repay |30 masks | Deepiakes  Sereen epioy]

‘Source: s0.0g. pages.nist qouft 50 30107 NIST PAD)

This concept is fund | to under: ling Digital Identity.

Lecture Version
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Key Takeaways

© 1.3 billion adults unbanked (World Bank Global Findex 2025)
@ Lack of identity documents
© US identity fraud alone was

@ Remote onboarding need

Bottom Line: Digital Identity is transforming how financial services operate and compete.

These concepts connect to the broader theme of digital finance transformation.



Digital Identity in Visual Perspective

Technology view Application view Future view

Visual representations help reinforce key concepts of digital identity.



Concrete Examples: Making It Real

Technical Examples Industry Leaders
® Example implementation in practice ® Company A: Implementation approach
® Measured outcomes and metrics ® Company B: Use case and results
® Industry benchmark comparison ® Company C: Lessons learned
Case Study Market Data
® Real-world deployment scenario ® Market size and growth rate
® Quantifiable results achieved ® Adoption trends by region

® Future projections

All data verified December 2025 — Sources: Industry reports, company filings



Q1. What is the primary purpose of digital identity?
A) Increase efficiency  B) Reduce costs  C) Improve access D) All of the above
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Quiz Questions (1-5)

Q1. What is the primary purpose of digital identity?
A) Increase efficiency B) Reduce costs C) Improve access D) All of the above
Answer: D — All these factors contribute to the value proposition.

Q2. Which technology is most commonly associated with digital identity?
A) APIs  B) Blockchain  C) Machine Learning D) Cloud Computing
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Q6. How has digital identity evolved over the past decade?
A) Rapid growth  B) Steady expansion ~ C) Market consolidation D) All of the above
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Quiz Questions (6-10)

Q6. How has digital identity evolved over the past decade?
A) Rapid growth  B) Steady expansion ~ C) Market consolidation D) All of the above
Answer: D — The evolution has involved multiple trends.

Q7. What metric best measures success in digital identity?
A) User adoption  B) Revenue growth  C) Cost reduction D) All can be relevant
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Quiz Questions (6-10)

Q6. How has digital identity evolved over the past decade?
A) Rapid growth  B) Steady expansion ~ C) Market consolidation D) All of the above
Answer: D — The evolution has involved multiple trends.

Q7. What metric best measures success in digital identity?
A) User adoption  B) Revenue growth  C) Cost reduction D) All can be relevant
Answer: D — Success metrics depend on specific goals.

Q8. Which region leads in digital identity adoption?
A) North America  B) Europe  C) Asia-Pacific D) Varies by segment
Answer: D — Leadership varies by specific market segment.

Q9. What is the future outlook for digital identity?
A) Continued growth  B) More regulation  C) Increased competition D) All of the above
Answer: D — Multiple trends will shape the future.

Q10. What is a key takeaway about digital identity?
A) Technology is transforming finance  B) Regulation is increasing  C) Adoption is accelerating
Answer: D — All these trends are interconnected.

D) All of the above



