
Lesson 6: Digital Identity
Mini-Lecture Version (30 min)

Digital Finance

Learning Objectives: Understand key concepts and applications



Digital Identity Challenge

Identity Verification Problem

• 1.3 billion adults unbanked (World Bank Global Findex 2025)

• Lack of identity documents

• US identity fraud alone was $43B in 2023 ($27B traditional + $16B account
takeover)

• Remote onboarding need

The Digital Identity Challenge
How do you prove who you are online?

Are you REAL?

* Synthetic identities

* Bots & automation

* Deepfakes

Are you WHO
you claim?

* Identity theft

* Document fraud

* Account takeover

Are you the SAME
person over time?

* Session hijacking

* Credential sharing

* Continuous auth

Identity Fraud Statistics (2023):
    - $43B lost to identity fraud globally
    - 1.4M identity theft reports (US FTC)
    - 15% of adults affected by ID theft
    - 80% increase in synthetic ID fraud

Digital Identity Solutions:
    - Document verification (OCR, NFC)

    - Biometrics (face, fingerprint)
    - Liveness detection

    - Knowledge-based verification
    - Database cross-checks

    - Behavioral analytics

Stakeholders: Financial institutions | Governments | Consumers | Regulators

Source: javelinstrategy.com, ftc.gov (Identity Fraud)

Addressing these challenges is critical for Digital Identity success.
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KYC Regulatory Requirements

Know Your Customer (KYC) Framework

Customer
Identification

(CIP)

* Name verification

* Address verification

* Date of birth

* Government ID

* Tax ID (SSN/TIN)

Customer
Due Diligence

(CDD)

* Risk assessment

* Source of funds

* Nature of business

* Expected activity

* Beneficial ownership

Enhanced
Due Diligence

(EDD)

* PEP screening

* Sanctions check

* Adverse media

* Detailed source of wealth

* Senior approval

Increasing Risk Level / Scrutiny

Low Risk Standard High Risk

Key Regulations:
    - AML Directives (EU 4/5/6)
    - Bank Secrecy Act (US)
    - FATF Recommendations
    - OFAC Sanctions

Non-Compliance Penalties:
    - Fines: up to $1B+

    - License revocation
    - Criminal prosecution

    - Reputational damage

Source: fatf-gafi.org, fincen.gov (AML/KYC Regulations)

This concept is fundamental to understanding Digital Identity.
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Traditional vs Digital KYC

Process Comparison

• Traditional: 7-14 days

• Digital: 5-10 minutes

• Cost: $60 vs $5
• Drop-off: 40% vs 15%

Time to
Complete

Cost per
Verification

User
Experience

Fraud
Detection

Scalability Document
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Regulatory
Compliance
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KYC Comparison: Traditional vs Digital

Traditional KYC
Digital/eKYC

Verified Metrics:
    Traditional: 3-7 days, high manual labor costs, physical document handling
    Digital: <5 minutes (often <30 sec), automated processing, reduced costsSource: plaid.com/resources/compliance/eKYC, ondato.com (2024)

This concept is fundamental to understanding Digital Identity.
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eIDAS Framework

EU Digital Identity

• Electronic ID recognition

• Trust services regulation

• Cross-border validity

• Three assurance levels

eIDAS: EU Electronic Identification & Trust Services
Regulation (EU) No 910/2014 + eIDAS 2.0 (2024)

Electronic Identification (eID)

* National eID schemes notification

* Mutual recognition across EU

* Assurance levels (Low/Substantial/High)

* eID Node interoperability

* EU Digital Identity Wallet (eIDAS 2.0)

Trust Services

* Electronic signatures (QES)

* Electronic seals

* Time stamps

* Registered delivery

* Website authentication (QWAC)

eIDAS 2.0 Key Changes (2024)

EU Digital Identity Wallet | Verifiable credentials | Remote identity proofing | Private sector acceptance mandate

All EU citizens entitled to a digital wallet by 2026

Source: eur-lex.europa.eu (EU Reg 910/2014, 2024/1183 - eIDAS)

This concept is fundamental to understanding Digital Identity.
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eIDAS Assurance Levels

eIDAS Assurance Levels
EU Electronic Identification Trust Framework

HIGH
* In-person or remote with NFC + liveness
* Government-issued eID
* Biometric verification
* Photo match to authoritative source

Banking, healthcare, legal documents, government services

SUBSTANTIAL
* Remote identity proofing
* Document + selfie verification
* Database checks
* Liveness detection

Account opening, age verification, KYC

LOW
* Self-asserted identity
* Email/phone verification
* Basic attribute validation
* Social login acceptable

Newsletter signup, basic access, non-sensitive services
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Requirements Use Cases

Higher assurance = More rigorous proofing = Greater trust in identity claim

Source: eur-lex.europa.eu (eIDAS Reg 910/2014)

This concept is fundamental to understanding Digital Identity.
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Biometric Authentication

Modalities

• Fingerprint: 99.8% accuracy

• Face recognition: 99.5% Leading iris technologies achieve 99-99.8

• Voice: 95% accuracy

Face
Recognition

Fingerprint Voice Iris Behavioral0
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Key Stats:
    - 81% use biometrics on phones

    - 72% prefer face over passwords
    - $2.5T biometric payments

    - 86% comfortable with fingerprint

Biometric Modalities Comparison

Accuracy
Ease of Use
Spoof Resistance

Device Availability
Cost Efficiency

Market Adoption (2024):
    Face: 90% smartphone HW | Fingerprint: 80% equipped | Voice: Growing | Iris: <5% | Behavioral: Fraud detectionSource: biometricupdate.com, paymentsjournal.com (2024)

This concept is fundamental to understanding Digital Identity.
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Facial Recognition Flow

Facial Recognition Verification Flow

Capture
Selfie

User takes photo
via mobile/webcam

Liveness
Detection

Verify real person
(not photo/video)

Face
Extraction

Extract facial
features/landmarks

Template
Matching

Compare to
ID document photo

Decision

Match score
above threshold

Liveness Detection Methods:
    - Active: Ask user to blink, smile, turn
    - Passive: Analyze texture, depth, motion
    - 3D: Structured light, stereo vision
    - Challenge-response: Random prompts

Match Metrics:
    - FAR: False Accept Rate
    - FRR: False Reject Rate

    - Typical threshold: 99% confidence
    - Industry standard: FAR < 0.1%

Spoofing Attacks: Photo attacks | Video replay | 3D masks | Deepfakes

Source: nist.gov/frvt, iso.org (Facial Recognition)

This concept is fundamental to understanding Digital Identity.
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Liveness Detection

Anti-Spoofing

• Active: User actions

• Passive: Texture analysis

• 3D depth sensing

• Challenge-response

Liveness Detection Methods
Preventing Presentation Attacks

Active Liveness

* Challenge-Response: User performs actions on demand

* Blink detection: Ask user to blink eyes

* Head movement: Turn head left/right/up/down

* Smile/expression: Change facial expression

* Random prompts: Speak numbers or words

Passive Liveness

* Texture analysis: Detect screen/paper patterns

* 3D depth mapping: Verify face dimensionality

* Motion analysis: Natural micro-movements

* Light reflection: Eye/skin reflection patterns

* ML/AI detection: Deep learning classifiers

Aspect Active Passive

User friction Higher Lower

Time required 5-15 sec 1-3 sec

Spoof resistance High Medium-High

Accessibility Limited Better

Drop-off rate 10-20% 2-5%
Common Attacks: Photo attacks | Video replay | 3D masks | Deepfakes | Screen replay

Source: iso.org, pages.nist.gov/frvt (ISO 30107, NIST PAD)

This concept is fundamental to understanding Digital Identity.
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Key Takeaways

1 1.3 billion adults unbanked (World Bank Global Findex 2025)

2 Lack of identity documents

3 US identity fraud alone was

4 Remote onboarding need

Bottom Line: Digital Identity is transforming how financial services operate and compete.

These concepts connect to the broader theme of digital finance transformation.
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Digital Identity in Visual Perspective

Technology view Application view Future view

Visual representations help reinforce key concepts of digital identity.
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Concrete Examples: Making It Real

Technical Examples

• Example implementation in practice

• Measured outcomes and metrics

• Industry benchmark comparison

Case Study

• Real-world deployment scenario

• Quantifiable results achieved

Industry Leaders

• Company A: Implementation approach

• Company B: Use case and results

• Company C: Lessons learned

Market Data

• Market size and growth rate

• Adoption trends by region

• Future projections

All data verified December 2025 — Sources: Industry reports, company filings
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Quiz Questions (1–5)

Q1. What is the primary purpose of digital identity?
A) Increase efficiency B) Reduce costs C) Improve access D) All of the above

Answer: D – All these factors contribute to the value proposition.

Q2. Which technology is most commonly associated with digital identity?
A) APIs B) Blockchain C) Machine Learning D) Cloud Computing
Answer: A – APIs enable integration and interoperability.

Q3. What is a key regulatory consideration for digital identity?
A) Data privacy B) Consumer protection C) Financial stability D) All of the above
Answer: D – All regulatory aspects must be considered.

Q4. Which industry sector benefits most from digital identity?
A) Retail banking B) Investment banking C) Insurance D) All financial services
Answer: D – Benefits span across all financial services.

Q5. What is the main challenge in implementing digital identity?
A) Legacy systems B) Regulatory compliance C) User adoption D) All of the above
Answer: D – Multiple challenges must be addressed.
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Quiz Questions (6–10)

Q6. How has digital identity evolved over the past decade?
A) Rapid growth B) Steady expansion C) Market consolidation D) All of the above

Answer: D – The evolution has involved multiple trends.

Q7. What metric best measures success in digital identity?
A) User adoption B) Revenue growth C) Cost reduction D) All can be relevant
Answer: D – Success metrics depend on specific goals.

Q8. Which region leads in digital identity adoption?
A) North America B) Europe C) Asia-Pacific D) Varies by segment
Answer: D – Leadership varies by specific market segment.

Q9. What is the future outlook for digital identity?
A) Continued growth B) More regulation C) Increased competition D) All of the above
Answer: D – Multiple trends will shape the future.

Q10. What is a key takeaway about digital identity?
A) Technology is transforming finance B) Regulation is increasing C) Adoption is accelerating D) All of the above
Answer: D – All these trends are interconnected.
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