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Mini-Lecture Version (30 min)

Digital Finance

Learning Objectives: Understand key concepts and applications



Open Banking Revolution

Data Sharing Paradigm

• Customer-permissioned access

• Standardized APIs

• Third-party innovation

• Regulatory mandate (EU, UK)
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Key Principles:
    1. Customer consent required
    2. Standardized APIs (not screen scraping)
    3. Strong authentication (SCA)
    4. Regulated third parties
    5. Data minimization

Customer Benefits:
    - Unified view of finances
    - Better product comparison
    - Innovative services
    - Greater control

Open Banking: Customer-Centric Financial Data Sharing

Account
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With
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Source: openbanking.org.uk, eur-lex.europa.eu (PSD2)

Historical context helps explain current Open Banking landscape.
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PSD2 Framework

PSD2 Regulatory Architecture
Payment Services Directive 2 (EU 2015/2366)
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Key PSD2 Requirements:
    1. Strong Customer Authentication (SCA)
    2. Secure communication (eIDAS certificates)
    3. APIs must be free and non-discriminatory
    4. Dedicated interface fallback
    5. Customer explicit consent required

Timeline:
2018: PSD2 effective
2019: SCA deadline (delayed)
2020-21: SCA enforcement

Source: eur-lex.europa.eu (EU Directive 2015/2366)

This concept is fundamental to understanding Open Banking.
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PSD2 Timeline

Implementation Phases

• 2015: Directive adoption

• 2018: SCA requirements

• 2019: RTS compliance

• 2021: Full enforcement

2014 2016 2018 2020 2022 2024
Year

PSD2 Adopted
(Nov 2015)

Member States
Transpose

PSD2 Effective
(Jan 2018)

RTS Applied
(Mar 2019)

SCA Deadline
(Sep 2019)

SCA Extended
(2020)

Full SCA
Enforcement

PSD3 Proposal
(Jun 2023)

Adoption Phase Implementation SCA Rollout Evolution

Key Dates:
    - Nov 2015: Directive adopted
    - Jan 2018: PSD2 in force
    - Sep 2019: Original SCA deadline
    - Dec 2020: SCA e-commerce deadline
    - Jun 2023: PSD3 proposal published

Above line: Major milestones | Below line: Secondary events

PSD2 Implementation Timeline (2015-2024)

Source: eur-lex.europa.eu (Directive 2015/2366)

This concept is fundamental to understanding Open Banking.
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Strong Customer Authentication (SCA)

Two-Factor Requirement

• Knowledge (password)

• Possession (mobile device)

• Inherence (biometric)

• Exemptions for low-risk

KNOWLEDGE
Something you know

* PIN
* Password

* Security questions
* Pattern

POSSESSION
Something you have

* Mobile phone
* Hardware token

* Smart card
* Registered device

INHERENCE
Something you are

* Fingerprint
* Face recognition

* Voice
* Behavioral biometrics

Strong Customer Authentication (SCA)
Requires 2 of 3 factors from different categories

+ +

Valid 2FA Combinations:
    - Password + SMS OTP (Knowledge + Possession)

    - PIN + Fingerprint (Knowledge + Inherence)
    - Device token + Face ID (Possession + Inherence)

    Invalid (same category):
    - Password + PIN (both Knowledge)

SCA Exemptions:
    - Low-value (<30 EUR)
    - Recurring payments
    - Trusted beneficiaries
    - Corporate payments

Source: eur-lex.europa.eu (EU Delegated Regulation 2018/389 - PSD2 RTS)

This concept is fundamental to understanding Open Banking.
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Account Information Service (AIS)

Customer AISP
App

Bank
API

Bank
(ASPSP)

1. Request
account view

2. Request consent 3. Auth

4. Bank redirects customer for SCA

5. Access token

6. GET /accounts

7. Account data

8. Display

Account Information Service (AIS) Flow
Read-only access to account data

Data Accessible via AIS:
    - Account balances
    - Transaction history
    - Account details
    - Standing orders
    - Direct debits

Common Use Cases:
    - Account aggregation

    - Personal finance apps
    - Credit scoring

    - Accounting software

Source: eur-lex.europa.eu (PSD2 Article 67), berlin-group.org (NextGenPSD2)

This concept is fundamental to understanding Open Banking.
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Payment Initiation Service (PIS)

Customer Merchant PISP Bank API Bank

1. Checkout 2. Init payment 3. POST /payments 4. Process

5. Redirect customer for bank authentication (SCA)

6. Payment confirmed7. Status callback8. Confirmation

Payment Initiation Service (PIS) Flow
Bank-to-bank transfer via open banking

PIS vs Card Payment:
    - No interchange fees (0% vs 1.5-3%)
    - Direct bank transfer (instant settlement)
    - Irrevocable (no chargebacks)
    - Lower fraud risk

PIS Use Cases:
    - E-commerce checkout

    - Bill payments
    - Account funding

    - Recurring payments

Source: eur-lex.europa.eu (PSD2 Article 66), berlin-group.org (NextGenPSD2)

This concept is fundamental to understanding Open Banking.
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Third-Party Providers (TPPs)

Provider Types

• AISP: Account aggregation

• PISP: Payment initiation

• CBPII: Card balance checks

• Regulatory authorization

Third Party Provider (TPP) Categories

AISP

Account Information
Service Provider

Read-only

* Account aggregation
* Personal finance mgmt

* Credit scoring
* Accounting integration

Examples:
Plaid, TrueLayer, Tink

PISP

Payment Initiation
Service Provider

Write (payments)

* Payment initiation
* E-commerce checkout

* Bill payments
* Account transfers

Examples:
Trustly, GoCardless, Volt

CBPII

Card-Based Payment
Instrument Issuer

Balance confirmation

* Virtual cards
* Card issuance

* Balance verification
* Funds availability

Examples:
Curve, Revolut (card issuing)TPP Registration Requirements:

    - Authorized by national competent authority
    - Listed in EBA registers

    - Must have professional indemnity insurance
    - eIDAS certificates for API access

Note: A single provider can register for multiple TPP categories

Source: eur-lex.europa.eu, eba.europa.eu (PSD2 TPPs)

This concept is fundamental to understanding Open Banking.
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API Standards

Technical Protocols

• RESTful architecture

• OAuth 2.0 authorization

• OpenAPI specification

• JSON data format

Open Banking API Architecture

TPP Application

FinTech App

OAuth Client

API Gateway

Rate limiting | Throttling

Certificate validation (eIDAS)

Request logging

Bank Core

Account Systems

Payment Rails

Authorization Server

OAuth 2.0 + OIDC

Consent Management

Token Issuance

Key API Endpoints (RESTful)
GET  /accounts
GET  /accounts/{id}/balances
GET  /accounts/{id}/transactions
POST /payments
GET  /payments/{id}/status

Security Requirements
* mTLS (mutual TLS)
* eIDAS QWAC/QSEAL certificates
* OAuth 2.0 + PKCE
* Request signing (JWS)
* Token binding

HTTPS Internal

Auth

Token
Request

Source: berlin-group.org, openbankinguk.github.io (Open Banking APIs)

This concept is fundamental to understanding Open Banking.
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Key Takeaways

1 Customer-permissioned access

2 Standardized APIs

3 Third-party innovation

4 Regulatory mandate (EU, UK)

Bottom Line: Open Banking is transforming how financial services operate and compete.

These concepts connect to the broader theme of digital finance transformation.
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Open Banking in Visual Perspective

Technology view Application view Future view

Visual representations help reinforce key concepts of open banking.
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Concrete Examples: Making It Real

Technical Examples

• Example implementation in practice

• Measured outcomes and metrics

• Industry benchmark comparison

Case Study

• Real-world deployment scenario

• Quantifiable results achieved

Industry Leaders

• Company A: Implementation approach

• Company B: Use case and results

• Company C: Lessons learned

Market Data

• Market size and growth rate

• Adoption trends by region

• Future projections

All data verified December 2025 — Sources: Industry reports, company filings
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Quiz Questions (1–5)

Q1. What is the primary purpose of open banking?
A) Increase efficiency B) Reduce costs C) Improve access D) All of the above

Answer: D – All these factors contribute to the value proposition.

Q2. Which technology is most commonly associated with open banking?
A) APIs B) Blockchain C) Machine Learning D) Cloud Computing
Answer: A – APIs enable integration and interoperability.

Q3. What is a key regulatory consideration for open banking?
A) Data privacy B) Consumer protection C) Financial stability D) All of the above
Answer: D – All regulatory aspects must be considered.

Q4. Which industry sector benefits most from open banking?
A) Retail banking B) Investment banking C) Insurance D) All financial services
Answer: D – Benefits span across all financial services.

Q5. What is the main challenge in implementing open banking?
A) Legacy systems B) Regulatory compliance C) User adoption D) All of the above
Answer: D – Multiple challenges must be addressed.
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Quiz Questions (6–10)

Q6. How has open banking evolved over the past decade?
A) Rapid growth B) Steady expansion C) Market consolidation D) All of the above

Answer: D – The evolution has involved multiple trends.

Q7. What metric best measures success in open banking?
A) User adoption B) Revenue growth C) Cost reduction D) All can be relevant
Answer: D – Success metrics depend on specific goals.

Q8. Which region leads in open banking adoption?
A) North America B) Europe C) Asia-Pacific D) Varies by segment
Answer: D – Leadership varies by specific market segment.

Q9. What is the future outlook for open banking?
A) Continued growth B) More regulation C) Increased competition D) All of the above
Answer: D – Multiple trends will shape the future.

Q10. What is a key takeaway about open banking?
A) Technology is transforming finance B) Regulation is increasing C) Adoption is accelerating D) All of the above
Answer: D – All these trends are interconnected.
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