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Section 1: Key Definitions

• Provenance (from French provenir, “to come from”) — the verifiable history of a product: origin,
process, and every intermediary that handled it.

• Traceability — the ability to follow a product through each stage, both forward (distribution) and
backward (source identification).

• Digital Product Passport (DPP) — an EU-mandated digital record carrying a product’s material
composition, origin, and sustainability data; mandatory for textiles, batteries, and electronics from 2027.

• Oracle problem — the gap between on-chain data (trustlessly verified) and off-chain physical reality
(requires a trusted sensor or human to report truthfully).

• GS1 standards — global not-for-profit consortium maintaining product identification standards: bar-
codes, GTINs, and the GS1 Digital Link.

• EPCIS (Electronic Product Code Information Services)—GS1 standard for sharing supply-chain
event data (“what, when, where, why”) between partners.

• Stake-and-slash — participants post a financial bond automatically forfeited if fraud is detected by
auditors or oracles.

• Serialization — assigning a unique identifier to each individual unit (not just the batch); mandated by
US DSCSA and EU FMD for pharmaceuticals.

• Chain of custody — unbroken documented trail of possession from origin to end-consumer; any break
invalidates authenticity claims.

• Merkle proof — cryptographic proof that a record is included in a large dataset using only log2(n)
hashes; enables cheap on-chain verification.

Section 2: Core Concepts

Physical-Digital Bridge & Verification Mechanics

The oracle problem: blockchain validates cryptographic signatures, not physical reality. A record saying “this
coffee is single-origin Ethiopian” is tamper-proof — but the claim still depends on whoever entered the data being
truthful. On-chain immutability cannot fix off-chain lies.

Data anchoring: IoT sensor (temperature, GPS, RFID) → oracle → hash stored on-chain. Raw data stays
off-chain in a database; any tampering changes the hash and breaks the link.

Stake-and-slash: each participant (farmer, shipper, auditor) posts a bond. If fraud is detected — mislabelled
origin, broken cold chain, false certification — the bond is automatically forfeited. Skin in the game replaces trust
in claims.

Selective disclosure: via zero-knowledge proofs, a producer can prove “this batch is organic-certified” without
revealing the full supplier network. Protects trade secrets while enabling verification.

Merkle proof for inclusion: proving one record exists in a batch of n requires only log2(n) hashes. For
n = 1,000,000, just 20 hashes suffice — cheap on-chain verification of massive off-chain datasets.

Section 3: Use Case Comparison

Use Case Problem Solved Examples Verification Method

Food safety Contamination trac-
ing

Walmart + IBM Food Trust
(lettuce)

QR code + batch number

Pharmaceuticals Counterfeit drugs MediLedger (US DSCSA) Serial number + IoT sensors
Luxury goods Fake handbags, dia-

monds
LVMH Aura, De Beers Tracr Physical tags + on-chain

record
Textiles Ethical sourcing (EU

DPP)
VeChain, TextileGenesis Batch-level anchoring

Minerals Conflict sourcing IBM + Ford (cobalt), Ev-
erledger

Mine-to-market chain



Section 4: Traditional vs Blockchain Traceability

Aspect Traditional (paper / ERP) Blockchain-based

Tamper resistance Low (editable records) High (cryptographic)
Audit speed Days–weeks (Walmart lettuce: 7 days) Seconds (2.2 seconds)
Trust model Trust each intermediary Trust math + consensus
Data silos Per-company ERP systems Shared ledger
Cost per unit Opaque, embedded Transparent ($0.05–$0.50)
Consumer access None QR code scan

Section 5: Key Facts & Figures

• Walmart + IBM Food Trust: mango recall tracing time dropped from 7 days to 2.2 seconds (2018
pilot), a ∼275,000× speed-up.

• De Beers Tracr: 30%+ of the world’s rough diamonds are tracked on the platform (as of 2024).

• EU Digital Product Passport: mandatory for textiles, batteries, and electronics from 2027 under
Regulation 2024/1781 (ESPR).

• Counterfeit goods market: $4.2 trillion globally (OECD, 2022), spanning pharmaceuticals, luxury,
electronics, and auto parts.

• VeChain: powers Walmart China seafood and produce traceability — 2 million+ products traced since
2019.

• IBM TradeLens: maritime logistics platform discontinued in 2023 — network effects failed because
competing carriers refused to join a Maersk-led consortium.

• Fake pharmaceuticals: WHO estimates 10.5% of medicines in low/middle-income countries are sub-
standard or falsified; 500,000+ deaths/year.

• Conflict minerals: $20B/year in DRC cobalt, tantalum, tin, and gold funds armed groups — the
driver behind the Dodd-Frank Section 1502 disclosure rule.

Section 6: Key Risks

1. Garbage in, garbage out (GIGO) — on-chain data is only as good as its source; the chain cannot
detect that an exporter falsely tagged conventional beans as organic.

2. Oracle manipulation — sensors can be swapped, spoofed, or rerouted; cold-chain loggers frozen then
thawed; GPS tags transplanted between containers.

3. Network effect requirement — one firm’s chain is worthless without industry adoption; TradeLens
failed because Maersk’s rivals refused to share data on a competitor-controlled platform.

4. Privacy leakage — full transparency exposes trade secrets, supplier pricing, and relationship maps;
competitors can reverse-engineer procurement strategies.

5. Small producer exclusion — compliance cost is disproportionate for $5 t-shirts or $0.08/lb coffee
farmers; 500M smallholders risk being priced out of DPP-compliant markets.

6. Greenwashing amplifier — a blockchain-signed lie looks more credible than a verbal claim; crypto-
graphic certainty about data is routinely mistaken for certainty about reality.

Section 7: Further Reading

• EU Regulation 2024/1781 — Ecodesign for Sustainable Products Regulation (ESPR), establishing the
Digital Product Passport framework.

• IBM (2018–2023). IBM Food Trust documentation — architecture, pilot results, and onboarding specifi-
cations for the Hyperledger Fabric-based platform.

• GS1 (2022). GS1 Digital Link standard — URI syntax for connecting physical products to web-based
product information.

• De Beers (2022). Tracr whitepaper — technical architecture for diamond provenance from mine to retailer.

• OECD/EUIPO (2022). Global Trade in Fakes: A Worrying Threat — quantifies the $4.2T counterfeit
economy across sectors.


