Case 5: Knight Capital Group

Module 5: Can Machines Make Financial Decisions?
Background

Knight Capital Group was one of the largest market makers in the United States. A market maker is a firm
that continuously offers to buy and sell shares of publicly traded stocks, profiting from the small difference
between the buying price (bid) and the selling price (ask). By 2012, Knight handled approximately 10%
of all US equity trading volume. The firm executed roughly 3.3 billion trades per day across thousands of
stocks. Its clients included major brokerages and institutional investors who routed orders through Knight’s
automated systems.

Market making at this scale is entirely dependent on software. Human traders cannot process thousands of
stocks across multiple exchanges simultaneously. Knight’s trading systems received orders, evaluated prices
across exchanges, and executed trades in milliseconds. The firm’s competitive advantage was speed and
reliability — the two qualities that financial automation is supposed to deliver, as discussed in M5L1 (ML
Foundations) and M5L4 (MLOps).

On August 1, 2012, the New York Stock Exchange (NYSE) was launching a new programme called the
Retail Liquidity Program (RLP), designed to give retail investors slightly better prices on certain stocks.
Participation required firms to update their trading software to handle a new order type. Knight prepared a
software update for the rollout.

What Happened

On the morning of August 1, Knight’s technology team deployed the new RLP code to its production servers.
The deployment involved eight servers. The update was correctly installed on seven of them. On the eighth
server, the new code was not properly deployed, and instead an old piece of test code — called “Power Peg” —
was inadvertently reactivated.

Power Peg had been written years earlier as an internal testing function. Its purpose was simple: buy
stocks at the ask price and sell them at the bid price. This is the opposite of what a market maker does —
it deliberately loses money on every trade. Power Peg was never meant to interact with live markets. It
contained no safeguards, no position limits, and no kill switch. It had been dormant in Knight’s codebase,
and the deployment process accidentally turned it on.

At 9:30 a.m. Eastern Time, when the market opened, Power Peg began executing. It bought stocks at
inflated ask prices and sold them at lower bid prices, accumulating massive positions while losing money
on each transaction. In the first 45 minutes of trading, Knight’s systems executed approximately 4 million
erroneous trades across 154 stocks, accumulating roughly USD 7 billion in unintended positions.

Knight’s staff noticed unusual activity within minutes. Anomalous price movements appeared in dozens of
stocks — some rose 5-10% with no news to explain the move. But identifying the root cause and shutting
down the problematic server took time. The firm had no automated system to detect that its own trading was
irrational. There was no circuit breaker that would halt trading if positions exceeded predefined thresholds.
The kill switch was manual, and in the confusion of the morning, it took 45 minutes to stop the bleeding.

By the time the erroneous trading was halted, Knight had accumulated a net loss of approximately USD 440
million. The firm’s total equity — its entire net worth — was approximately USD 365 million. Knight had lost
more than it was worth in less than an hour. The NYSE cancelled some of the most extreme trades, but
the bulk of the losses stood. Within days, Knight was rescued by a consortium led by GETCO LLC, which
injected USD 400 million in exchange for a controlling stake. Knight as an independent company ceased to
exist.

The Analysis

Knight Capital’s destruction was not caused by a rogue algorithm making bad predictions or a machine
learning model gone wrong. It was caused by a deployment error — old test code accidentally activated in a
production environment. This makes it a case study in operational risk rather than model risk, and it maps



directly to the concerns raised in M5L4 (MLOps) about the gap between building automated systems and
operating them safely.

Several failures compounded:

No deployment verification. The update was pushed to eight servers without a check to confirm that all
eight were running the correct version. A basic deployment validation step — comparing the running code
version against the expected version — would have caught the error before markets opened.

Dead code in the codebase. Power Peg should have been removed from the production codebase years
earlier. Keeping unused test code in a live system creates exactly this type of risk. In software engineering,
this is sometimes called “code rot.”

No automated risk limits. Knight had no system that would automatically halt trading if the firm’s
aggregate position exceeded a threshold. A rule as simple as “stop all trading if net position exceeds USD 1
billion” would have limited the damage to a fraction of the final loss.

No kill switch. The only way to stop the erroneous trading was to manually identify the server and shut it
down. In a system executing thousands of trades per second, a 45-minute response time is catastrophic.

The SEC subsequently fined Knight USD 12 million for violating the Market Access Rule, which requires
brokers to have risk controls on automated trading. The Knight Capital incident became a landmark case in
the regulation of algorithmic trading and is frequently cited in discussions of systemic risk from automation.

Discussion Questions

1. Using M5L4 (MLOps), identify which specific deployment and monitoring safeguards were missing at
Knight Capital, and describe the minimum set of automated checks that could have prevented the loss.

2. Knight’s erroneous trading affected 154 stocks and moved prices significantly for several of them.
Evaluate the market-wide implications using the market infrastructure concepts from M6L1 (Payment
Rails) and M4L1 (Measuring Market Risk).

3. The SEC fined Knight USD 12 million for a failure that cost USD 440 million. Assess whether this
penalty was proportionate and what alternative regulatory mechanisms could create stronger incentives
for robust deployment practices.

4. If you were Knight’s CTO on July 31, 2012 (the day before the incident), what deployment checklist
and risk control architecture would you have put in place for the RLP software update?

5. Could a similar deployment error occur in a modern cloud-based trading system with containerised
microservices, or have current DevOps practices made this type of failure obsolete?
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