Digital Finance




DeFi / CBDC Same problems:

Al / Quantum trust, risk, info
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same destination

The technology changes. The economics don't.

(c) Joerg Osterrieder



Learning Objectives

By the end of this lesson, you will be able to:
@ Explain the economic concept of money and how CBDCs apply monetary theory
@ Describe how DeFi replicates traditional financial functions on blockchain
© Analyze Al applications in financial services and associated ethical challenges
@ Apply innovation theory (Schumpeter's creative destruction) to evaluate emerging FinTech trends

© Assess how platform economics and embedded finance reshape financial service delivery

These learning objectives synthesize economic theory from earlier lessons with emerging technology applications.



What Makes Something “Money” — and Is Bitcoin Money?

You use money every day without thinking about it. But ask yourself: why does a piece of paper with a number on it
buy you coffee? Bitcoin has value too — but is it money?

Money serves three fundamental functions in an economy:

O Maedium of exchange — solves the double coincidence of wants problem (barter requires two parties each wanting
what the other has)

@ Unit of account — provides a common measure of value for pricing goods and services

© Store of value — preserves purchasing power over time, enabling saving and deferred consumption

Evolution of money:

® Commodity money (gold, silver) — Representative money (gold-backed notes) — Fiat money (government decree)
— Digital money (?)

® Money as social technology based on trust (recall Lesson 05: blockchain as trust infrastructure)

® All three functions must be fulfilled for something to be considered money

Money is perhaps the oldest social technology — its three functions have remained constant for millennia.



Is FinTech Creating Value or Just Redistributing It7

Joseph Schumpeter’s theory of creative destruction:

® |nnovation is not gradual improvement but paradigm shifts that disrupt existing industries
® Process of creative destruction: new innovations destroy old business models while creating new value
® Creates tension: innovation generates economic growth but displaces existing businesses and jobs

® [nnovation is endogenous to capitalism — the system naturally generates disruptive change

Applied to financial services:
® FinTech as creative destruction of traditional banking intermediation
® Digital platforms replace branch networks; algorithms replace loan officers
® Question: Is disruption creating more value than it destroys, or redistributing existing value?

® Winners: tech platforms, early adopters. Losers: incumbent institutions, displaced workers

Creative destruction explains why innovation is both celebrated and feared — it creates winners and losers.



Why Do Platform Markets Produce Winner-Take-Most Outcomes?

Platform business models (deepening Lesson 01 concepts):

Three platform types:
O Aggregation platforms — aggregate supply and own customer relationship (e.g., Google, Facebook)
@ Marketplace platforms — connect buyers and sellers without owning inventory (e.g., Uber, Airbnb)

@ Infrastructure platforms — provide technical foundation for others to build on (e.g., AWS, Stripe)

Economic dynamics:
® Network effects create winner-take-most outcomes (value increases with number of users)
® Data as competitive moat — more users generate more data, improving service, attracting more users
® Explains dominance in: DeFi protocols, super-apps, embedded finance platforms

® Challenge: balancing innovation incentives with competition policy

Platform economics — introduced in Lesson 01 — is the lens for understanding all emerging FinTech trends.



Can Smart Contracts Replace Banks Entirely?

Traditional banks lend money, exchanges match trades, insurers pool risk. DeFi replicates every one of these functions
using smart contracts — with no bank, no exchange, and no insurer.

Decentralized Finance (DeFi) replicates traditional financial functions (from Lesson 01 taxonomy) on public
blockchains using smart contracts (Lesson 05), without intermediaries.
Core principles:

® Permissionless — anyone with internet can access without authorization

® Composable — protocols stack like “money legos”, enabling complex combinations

® Transparent — all transactions visible on public blockchain

® Non-custodial — users control their own keys and assets

Key question: Which intermediary functions does DeFi automate?
® DeFi does not create new financial functions — it replicates existing ones differently
® Smart contracts automate: lending, trading, insurance, asset management

® Trade-off: efficiency vs. consumer protection (no recourse if something goes wrong)

DeFi does not invent new financial functions — it replicates existing ones without intermediaries.



How Does DeFi Solve the Same Problems Differently?

Mapping traditional functions to DeFi mechanisms:

Function Traditional

DeFi Mechanism

Lending Bank intermediation
Credit assessment

Lending protocols with over-collateralization
(e.g., Aave, Compound)

Trading Order book exchanges
Market makers

Automated market makers (AMMs) using
liquidity pools (e.g., Uniswap)

Stablecoins Central bank issuance
Monetary policy

Algorithmic pegs or collateral-backed
(e.g., USDC, DAI)

Insurance Insurance companies
Claims processing

Parametric smart contracts
(e.g., Nexus Mutual)

Each row solves the same economic problem differently:

® Lending: eliminates bank but requires over-collateralization (no credit risk assessment)

® Trading: eliminates order book but requires liquidity providers who face impermanent loss

Each DeFi function solves the same economic problem as its traditional counterpart, but differently.



What Does a TVL Crash from $180B to $40B Reveal About Algorithmic Trust?

DeFi Total Value Locked (TVL) Growth
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Total Value Locked (TVL) measures the total
value of crypto assets deposited in DeFi protocols:

® Explosive growth 2020-2021: $1B to $180B
peak (November 2021)

® Collapse 2022: Terra/Luna failure (May), FTX
bankruptcy (November) — TVL fell to $40B

® TVL as metric of trust in algorithmic systems
vs. traditional intermediaries

® Recovery 2023-2024 shows resilience but also
concentration risk (few protocols dominate)



What Happens When There's No Customer Support?

DeFi’'s decentralization advantage is also its weakness:

Technical risks:
® Smart contract vulnerabilities — code bugs can drain protocol funds (recall DAO hack, Lesson 05)
® Impermanent loss in AMMs — liquidity providers lose value vs. holding when prices diverge

® Flash loans enable market manipulation (borrow, manipulate, repay in single transaction)

Structural limitations:
® Scalability — blockchain trilemma (Lesson 05): decentralization vs. security vs. speed
® Regulatory uncertainty — unclear legal status in most jurisdictions
® No consumer protection — if keys are lost or protocol hacked, funds are gone (no deposit insurance)

® Qver-collateralization requirement limits capital efficiency compared to traditional credit

DeFi’s decentralization advantage is also its weakness — there is no customer support if things go wrong.



If Cash Went Digital, What Would Change?

Cash is issued by central banks. Bank deposits are issued by commercial banks. What if central banks issued digital

money directly to citizens — bypassing commercial banks entirely?

Central Bank Digital Currency (CBDC) — digital form of central bank money fulfilling all three monetary functions

digitally.

Critical distinctions:

CBDC Cryptocurrency Bank Deposit
Issuer Central bank Decentralized protocol Commercial bank
Legal status Sovereign currency Not legal tender Private liability
Value stability Stable (fiat) Volatile Stable (deposit insurance)
Medium of exchange  Yes Limited Yes

Motivation for CBDCs:
® Financial inclusion — access without bank account

® Payment efficiency — instant settlement, lower costs

® Monetary sovereignty — counter private stablecoins and foreign digital currencies

A CBDC is NOT cryptocurrency — it is the digital equivalent of a central bank-issued banknote.



Why Is There No Single Optimal CBDC Design?

Every CBDC design involves fundamental trade-offs:

® Retail vs. wholesale — general public access vs. financial institutions only

® Token-based vs. account-based — bearer instrument (like cash) vs. identity-linked account

® Direct vs. two-tier — central bank accounts for all vs. intermediated through commercial banks
® Privacy spectrum — anonymous (like cash) to fully traceable (enables surveillance)

® Programmability — simple payment vs. smart contract capabilities

® Interest-bearing — pays interest (affects monetary policy transmission) vs. non-interest bearing

No optimal design:
® More privacy — less AML/CFT control (Lesson 04 regulatory tension)
® Direct access — disintermediation of banks (financial stability risk)

® Each choice reflects different policy priorities and institutional contexts

Every CBDC design decision involves a tradeoff — there is no single optimal design.



Why Did Small Countries Launch CBDCs First?

Global CBDC Development Status

0.8

0.6

0.4

Placeholder: CBDC Adoption Worldwide

Over 130 countries — representing 98% of global GDP — are exploring CBDCs.
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Global CBDC status (2024):

® Launched: Bahamas (Sand Dollar), Nigeria
(eNaira), Jamaica (JamDex)

® Pilot stage: China (e-CNY — largest pilot), EU
(digital euro preparation), India (e-rupee)

® Research: United States (“digital dollar”
exploration), UK, Switzerland (wholesale
focus)

® Over 130 countries (98% of global GDP)
actively exploring CBDCs

Key observation: Small countries launched first
(less complex systems); large economies proceeding
cautiously



Why Is Switzerland Leading Wholesale CBDC Innovation?

Switzerland’s pragmatic approach to CBDCs:

Project Helvetia (Swiss National Bank + BIS Innovation Hub):

® Phase | (2020): Proof-of-concept for wholesale CBDC on SDX (Swiss Digital Exchange)
® Phase Il (2021): Issuing and settling tokenized assets using wholesale CBDC
® Project Jura (2021): Cross-border wholesale CBDC with France (Banque de France)

Digital franc debate:

® SNB stance: “no pressing need” for retail CBDC (Swiss payment infrastructure already efficient)
® Focus on wholesale innovation while monitoring retail developments abroad
® Digital franc referendum (2021) — rejected, but debate continues

® Swiss approach: lead in wholesale infrastructure, cautious on retail disruption

Switzerland leads in wholesale CBDC innovation while remaining cautious about retail CBDCs.



Is Al One Thing in Finance — or Many?

Al Applications in Financial Services
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Al mapped to financial functions:

® Trading: Pattern recognition in price data,
algorithmic execution, sentiment analysis

® Risk management: Credit scoring (Lesson 03),
fraud detection (Lesson 04), portfolio
optimization

® Customer service: Chatbots, personalized
recommendations, robo-advisors

® Compliance: Transaction monitoring,
regulatory reporting, AML screening

Al is not one thing in finance — it is a toolkit
applied differently to each function

Al in finance is not one thing — it is a toolkit applied differently to each financial function.



Can Machines Find Signal in Financial Noise?

Machine learning in investment management:

Trading and portfolio optimization:
® Pattern recognition in price, volume, and alternative data (satellite imagery, credit card transactions)
® NLP for sentiment analysis — extracting signals from news, earnings calls, social media
® Robo-advisors (recall Lesson 03) — automated portfolio allocation based on risk preferences

® High-frequency trading uses ML for microsecond execution decisions

Credit and risk assessment:

® Alternative credit scoring — using non-traditional data to assess creditworthiness (addresses information
asymmetry)

® Real-time fraud detection (Lesson 04) — anomaly detection in transaction patterns

® Stress testing and scenario analysis — simulating portfolio performance under extreme conditions

Al does not replace human judgment in finance — it augments it with pattern recognition at scale.



What Happens When an Algorithm Denies Your Loan?

Al in finance raises fundamental ethical and regulatory challenges:

Algorithmic bias:
® ML models learn from historical data — if data reflects discrimination, model perpetuates it
® Example: credit scoring models trained on biased lending history reproduce discriminatory patterns

® Fairness-accuracy trade-off: removing protected attributes may reduce predictive power

Explainability and the “black box” problem:
® Complex ML models (deep learning) are opaque — difficult to explain why a decision was made
® Regulatory requirement: decisions affecting individuals must be explainable (GDPR right to explanation)

® Model risk management: financial institutions must validate, monitor, and govern Al models

EU Al Act (2024): Risk-based classification — financial Al classified as high-risk, requiring transparency, testing, human
oversight

The EU Al Act classifies financial Al as high-risk — requiring transparency, testing, and human oversight.



How Is Generative Al Different from Traditional ML in Finance?

Theory: Generative Al (large language models, diffusion models) represents a step change from traditional ML—it
creates new content rather than classifying or predicting.
Applications in finance:

® Report generation: Automated analyst reports, earnings summaries, regulatory filings

® Code generation: Accelerating FinTech development, automating data pipelines

® Customer interaction: Advanced chatbots for financial advice and personalized product recommendations

® Synthetic data: Generating realistic financial data for model training (solves data scarcity and privacy)

® Document analysis: Parsing contracts, regulatory texts, and prospectuses at scale

Risks specific to generative Al:
® Hallucination: Generating plausible but factually incorrect information
® Prompt injection: Adversarial manipulation of model behavior
® IP concerns: Training data may include copyrighted material

Regulatory response: EU Al Act classifies generative Al as “general purpose”—foundation model providers have
transparency obligations.

Generative Al is not just automation—it creates new content, raising novel questions about accuracy and accountability.



Why Do Different Raters Give the Same Company Different ESG Scores?

Investors want to fund sustainable companies. But companies know more about their own ESG performance than
investors do — and two rating agencies often give the same company completely different scores.

Environmental, Social, Governance (ESG) integration in financial decision-making:

The data challenge:
® Information asymmetry (recall Lesson 03) — companies know more about ESG performance than investors
® Traditional ESG data: self-reported, inconsistent standards, backward-looking

® Technology solutions: satellite monitoring (deforestation), loT sensors (emissions), NLP (parsing corporate
disclosures)

ESG ratings and scoring:
® Rating agencies (MSCI, Sustainalytics) aggregate ESG data into scores
® Problem: low correlation between different raters — same company gets different scores

® Al applications: alternative data integration, sentiment analysis, anomaly detection

Regulatory push: EU Sustainable Finance Disclosure Regulation (SFDR), EU Taxonomy — mandating disclosure
standards

ESG data quality is fundamentally an information asymmetry problem — companies know more than investors.



Is Climate Change the Ultimate Unpriced Externality?

Climate change poses two types of financial risk:

@ Physical risk — damage from climate events (floods, storms, droughts) affects asset values

@ Transition risk — policy changes (carbon taxes, regulations) and technology shifts (renewable energy) create
stranded assets

Task Force on Climate-related Financial Disclosures (TCFD):
® Framework for companies to disclose climate-related financial risks

® Adopted by financial institutions globally; increasingly mandatory in jurisdictions (UK, EU, Switzerland)

Green FinTech:
® Carbon tracking apps, green bonds on blockchain, climate risk modeling
® Swiss Sustainable Finance — industry association promoting sustainable finance hub

® Connects to Lesson 04 concept of externalities — climate risk is the ultimate unpriced externality

Climate risk is the ultimate externality — its financial impact is only beginning to be quantified.



What Happens When Financial Services Become Invisible?

In Lesson 02, we saw banking being unbundled into modular functions. The next step is more radical: financial services
disappear entirely — embedded invisibly into the apps you already use.

Embedded finance — financial services integrated seamlessly into non-financial platforms — represents the logical
conclusion of value chain disaggregation (Lesson 02).

How it works:
® Banking-as-a-Service (BaaS) platforms provide regulatory licenses and infrastructure via APls
® Non-financial companies embed: lending, payments, insurance, investing into their customer experience

® Users access financial services without leaving the platform where they already interact

Examples:
® Lending: Amazon, Shopify offer merchant loans at checkout (point-of-sale financing)
® Insurance: Uber, Grab embed insurance into ride-hailing service

® Payments: WeChat integrates payments into messaging
Implication: Financial services become invisible — the best financial experience is one you do not notice

Embedded finance makes financial services invisible — the best financial experience is one you don’t notice.



Will Tech Platforms Dominate Finance — or Will Banks Build Super-Apps?

Super-app model — single app integrating messaging, payments, shopping, investing, transportation:

Asian pioneers:
® WeChat (Tencent, China) — messaging + WeChat Pay + mini-programs (apps within app)
® Alipay (Ant Group, China) — payments + wealth management + credit scoring (Sesame Credit)
® Grab (Southeast Asia) — ride-hailing + food delivery + payments + lending

Western attempts:
® PayPal, Revolut, Cash App adding features beyond payments
® Facebook/Meta attempted with Libra/Diem (failed due to regulatory pressure)

Platform economics at work:
® Network effects + data create high barriers to entry — first mover advantage locks in users

® Competition question: Will tech platforms dominate financial services, or will banks build super-apps?

The super-app model shows where platform economics reaches its logical conclusion.



Why Is Insurance Especially Ripe for Disruption?

Theory: Insurance is particularly susceptible to FinTech disruption because of severe information asymmetry—adverse
selection in underwriting and moral hazard in claims.
InsurTech business models:

® Peer-to-peer (P2P) insurance: Groups pool premiums; unclaimed funds returned to members (Lemonade,
Friendsurance)

® Usage-based insurance (UBI): Premiums based on actual behavior via loT and telematics (Root Insurance,
Metromile)

® Parametric insurance: Automated payouts triggered by objective data (flight delay, earthquake magnitude)—no
claims process needed

® Embedded insurance: Insurance offered at point of sale within non-insurance platforms (e.g., Chubb via Grab,
travel insurance at checkout)

Traditional insurance: InsurTech approach:
® Manual underwriting ® Algorithmic underwriting
® Paper-based claims ® |Instant digital claims (Al)
® Agent-driven distribution ® Direct-to-consumer/embedded
® Annual fixed pricing ® Dynamic, behavior-based pricing

Swiss InsurTech: wefox (digital insurance platform), Etherisc (blockchain-based parametric insurance).

InsurTech attacks the information asymmetry at the heart of insurance—telematics and loT reveal what was previously hidden.



How Did the Minimum Investment Fall from $100,000 to $17

Theory: WealthTech extends beyond robo-advisory (covered in Lesson 03) to encompass the full spectrum of
technology-driven wealth management, democratizing access to financial services.

WealthTech segments:

Social/copy trading: Replicate strategies of successful traders (eToro, ZuluTrade)—addresses information
asymmetry between expert and novice investors

Fractional shares and micro-investing: Eliminate minimum investment barriers; invest with as little as $1
(Robinhood, Acorns)

Automated tax optimization: Tax-loss harvesting algorithms that continuously optimize after-tax returns
(Wealthfront, Betterment)

Alternative investments: Tokenized real estate (RealT), art (Masterworks), private equity access—previously
reserved for accredited investors

Financial planning tools: Goal-based saving, retirement projections, cash flow forecasting

Key economic insight: WealthTech democratizes access to services previously reserved for high-net-worth clients.
Minimum investment thresholds have fallen from $100,000+ to $1.

Market dynamics: The global WealthTech market is growing rapidly, driven by millennial adoption, mobile-first
platforms, and regulatory support for retail investor access.

WealthTech democratizes wealth management—services once reserved for millionaires are now accessible to everyone.



When Will Quantum Computers Break Financial Encryption?

All modern financial encryption relies on the difficulty of factoring large numbers. Quantum computers can factor those
numbers exponentially faster — and adversaries may already be storing encrypted data to decrypt later.

Quantum computing — exploiting quantum mechanics for computation — has transformative potential for finance:

Financial applications:
® Portfolio optimization — quantum algorithms solve combinatorial optimization problems exponentially faster
® Risk simulation — faster Monte Carlo simulations for pricing derivatives and stress testing

® Cryptography — threat: quantum computers can break current encryption (RSA, elliptic curve)

Timeline and challenges:
® Practical quantum advantage in finance: 5-10+ years away (currently limited qubits, high error rates)
® Quantum-safe cryptography — financial institutions preparing for “Q-Day” (when quantum breaks encryption)
® NIST standardizing post-quantum cryptographic algorithms (2024)

Strategic implication: Current encrypted data could be harvested and decrypted later (“store now, decrypt later”)

Quantum computing threatens current encryption — the financial industry must prepare now for 'Q-Day’.



Can You Verify Your Identity Once and Use It Everywhere?

Self-Sovereign Identity (SSI) — users control their own identity data without central authority:

How SSI works:
® User holds verifiable credentials in digital wallet (like passport, but digital)
® [ssuer (government, university, employer) cryptographically signs credential
® User presents credential to verifier — verifier checks signature without contacting issuer

® User controls what to share and with whom — privacy by design

Financial services application:
® Solves KYC information asymmetry (Lesson 04) — verify identity once, use many times
® Eliminates duplicated KYC across financial institutions (reduces costs, improves customer experience)

® Enables cross-border financial services without repeated identity verification

Regulatory frameworks: EU elDAS 2.0 regulation, Swiss E-ID law

Self-sovereign identity could eliminate the need for repeated KYC checks — verify once, use everywhere.
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Eight lessons. Five functions. Three problems. One framework.

(c) Joerg Osterrieder 2026



Course Summary: Digital Finance in Perspective

Synthesizing all eight lessons through an economic lens:

Recurring themes:

® Information asymmetry runs through every lesson — between lenders/borrowers (L03), platforms/regulators (L04),
investors/companies (L06)

® Transaction costs explain where FinTech innovates — payments, lending, wealth management (L01-L03)
® Platform economics drives competition dynamics — network effects create winner-take-most markets (L01, L08)

® Regulation responds to market failures — externalities, monopoly power, systemic risk (L04)

The paradox of financial innovation:

® Technology changes rapidly (blockchain, Al, quantum) but underlying economic problems remain constant —
information, trust, risk

® Financial system being rebuilt function by function (payments, lending, investing) but solving the same problems
differently

® Key question: Is innovation creating more economic value or just redistributing existing value?

The technology changes, but the underlying economic problems — information, trust, risk — remain constant.
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