
2014 2016 2018 2020 2022 2024

JPMorgan
Chase

(Credential theft)
$83M

Bangladesh
Bank/SWIFT

(SWIFT fraud)
$81M

NotPetya
(Maersk+)

(Wiper malware)
$10000M

Banco de
Mexico

(SPEI system hack)
$15M

Capital One
Breach

(Cloud misconfig)
$80M

SolarWinds
(financial)

(Supply chain)
$18000M

CNA Financial
Ransomware

(Ransomware)
$40M

ICBC
Ransomware

(LockBit ransom)

Deepfake CFO
HK Bank

(AI deepfake)
$25M

Timeline of Major Financial Sector Cyber Attacks (2014--2024)


