
Initial
Attack

Detection &
Forensics

Incident
Response

System
Recovery

Regulatory
Fines

Customer
Attrition

TOTAL
IMPACT

0

20

40

60

80

100

Re
la

tiv
e 

Co
st

 U
ni

ts

10

15

20

25

18

12 100 units

Often the
smallest cost

Largest single
component

Illustrative estimate based on industry surveys.
Actual costs vary widely by institution size and attack type.

Cost Cascade of a Single Cyber Incident
in Financial Services

https://digital-ai-finance.github.io/Digital-Finance-Business/07_risk_management_regulation/07_cybersecurity_cost_impact


