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Post-Class Summary: Smart Contract Business Models

Key Frameworks

Cost-of-Immutability and the Audit-and-Insure Family

A contract that nobody can edit transfers an entire category of work out of the contract and into
the surrounding industry. The work splits into three businesses: pre-deployment review (audit),
post-deployment fixability (proxy operations and upgradeability), and post-loss compensation (cover
providers). Each is sold to the same protocol-team customer, paid out of the same protocol budget,
and exists because immutability transforms “can we trust this code” into a service question rather
than an internal one.

Business Model Canvas Across the Family

Reading the Business Model Canvas across audit, proxy, and cover vendors reveals shared and discrim-
inating blocks. Customer Segments and Channels are largely shared; Cost Structure and Customer
Relationships look similar across the family. The blocks that meaningfully differ are Value Propo-
sition (which trust claim is sold), Key Resources (specialist engineering talent versus pooled cover
capital versus library code as default infrastructure), and Revenue Streams (one-off engagement, rev-
enue share, or premium pool). The shared structure makes the family resemblance visible while the
discriminating blocks explain why each vendor competes in a different sub-market.

Platform Economics in the Trust Stack

Each layer of the audit-and-insure stack functions as a multi-sided platform. Audit contests pair
reviewers with protocol teams; proxy operations pair operators with protocol teams while end users
sit in the background; cover markets pair cover buyers with cover underwriters around a pooled reserve.
Cross-side network effects compound the moat – a deeper cover pool attracts more buyers, more buyers
generate more premium income, more premium income attracts more underwriting capital. The cold-
start problem is real and is usually solved by subsidising one side (free libraries, seeded pools, contest
prizes) until the other side organically follows.

Unbundling-to-Rebundling in Trust Services

Audit firms and verification specialists follow a recognisable arc. They enter narrow with a wedge
service (a one-off audit, a formal proof, a single cover policy), earn customer trust through that
wedge, then add adjacent services (continuous monitoring, integrated proxy operations, layered cover
products) to the same customer. The endpoint is a recurring relationship that captures more of the
customer’s trust budget than the original engagement could. Single-service vendors are vulnerable to
disintermediation in exactly the same way single-product FinTechs are.

Value Chain Deconstruction in the Audit Pipeline

The pre-deployment value chain has six links: threat modelling, static analysis, manual review, sym-
bolic and fuzz testing, public report and fix, and post-mortem. Each link is contestable by a different
vendor type. Static analysis tends to commoditise quickly because every new pattern can be encoded
as an open-source rule. Manual review by a top-tier firm captures reputational rent and resists dis-
placement because the deliverable is a signature on a public report. The links that bear the highest
cost-of-being-wrong attract the most defensible vendors.

Regulatory Arbitrage on Liability

Some vendors gain an early advantage by classifying their cover or audit-contest products outside
of insurance regulation. The arbitrage is real and useful, but inherently temporary – regulators
eventually choose either to recognise the staked pool as an insurance product or to insist that the audit
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itself remain a regulated service. The strategic question for each vendor is whether the temporary
classification gap can be converted into a durable licence or registration before the gap closes. The
pattern matches the FinTech tradition of turning regulatory headroom into a compliance moat.

Company Cases Summary

Company Value Creation Mecha-
nism

Key Framework What Makes It Differ-
ent

OpenZeppelin Default trust components
plus paid audit and post-
deployment operations ser-
vices

Platform Economics
+ Rebundling

Free open-source library
as marketing channel;
paid audits and opera-
tions as cross-sell

Trail of Bits Senior-engineer manual re-
view anchored to the most
reputational link in the au-
dit chain

Value Chain Decon-
struction

Owns the link where the
signature on the report is
itself the product

Certora Formal-verification engine
sold first as engagements,
then as a developer tool,
then as a subscription mon-
itor

Unbundling-to-
Rebundling

Wedge-then-rebundle arc
applied to a deeply tech-
nical specialist service

Sherlock Audit-contest marketplace
with externally staked
cover capital backing cov-
ered exploits

Regulatory Arbi-
trage on Liability

Unbundles audit firm and
underwriter; staking pool
sits in a classification gap

Nexus Mutual Mutual cover for users
of public-chain protocols,
with cover capital provided
by independent stakers

Cost-of-
Immutability +
Vacuum-Filling In-
frastructure

Vacuum-driven product
where conventional insur-
ance refuses to operate

The Five-Test Framework Adapted

Use these five tests to evaluate any audit-and-insure vendor’s strategic position:

1. Friction test. Identify the friction the vendor removes that the protocol team cannot remove
on its own.
Application: OpenZeppelin removes the recurring engineering cost of writing and re-auditing
standard token components. If every protocol team had to ship that work internally, total
industry cost would multiply.

2. Platform test. Determine whether the vendor connects two or more sides of a market and
benefits from cross-side network effects.
Application: Sherlock pairs reviewers with protocol teams while a cover pool sits behind the
audit – each new pool participant raises the cover limit a buyer can rely on, and each new buyer
attracts more pool capital.

3. Rebundling test. Assess whether the vendor has begun – or is likely to begin – adding services
beyond its original wedge product.
Application: Certora layered a CI plug-in and a subscription monitor on top of its original one-off
proof engagements – a textbook rebundling arc applied to formal verification.

4. Infrastructure test. Ask whether the vendor is providing a service that fills a vacuum nobody
else can fill, or competing in a crowded market for repeatable engagements.
Application: Nexus Mutual fills the cover vacuum on permissionless chains where conventional
insurers refuse to underwrite. Vacuum-fillers face less price pressure than vendors competing on
a saturated layer.

© Joerg Osterrieder 2026 2



Smart Contract Business Models Post-Class Summary

5. Arbitrage test. Evaluate whether the vendor’s advantage stems from a regulatory or liability
classification gap and, if so, whether that gap is closing.
Application: Audit-contest plus staked-cover models exploit a temporary classification gap with
traditional insurance regulators. The durable vendors will be the ones that convert the gap into
a recognised licence or registration before regulators force the question.

Connections to Other Topics

The frameworks above connect directly to several other course themes. The cost-of-immutability
question links forward to the composability lens covered separately in Lesson Five, where the unit of
analysis shifts from a single contract to a stack of forkable primitives and the moat question moves
from audit reputation to liquidity depth. The regulatory-arbitrage tension overlaps with the RegTech
and privacy-compliance ports in Lesson Four, which examine how compliance burden becomes itself
a monetisable product. Finally, the cover-providers orbit links to the wider operational-resilience
material in Lesson Seven, where on-chain risk pools sit alongside conventional cyber-insurance products
and the supervisory frontier between the two continues to move.
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