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Why Can a Developer with Zero Capital Steal $200 Million in a Single Transaction?

The Paradox

DeFi protocols are designed to snap together like building blocks.
Aave lends. Uniswap swaps. Compound earns yield. Any different intent.
developer can combine them in a single transaction without
permission.

New Protocol

What composability enables: Compound (Yield)

® Money legos — chain any protocol to any other in one transaction

® Flash loans — borrow millions with zero collateral, repay atomically
® Yield farming — route capital across protocols for maximum return
® Permissionless innovation — build on any protocol without approval Builder

Uniswap (Swap)

Aave (Lend)
What composability cannot escape:
® Flash loan attacks — borrow, exploit, repay before anyone notices Attacker
® Sandwich attacks — front-run a trade to profit at the user’'s expense Permissionless means everyone gets in
® Governance manipulation — flash-borrow votes, pass malicious
proposals
® (Cascading liquidations — one failure triggers failures across all linked
protocols

“The same API that enables a developer to build in hours enables an

attacker to exploit in seconds.”
In 2020, bZx lost $8M to a flash loan attack that chained 5 protocols in a single transaction. The attacker borrowed, manipulated, profited, and repaid —
all atomically.



What If Anyone Could Rearrange the Legos in Your Financial Life — Without Asking?

Reflection Prompt

Imagine your savings account, your mortgage, and your pension are each held at different institutions — all following the
same open standard. A developer (or attacker) can now write a program that borrows from your bank using your pension
as collateral, swaps the borrowed amount on an exchange, and repays it — all in under 15 seconds. Did anyone ask you?

That is the composability paradox in one sentence. The very feature that makes DeFi infinitely creative — permissionless interoperability
— also means your deposits are never truly idle.

What composability means for your funds:

® Your deposit earns yield because someone else is borrowing against it

® The borrower can chain your collateral through three more protocols in one transaction
® |f any link in that chain has a bug, your deposit absorbs the loss

® You never consented to any of these interactions — the protocol did

The analogy: You gave a building contractor permission to enter your house to fix the plumbing. Composability means that contractor
can also use your kitchen, rent out your spare room, and sublet to someone else — all within the same visit, all within the terms of the

original contract.

The composability paradox: Every new use case increases the ecosystem's value. Every new use case also increases the attack surface.

Your DeFi deposit is not idle. It is a building block that anyone can use — for innovation or exploitation — without your permission.



What Are Money Legos — and When Do They Become Money Grenades?

Composability Type

How It Works

Risk Profile

Token composability
Lending composability
AMM composability
Flash loan composability
Governance composability

Oracle composability

Any contract can hold or trans-
fer ERC-20 tokens

Borrow in one protocol, deploy
in another

Price discovery feeds into all
other protocols

Uncollateralised borrow within
one transaction

Flash-borrow votes, pass propos-
als instantly

Shared price feeds propagate er-
rors everywhere

Low — battle-tested standard

Medium — liquidation cas-
cade

Medium — oracle manipula-
tion

High — exploit amplifier

High — power concentration

Critical — single point of fail-
ure

The composability spectrum

Not all composability is equally risky. Token standards
(ERC-20) are composable by design and largely safe.
Flash loans occupy the other extreme: they are
composability weaponised.

® Building blocks multiply value: A lending protocol
that connects to an AMM creates a new product
neither could offer alone — leveraged trading.

® Building blocks multiply risk: The same connection
means a price manipulation in the AMM can drain
the lending protocol’s reserves.

® Atomicity is the key: Traditional finance requires
days to chain transactions. DeFi does it in one
block — attacker and victim share the same
12-second window.

® The risk multiplier: Each additional protocol in the
chain does not add risk — it multiplies it. Four
protocols means four audits worth of assumptions,
all held simultaneously.

Composability ranges from safe (token standards) to catastrophic (flash loan governance attacks). Each layer of composition adds both value and attack

surface.



Follow a Flash Loan Attack: How $0 Became $8.1 Million in 15 Seconds

Step 1: Borrow
18,000 ETH apital needed
(flash loan, free)

Step 2: Short ETH
on Fulcrum uses protocol A
(leveraged bet)

Step 3: Dump
5,500 ETH on udes protocol B
Kyber (crash price)

exploit Step 4: Fulcrum
oracle reads otfacle poisoned
manipulated price

Step 5: Short
position profits. profit extracted
($8.1M)

Step 6: Repay
flash loan. lopn gone, clean
Net: +$8.1M

Anatomy of the bZx flash loan attack

Precondition — no capital needed: Flash loans let anyone
borrow any amount as long as it is repaid within the same
transaction. The attacker needed only gas fees ( $80) to
begin.

The composability chain: The attack wove through Aave
(flash loan), Fulcrum (margin trading), Kyber (DEX
liquidity), and the bZx oracle — five distinct protocols in one
atomic transaction.

The oracle weakness: bZx used a single DEX as its price
oracle. When the attacker dumped ETH on that DEX, the
oracle reported a crash, and bZx's own logic paid out the
short.

Atomicity as weapon: Traditional arbitrage takes hours.
This exploit ran in one 15-second block. Before any human
could intervene, funds were already extracted and the loan
repaid.

The lesson: Composability risk is not additive. Five
protocols each rated “secure” combined into one critical
vulnerability.

Five protocols, one transaction, zero starting capital, $8.1M profit. The bZx attack proved that composability risk is not additive — it is multiplicative.



How Do Protocols Defend Against Attacks That Chain Through Other Protocols?
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but also reduces composability.

Five layers of composability defense
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TWAP oracles: Time-weighted average prices over 30
minutes make single-block manipulation economically
unviable. bZx used a spot price — Uniswap v2 switched to
TWAP after the attack.

Flash loan guards: Detect within-block loan activity and
block certain operations (e.g., governance votes) while a
flash loan is active.

Reentrancy guards: Mutex locks prevent a contract from
calling back into itself before the first call finishes — the fix
for the original DAO hack pattern.

Circuit breakers: Pause withdrawals if price moves exceed a
threshold in a single block. Trades off capital efficiency for
safety.

Composability audits: Audit not just the protocol in
isolation but every protocol it calls and every protocol that
can call it. Far rarer than single-protocol audits.

The irony: every guard that blocks an attacker also blocks a

legitimate use case. Defense and composability pull in opposite

directions.

Defense-in-depth works — but each layer reduces the composability that makes DeFi valuable. Security and composability are in fundamental tension.



What Happens When One Broken Oracle Brings Down

Three modes of composability failure

© Atomic exploitation — single transaction attack
Flash loan borrows liquidity, manipulates a price oracle, extracts profit
from a dependent protocol, repays the loan. Everything happens in
one block. There is no window for human intervention. By the time
anyone notices, the exploit is confirmed and the funds are gone.

@ Cascading liquidation — multi-block contagion
A price drop triggers liquidations on Protocol A. Those liquidations
dump collateral, pushing prices lower on Protocol B. Protocol B's
liquidations create a third wave. Healthy positions are liquidated not
because the user was reckless but because composability turned one
bad price tick into a chain reaction.

© Oracle contagion — shared infrastructure failure
Dozens of protocols share the same oracle feed. If that oracle reports
a stale or manipulated price, every protocol that depends on it
inherits the error simultaneously. An independent failure becomes a
correlated failure across the entire ecosystem.

an Entire Ecosystem?

Oracle e
.
bad tick ing 2
fails CasCad

%
One stale price feed. Four protoSefs faif”
Twelve seconds.

User

Composability converts independent failures into correlated failures. In traditional finance this is called systemic risk. In DeFi it happens in 12 seconds.



Where Do Flash Loan Attacks Hit Hardest — and Which Chains Are Most Vulnerable?

DeFj,Composability Exploits by Category and Chain,,
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The mosaic reveals concentration patterns

Ethereum dominates by value: Most large-scale exploits
target Ethereum mainnet — the deepest liquidity means the
highest flash loan potential. A $100M flash loan is only
possible where $100M is available to borrow.

BSC dominates by count: Lower gas fees attract more
frequent but smaller attacks — testing ground for techniques
later applied on mainnet with larger amounts.

Flash loans are the common thread: Oracle manipulation
and flash loans appear in combination across virtually every
major exploit. They are not independent attack vectors —
they are a single composable weapon.

Cross-chain bridges are outliers: Bridge exploits appear
separately — they exploit the composability between chains,
not within one. The 2022 bridge hacks ($1.3B combined)
are a distinct failure mode.

Concentration falls over time: As TWAP oracles become
standard and flash loan guards proliferate, exploit patterns
shift to newer, less-defended protocol categories.

Illustrative data based on public DeFi exploit databases. The mosaic shows that exploit patterns vary by chain — low liquidity attracts oracle attacks, high

composability attracts flash loan chains.
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Who Profits from the Money Lego Economy — and Who Pays the Hidden Tax?

MEV Protocol
Searchers Developers

Validators

COMPOSABILITY

Passive
LPs

MEV searchers extracted over $500M in 2023 alone. Every DeFi user pays an
the extraction costs.

Winners

t

MEV searchers: Bots that exploit composability to front-run
trades, back-run liquidations, and arbitrage price differences
across protocols. Extracted $500M+ in 2023 alone.
Protocol developers: Build on top of any existing protocol
without permission. Composability enables a one-person
team to launch a product that would need 50 engineers in
TradFi.

Losers

— Retail traders: Every swap is visible in the mempool before

it confirms. MEV bots sandwich transactions — buy before,
sell after — extracting value from every trade.

Passive LPs: Liquidity providers bear impermanent loss and
exploit risk without the active management skills to mitigate
either.

Mixed impact

Validators: Earn fees from MEV inclusion — but face
regulatory scrutiny for facilitating sandwich attacks.
Auditors: High demand for composability audits — but
reputational risk when an audited protocol is still exploited.

invisible tax — the question is whether the composability benefits outweigh



The Composability Spectrum: How Much Openness Is Too Much Openness?

DeFi Composability Evaluation Framework
Before deploying capital into or building on any composable protocol, ask

i i e No flash loans Max innovation
three diagnostic questions: No MEV Max MEV
No innovation Max exploit risk
Sweet spot
© What is the largest atomic transaction l, 40% l,
this protocol can be embedded in?
If a single transaction can borrow $100M, manipulate the price feed | |
this protocol reads, and extract funds — the protocol is composably |stF)l|:'/L\§'YED CO“ZE(’;';AD;[EITY PERMTSIJSI]IEJYNLESS
vulnerable. The question is not theoretical: flash loan availability is
i TWAP oracles + flash guards + audited dependencies
public. g P
B - Every protocol design is a point on this spectrum.
@ Which external protocols does this VR & P P

. Security and composability trade off.
protocol trust — and should it?

Every oracle, every liquidity source, every governance contract it calls
is a trust dependency. An audit of the protocol itself says nothing
about the security of those dependencies.

© What circuit breakers exist, and
do they break composability?
A TWAP oracle slows flash loan attacks but also introduces
stale-price risk during real volatility. A circuit breaker protects against
cascades but can trap capital at exactly the wrong moment.

The right question is not “Should this protocol be composable?” but “Where on the spectrum does it sit — and does it have circuit breakers?”



Your Challenge: Trace a Composability Chain and Identify the Weakest Link

Mini-Challenge (15 minutes)

A popular yield strategy chains three protocols: deposit ETH into Lido to receive stETH (liquid staking token), deposit
stETH into Aave as collateral, borrow USDC against that collateral, and swap USDC back to ETH on Uniswap to
repeat the loop. The strategy earns staking yield plus borrowing spread — and is widely used by retail and institutional
participants alike.

Your deliverable: Map the composability risk of this chain:
@ Identify the trust dependencies.
® Which protocols does the strategy depend on — and what does each assume about the others?
® Which oracle does Aave use to value stETH collateral, and what happens if it reports incorrectly?
® |f stETH temporarily depegs from ETH, which step in the loop fails first?
@ Map the cascade path.

® |f Aave liquidates positions during a stETH depeg, what does the liquidation bot sell and where?
® How does selling stETH on Uniswap affect the very price feed Aave uses to value remaining positions?
® s this a self-reinforcing loop — and if so, how quickly does it converge?

© Identify the weakest link and a mitigation.

® Which single protocol, if it fails or pauses, breaks the entire strategy?
® What one circuit breaker would have the most protective effect with the least composability cost?
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cascading liquidations propagate through composable protocols.



