Digital Finance



What Will You Be Able to Do After This Lecture?

@ Explain the money lego metaphor and map protocol dependency graphs

@ Derive flash loan profit conditions and trace atomic arbitrage execution

© Analyze yield aggregation strategies and quantify stacking depth risk

@ Model oracle dependency networks and predict cascade failure paths

@ Evaluate composability risk using correlation-based systemic models

@ Assess regulatory proposals for composable vs. permissioned DeFi architectures

Six objectives: composability fundamentals (1), flash loan mechanics (2), yield stacking (3), oracle risk (4), systemic modeling (5), and regulatory outlook

(6). This lecture combines dependency graph analysis with 12 data visualizations.



“Look — money legos! | can stack “Sure, but what happens when some-
any protocol on any protocol!” one pulls out the bottom lego?”

The composability paradox: every protocol is both a building block and a single point of failure.

(c) Joerg Osterrieder



What Does the DeFi Dependency Graph Actually Look Like?

Permissionless composability: any protocol can call any other

DeFi Protocol Dependency Graph without approval.

® Base layer: Ethereum provides settlement, Chainlink

Convex . provides data
.

Mid layer: Aave, Compound, Uniswap, Curve operate

ah independently but share dependencies

%’ . ® Top layer: Yearn, Convex, linch aggregate across mid-layer
protocols

® Key pattern: top-layer protocols depend on 3-5 mid-layer
protocols simultaneously
Risk implication: the graph reveals single points of failure —
4</- Chainlink’s compromise would affect 8+ protocols at once.
Arrows indicate dependency (A - B means A depends on B)

Source: DeFiLlama protocol dependency analysis (2025). The dependency graph shows that DeFi is not a set of independent protocols — it is a directed

acyclic graph with critical shared dependencies.



How Do You Formalize the Concept of Protocol Composability?

Definition. A protocol P; is composable if it exposes a public interface /; that any other protocol P; can invoke without permission:
Composable(P;) <= VP; : Pj can call /; atomically within a single transaction
Dependency graph. Model DeFi as a DAG G = (V, E) where V = protocols and E = dependencies:
(Pj, Pi) € E <= Pj calls I; in at least one execution path
Stacking depth. The maximum composability depth of protocol P;:
d(P) =1+ (Pjr:r}}eix;;Ed(P,-), d(Ppase) =0

Blast radius. If protocol P; fails, the set of affected protocols:
Blast(P;) = {P; € V : 3 path from P; to P; in G}
Example: if Chainlink fails, |Blast(Chainlink)| > 8 in the current DeFi dependency graph.

Composability is formally a DAG property: any protocol can call any lower-layer protocol atomically. The blast radius metric quantifies systemic importance

— Chainlink’s blast radius exceeds 8 major protocols.



How Many Layers Deep Can You Stack DeFi Protocols?

How Deep Can You Stack DeFi Protocols?
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Stacking depth by category:

® Yield aggregators (7 layers): user — Yearn — Convex —
Curve — Aave — Chainlink — Ethereum — L1 consensus

® Leveraged yield (6 layers): flash loan + recursive lending
creates extreme depth

® Simple swaps (1 layer): direct DEX interaction is minimally
composable

The stacking paradox: deeper stacks yield higher returns but each
additional layer multiplies the failure probability.

Source: Synthetic analysis of protocol architectures. Yield aggregators stack up to 7 layers deep — each layer adding both yield opportunity and systemic

risk.



What Are the Fundamental Building Blocks of Composable DeFi?

The DeFi building block taxonomy:

® Liquid staking ($32.5B): largest category, wraps staked ETH
into tradeable tokens (e.g., stETH)

® DEXes ($22.8B): AMMs provide on-chain liquidity for every
other protocol

Liquid Staking DEXes Lending Lending ($18.4B): enables leverage, the fuel for composable

$22.88 (20%) $18.4B (16%) strategies

® Long tail: insurance, options, payments collectively hold

<5% of TVL

DeFi Building Blocks by Total Value Locked

Key insight: three categories (staking, DEXes, lending) hold 65%
of all DeFi TVL — and nearly every composable strategy depends
on at least two of them.

Bridge CDP Stablecoins Derivatives

$12.18 (11%) 5105 s $5.88 (5%)

Insurance. Options Payments.

5218 2%) 5188 (2%) $128(1%)

Source: DeFilLlama TVL data (Q1 2025). Three building blocks — liquid staking, DEXes, and lending — form the foundation of nearly every composable
DeFi strategy.

(c) Joerg Osterrieder 2026



Where the metaphor works:

Why Is the “Money Lego” Metaphor Both Powerful and Dangerous?

Where the metaphor breaks:

® Standardized interfaces: ERC-20 tokens snap together like Lego ® Legos don't have bugs: smart contracts can be exploited, creating
bricks — any protocol can hold, transfer, or interact with any token cascading failures unknown in physical Legos

® Permissionless combination: no approval needed to build on top of ® |Legos don't depend on oracles: DeFi legos rely on price feeds that
Uniswap, Aave, or Compound can be manipulated

® Rapid innovation: new protocols can leverage existing liquidity pools ® Legos don't amplify leverage: composable DeFi enables recursive
instead of bootstrapping from zero borrowing that amplifies risk exponentially

® Atomic execution: multi-step strategies execute in a single ® Legos don’t have governance: DeFi protocols can be modified by

transaction — all or nothing

governance votes, changing the blocks others build on

The composability paradox: the same interface openness that enables permissionless innovation also enables permissionless exploitation. Every public function
is both an APl and an attack surface.

Money legos capture the innovation side of composability but hide the risk side. The real question is not whether DeFi protocols snap together — it is what

happens when they snap apart.



Why Can Flash Loans Exist Without Any Collateral?

Atomic execution guarantee. A flash loan executes within a single transaction T. If the loan is not repaid by the end of T, the entire
transaction reverts:
T = {Borrow(B) — Action(B) — Repay(B + ¢B)} or T =10

Why zero collateral is safe: the lender faces zero default risk because the blockchain enforces atomicity — the loan either completes in
full or never happened.
Profit condition. For a flash loan of amount B with fee ¢:
m = f(B) — ¢$B — Ggas - Pgas > 0
Optimal loan size. Given a price discrepancy AP between two venues:

B* = arg max [B- AP - (1 — slippage(B)) — ¢B — Ggas - Pgas]

Slippage constraint: large loans move prices, reducing the exploitable gap. The optimal B* balances capital deployed against market
impact.

Risk asymmetry: if the attack fails, the borrower loses only the gas fee (~$10). This makes rational any strategy with = > 0 at any
probability.

Flash loans work because atomicity eliminates default risk. The lender cannot lose capital — either the full amount is repaid within the transaction, or the

transaction never occurred.



How Fast Has Flash Loan Usage Grown Since 20207

Flash Loan Volume Growth (2020-2025) Flash loan volume milestones:

® 2020 Q1: bZx exploit (~$1M) — first major flash loan

attack, proved the concept

2021: DeFi Summer and beyond — volume surges from $3B

to $22B quarterly

® 2022-2023: bear market slowdown, but volume stays above
$20B — arbitrage persists in all conditions

® 2024-2025: cross-chain flash loans and L2 composability
drive renewed growth past $100B quarterly
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Key insight: most flash loan volume is legitimate arbitrage, not
attacks. Attacks represent <1% of total volume but >90% of
media coverage.

40 DeFi Summer

Quarterly Flash Loan Volume ($B)
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Source: Aave, dYdX flash loan analytics (2020-2025). Flash loan volume grew 1,000x in five years. Most volume is legitimate arbitrage that improves
market efficiency.



Can You Calculate Whether a Flash Loan Arbitrage Is Profitable?

1 import numpy as np
2 def flash_loan_profit(borrow, price_a, price_b, fee=0.0009,
3 gas_cost=50, slippage_bps=30)
4 """Calculate flash loan arbitrage profit t
5
6
7
8

en

slip = slippage_bps / 10000 * borrow / le6 # size- dependeﬂt
spread = abs(price_a - price_b) / min(price_a, price_b)
gross = borrow * spread * (1 - slip)

loan_fee = borrow * fee

9 net = gross - loan_fee - gas_cost
10 return net, spread, slip
11

12 # Ezample: ETH priced $3000 on Uniswap vs $3015 on Sushiswap
13 for size in [100_000, 500_000, 1_000_000, 5_000_000] :

14 profit, spread, slip = flash loau_profit(size, 3000, 3015)
15 print (£"B ${size:>10,} Spread={
16 £"S1ip: ip:.3%} Profit={
17 # Borrow=$ 100,000 Spread=0.498% Slip=0.030% P'rafzt =$ 378
18 # Borrow=$ 500,000 Spread=0.498) Slip=0.150) Profit=§ 1,290
19 # Borrow=$ 1,000,000 Spread=0.498% Sli .300% Profit=$ 1,030
20 # Borrow=$ 5,000,000 Spread=0.498% Slip=1.500% Profit=§ -7,460

There is an optimal loan size: too small and profit does not cover fees; too large and slippage erodes the spread. The sweet spot depends on pool liquidity

depth.



What Are the Five Categories of Flash Loan Exploits?

Price oracle manipulation: Borrow large amount — crash price on low-liquidity pool — exploit protocol reading that price as collateral value — repay.
Example: Mango Markets ($117M, 2022).

Governance attacks: Borrow governance tokens — vote on malicious proposal — execute extraction — repay tokens. Cost reduction: ~1,000x
cheaper than buying tokens. Defense: snapshot voting, timelocks.

Arbitrage (legitimate): Borrow — buy cheap on venue A — sell expensive on venue B — repay. This is DeFi working as designed — flash loans make
markets more efficient.

Liquidation cascades: Borrow — push collateral ratio below threshold — trigger cascading liquidations — buy discounted collateral — repay.
Particularly effective during high volatility.

Reentrancy amplification: Flash loan provides the capital that makes a reentrancy exploit profitable at scale. Borrow $10M — exploit reentrancy bug —
drain pool — repay. Example: Euler Finance ($197M, 2023).

© 6 00 ¢

Common thread: flash loans do not create vulnerabilities — they capitalize existing ones. Every flash loan exploit requires a pre-existing bug in the target
protocol.

Flash loans are an amplifier, not a root cause. They reduce the capital barrier for exploiting existing vulnerabilities from millions to $10 in gas fees.



What Does a Composability Failure Cascade Look Like in Practice?

Total Value Locked ($M)

Composability Failure Cascade: How 500MBecomes70M

Cascade anatomy (Mango Markets style):
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Stage 1: Oracle manipulation corrupts a price feed — initial
TVL impact: $45M (9%)

Stage 2: Lending pool drained via overleveraged borrowing —
cumulative loss: $165M

Stage 3: LP panic withdrawals from connected pools —
additional $80M leaves

Stage 4: Liquidation cascade triggers across dependent
protocols

Stage 5: Stablecoin depegs as collateral evaporates

Result: $500M — $70M — 86% TVL destruction

The waterfall shows how composability amplifies a single-point
failure into systemic collapse.

Source: Composite analysis of DeFi exploits 2020-2025. A single oracle manipulation can cascade through the composability stack, destroying 86% of

TVL in connected protocols.



How Is DeFi's Total Value Locked Distributed Across Protocol Layers?

DeFi Money Lego Stack: TVL by Protocol Layer TVL layer evolution:

120 4 = DEXes = vield Aggregators ® 2021 peak: DEXes and lending dominated, total TVL

= Lending = Liquid Staking exceeded $120B
e Stablecoins W Bridges

® 2022 crash: TVL dropped 70%, but the stack composition
remained similar

® 2024-2025 recovery: liquid staking and bridges grew

fastest, reshaping the stack

Key trend: upper layers (yield, bridges) grew relative to base

layers, deepening composability

Double-counting warning: stacked area overstates independent
capital. The same ETH deposited in Lido, then used as collateral
in Aave, then LP’d in Curve appears in all three layers.

Total Value Locked ($B)

0
2021

Source: DeFillama (2021-2025). TVL stacking creates the illusion of more capital than exists — the same dollar can be counted 3-5 times as it flows
through composable protocol layers.

erg Osterrieder 2026



Where Does Your Money Actually Go When You Deposit Into a Yield Aggregator?

Yield Aggregator Capital Flow Through DeFi Stack

ggreg Strategies Base Protocols
Uniswap
18% APY
Harvest
Institutional $1.98
$4.88
Compound
Beefy
$1.88
Aave
5% APY
Retail
$2.18
Yearn
curve
¥3:28 12% APY

Capital routing through the DeFi stack:

® Depositors: retail ($2.1B) and institutional ($4.8B) capital
enters the system

® Aggregators: Yearn, Beefy, Harvest compete for deposits by
offering highest APY

® Strategies: capital routes to stable farming, LP mining,

leverage loops, or arb bots

Base protocols: ultimately settle on Curve (12% APY),

Aave (5%), Compound (4%), Uniswap (18%)

Transparency gap: most depositors see only the APY, not the 3-4
protocols their capital passes through.

Source: Yearn Finance strategy documentation, DeFilLlama yield data. Your deposit into a yield aggregator may pass through 4 protocols before settling —

each layer adding both yield and risk.



Can You Stack Yields or Do Risks Stack Faster Than Returns?

Stacked yield model. A strategy stacks n protocols, each contributing yield r; and failure probability p;:

n

n
Rgross = H(l +r)—1= Z ri  (for small r;)
i=1

i=1
Risk-adjusted return. Expected return accounting for each protocol’s survival:
n
Radjusted = {H(l +ri)(1— Pi)} -1
i=1
Break-even condition. Stacking layer n + 1 is rational iff:

Fapr >~ (14 Ry) & pag - (14 Ry)  for small piy

1— pni1
Numerical example: 5 layers, each with r; = 3% and p; = 2%:
Reross = (1.03)° — 1 = 15.9%
Radjustes = (1.03 X 0.98)° — 1 = (1.0094)° — 1 = 4.8%

Result: risk reduces the 15.9% gross yield to 4.8% risk-adjusted — a 70% discount.

Yields add linearly but risks multiply geometrically. Five layers of 3% yield with 2% failure probability each gives only 4.8% risk-adjusted return — a 70%
discount from the advertised 15.9%.



How Much Does Each Composability Layer Cost in Gas Fees?

Composability Overhead: Gas Cost Per Layer Gas cost scales non-linearly:

® Simple transfer: 21K gas ($1.89) — the minimum Ethereum
$135.0 operation

Single swap: 120K gas ($10.80) — one DEX interaction
Flash loan + swap: 480K gas ($43.20) — already 4% a
simple swap

® Full leverage loop: 1.5M gas ($135) — 12X a simple swap

Full Leverage
Loop (5 layers)

Yield Deposit
(3-layer stack)

+2Swaps + Repay
L2 solution: the same 5-layer strategy costs $0.05-$0.50 on
Arbitrum vs $135 on L1. This is why composability is migrating to
L2s — but L2s introduce cross-domain composability challenges.

Flash Loan

Multi-hop
Swap (3 pools)

Single DEX

Simple ERC-20
Transfer
Red = USD cost at 30 gwei, ETH=$3,000

T T T T T T T T
0 200 400 600 800 1000 1200 1400 1600 1800
Gas Cost (thousands)

Source: Gas estimates at 30 gwei, ETH = $3,000. Composability is expensive on L1 — a 5-layer leverage loop costs 70x more than a simple transfer. L2
migration reduces costs 100-1000x.



Can You Simulate Whether Yield Stacking Beats Simple Strategies?

1 import numpy as np
2 def yield_stack(layers, n_sims=50000, n_periods=12):

3

4 results = { : 0, : [0

5 for _ in range(n_sims):

6 stacked_val, single_val = 1.0, 1.0

7 for _ in range(n_periods):

8 for yield_rate, fail_prob in layers:

9 if np.random.random() < fail_prob:

10 stacked_val *= 0.0 # total loss on failure

11 break

12 stacked_val *= (1 + yield_rate / 12)

13 single_val *= (1 + layers[0][0] / 12) # single protocol

14 results[ ] .append(stacked_val)

15 results[ 1.append(single_val)

16 for k, v in results.items():

17 arr = np.array(v)

18 print (£

19 £ )
20

21 # 5-layer stack: each 3% yield, 1.5% annual failure probability
2 layers = [(0.03, 0.015/12)] * 5
23 yield_stack(layers)

Monte Carlo reveals the full distribution: stacked strategies have higher mean returns but fatter tails. The probability of total loss is 1 - (1-p)"'! — with 5

layers over 12 months, it can exceed 10%.



Which Oracle Controls the Most DeFi Capital — and What If It Fails?

Oracle Dependency Network: Single Points of Failure Oracle concentration risk:

® Chainlink: 8+ major protocols depend on it, securing

) @ @ >$50B in TVL — the single most critical infrastructure in
DeFi
° @ ® Uniswap TWAP: 4+ protocols use on-chain price feeds, but
susceptible to manipulation on low-liquidity pairs

® Band Protocol: multi-chain oracle with smaller DeFi

@ ° footprint but critical for non-Ethereum chains
Paradox of decentralization: DeFi aims to eliminate trusted
®

intermediaries, yet concentrates trust in 2-3 oracle providers.
Band @
Protocol

@ oracle Provider
® Dependent Protocol

Source: Protocol documentation audit (2025). Chainlink is the de facto oracle standard, securing $50B+ in TVL. Its failure would be the closest thing to

a “Lehman moment” in DeFi.




How Do You Model the Probability of an Oracle-Driven Cascade?

Oracle dependency model. Let O be an oracle serving n protocols. If O reports a corrupted price P = P + ¢:
Direct impact on protocol i:

C_TVL . g R le]
Loss; = TVL; - gi(e), gi(e) =min ( 1, 5 leverage;
Cascade condition. Protocol i fails if loss exceeds its safety margin M;:
Faili(e) <= TVL; - gi(e) > M;
Systemic loss. Total loss across all oracle-dependent protocols:
n
Loystemic(€) = > TVL; - gi(e) - 1[Faili(e)]
i=1
Amplification factor. The ratio of systemic loss to initial oracle manipulation:

Lsystemic (f)

a= —>2"""7
‘6‘ N TVLmanipuIated pool

Empirical finding: in the Mango Markets exploit, @ &~ 25X — a $5M price manipulation caused $117M in losses.

Oracle cascade amplification can exceed 25x: the Mango Markets exploit turned a $5M price manipulation into $117M in losses. The amplification factor

grows with leverage and protocol interconnection.



How Correlated Are DeFi Protocols — and Does Diversification Actually Work?

Cross-Protocol TVL Correlation Matrix Correlation structure reveals hidden risks:

R — n o o oo DD ® Curve—Convex (0.96): near-perfect correlation because
ave ’ ’ 10 Convex wraps Curve positions directly
Compound 046 053 063 069 041 053 060 ® Aave-Compound (0.92): both lending protocols move
together — same asset class, same oracle dependencies
Uniswap - 0.8 ® Lido (0.15-0.55): lowest correlations because liquid staking
corve IO oo has. dlfferen.t risk drivers than DeFi lending o
06 S L4 l:lnl_su_lap—llnch (0.85): aggregator volume is driven by DEX
MakerDAO { 045 053 2 liquidity depth
°
Yearn n LD 04 é Diversification illusion: spreading capital across Aave, Compound,
and Curve feels diversified but correlations above 0.85 mean they
Convex | 0.58 0.69 !
fail together.
Lido 4 0.36 0.41 0.2
linch 4 0.59 0.53
0.0
Balancer 4 0.50 0.60

Source: DeFiLlama TVL correlation analysis (2023-2025). High correlations (0.85+) between protocols sharing oracles or base layers mean portfolio

diversification across DeFi is largely illusory.



Can You Build a Real-Time Oracle Manipulation Detection System?

import numpy as np
def oracle_monitor(prices, twap_window=20, alert_threshold=0.05):

if len(prices) < twap_window:
return []
alerts = []
for i in range(twap_window, len(prices)):
twap = np.mean(prices[i-twap_window:i])
spot = prices[i]
deviation = abs(spot - twap) / twap
if deviation > alert_threshold:
alerts.append({
8 A : spot, : twap,
: deviation,
if deviation > 0.15 else
b

return alerts

# Simulate: 100 blocks of normal prices, then oracle manipulation
np.random.seed (42)
normal = [3000 + np.random.normal(0, 20) for _ in range(100)]
attack = normal + [3000 * 0.7, 3000 * 0.65, 3000 * 0.8] # manipulation
for alert in oracle_monitor(attack, twap_window=20):
print (£
£ )

TWAP-based detection catches single-block manipulations but has a latency cost: a 20-block TWAP window means 4 minutes of potential stale data.

Faster detection needs shorter windows with higher false-positive rates.



How Do You Quantify Systemic Risk in a Composable Protocol Stack?

Independent failure model. If n protocols each have failure probability p:

P(at least one failure) =1 — (1 — p)”
Correlated failure model. With pairwise correlation p between protocols:

P(cascade | one failure) =1 — (1 — p)"~*
Expected cascade size. Given one protocol has failed:
E[cascade size] =1+ (n—1) - p

Systemic risk measure. Total expected loss from correlated failures:

Rsystemic:”'p'm'[1+(n71)-p]
This grows as O(nQp) — quadratic in the number of composable protocols.
Example: 10 protocols, p = 0.02, p = 0.3, TVL = $1B:

Rsystemic = 10 X 0.02 x 1 X [14+9 x 0.3] = 0.2 x 3.7 = $0.74B

Systemic risk grows quadratically with the number of composable protocols. 10 protocols with 30% correlation create $740M in expected systemic loss —

even if individual failure probabilities are only 2%.



Why Does Integration Complexity Grow Exponentially With Protocol Count?

Integration Complexity Grows Super-Linearly

Linear scaling (independent)

~e— Pairwise interfaces (n choose 2)
Audit hours required

—h— Relative attack surface

2
'

Complexity Metric

b3
L

Danger Zone
Audit costs exceed
protocol revenue

10t 4

t T T T T T
2 4 6 8 10 12
Number of Composable Protocols

The complexity explosion:

Pairwise interfaces: (;) — with 10 protocols, there are 45

potential interaction pairs to audit

® Audit hours: scale as O(nz) because every new protocol
must be tested against all existing integrations

® Attack surface: grows as O(n“">) because attackers can
chain interactions in ways auditors cannot predict

® Danger zone: beyond 8 protocols, audit costs typically
exceed protocol revenue

This is why most DeFi exploits occur at protocol boundaries —
the interaction space grows faster than any team can audit.

Source: Trail of Bits, OpenZeppelin audit cost data. Beyond 8 composable protocols, the audit cost to verify all interactions exceeds most protocols’

annual revenue — creating a structural security gap.



What Were the Key Moments That Shaped DeFi Composability?

The composability arc:
® 2017-2019 (Building): MakerDAO, Uniswap, Compound
create the base legos — individual protocols proving concepts
® 2020 (Explosion): Flash loans and DeFi Summer
L Aunches oAl Lending protocol [vieid Avoriconcentroted Le| demonstrate the power of composability — TVL grows 100 x
® 2021-2023 (Exploitation): Cream ($130M), Wormhole
($320M), Mango ($117M), Euler ($197M) — composability

Atomic Composability Timeline: Key DeFi Milestones

weaponized
® 2024-2025 (Maturation): cross-chain composability and
—_— account abstraction — new capabilities, new attack surfaces

[Uniswap V1| (et ez oo sume| [Ggaon Froney e vt Cross-cnain
Firat At (Marble protod Expiom (- $108 TVL. | |S130M Explols117tn Dracie Attack] [Composabiity
® Innovation
® Exploit/Hack
T T T T T T T T T
2017 2018 2019 2020 2021 2022 2023 2024 2025
Year

Source: rekt.news exploit database, DeFiLlama protocol launch dates. Each innovation milestone was followed by an exploit that revealed the risk side of

the same composability feature.



Can DeFi Build Circuit Breakers Without Destroying Composability?

Circuit breaker mechanisms:

® Price deviation limits: pause protocol if oracle deviates >10% from
TWAP in one block — catches manipulation but may halt during
legitimate volatility

® TVL velocity limits: cap the rate of capital outflow (e.g., max 20%
TVL withdrawal per hour) — prevents bank runs but restricts LP
freedom

® Composability depth limits: reject transactions exceeding n protocol
hops — limits cascade depth but restricts innovation

® Cross-protocol kill switches: emergency pause triggered by on-chain
anomaly detection — effective but centralized

The circuit breaker trilemma:

® Safety vs. composability: strict limits prevent cascades but also
prevent legitimate multi-protocol strategies

® Speed vs. accuracy: fast detection means more false positives; slow
detection means cascades spread before response

® Automation vs. governance: automated breakers act instantly but
may be gamed; governance is slow but deliberate

Emerging solutions:

® Gauntlet: simulation-based risk parameters
® Chaos Labs: on-chain risk monitoring
® OpenZeppelin Defender: automated incident response

Circuit breakers face a trilemma: safety, composability, and speed — pick two. The challenge is building guardrails that stop cascades without killing the

permissionless innovation that makes DeFi valuable.



Will Regulators Force Composability Into Walled Gardens?

Permissionless composability (status quo):

Any protocol can call any other — no gatekeeping

Innovation happens at the speed of code deployment

Attack surface grows quadratically with the ecosystem

No recourse for users when composable strategies fail

Regulators classify many DeFi products as unregistered securities

Regulatory proposals:

EU MiCA: requires licensed intermediaries for DeFi front-ends
US SEC: token classification as securities limits composability
FATF Travel Rule: KYC requirements at protocol boundaries

Permissioned composability (emerging):

Whitelisted protocols can interact within a compliance perimeter
Innovation slowed but consumer protection improved

Attack surface bounded by the whitelist size

Institutional capital enters only with compliance guarantees

Hybrid models:

Compliance layers: transparent composability + identity attestation
at entry/exit

Risk-tiered access: unlimited composability for sophisticated users,
restricted for retail

Insured composability: smart contract insurance required above
certain stacking depths

The regulatory trajectory points toward hybrid models: permissionless composability for sophisticated users with compliance wrappers at the retail entry

points. Full permissionless DeFi and full regulation are both likely to coexist.



Does Cross-Chain Composability Solve the Problem or Double the Risk?

Intra-chain composability (current): all protocol calls execute atomically within one blockchain.
Cross-chain composability (emerging): protocol calls span multiple blockchains via bridges and messaging layers.

New capabilities: New risks:
® Access liquidity across Ethereum, Arbitrum, Optimism, Solana ® Bridge vulnerabilities: $2.5B+ stolen from bridges (2021-2024) —
simultaneously Wormhole ($320M), Ronin ($625M), Nomad ($190M)
® Flash loans that borrow on one chain and deploy on another ® Non-atomic execution: cross-chain transactions cannot be atomic,
® Yield strategies spanning 2-3 chains for diversification introducing partial failure states
® Unified liquidity pools that aggregate cross-chain depth ® Finality mismatches: different chains have different finality times,

creating race conditions
® Oracle fragmentation: price feeds may differ across chains, enabling
cross-chain arbitrage attacks

Core tension: cross-chain composability expands the capital pool but breaks the atomicity guarantee that makes single-chain composability safe.

Cross-chain composability trades atomicity for reach. The $2.5B+ in bridge exploits demonstrates the cost of non-atomic cross-chain interactions — every

bridge is a potential Mango Markets at multi-chain scale.



Can You Simulate Cascading Failures Across a Composable Protocol Stack?

import numpy as np
def cascade_sim(n_protocols, corr, p_fail, tvl_each, n_sims=10000):

losses = []
for _ in range(n_sims):
failed = set()
# Initial failure
for i in range(n_protocols):
if np.random.random() < p_fail:
failed.add (i)
# Cascade rounds
for _ in range(5):
new_fail = set()
for i in range(n_protocols):
if i not in failed:
p_cascade = 1 - (1 - corr) ** len(failed)
if np.random.random() < p_cascade:
new_fail.add (i)
failed |= new_fail
losses.append(len(failed) * tvl_each)

arr = np.array(losses)
print (£
23 f
24 i )
25
26 for rho in [0.1, 0.3, 0.5]:
27

cascade_sim(10, rho, 0.02, 100) # 10 protocols, $100M each

At 10% correlation, expected loss is modest. At 50% correlation, the probability of losing more than half the ecosystem TVL exceeds 15%. Correlation is

the multiplier that turns individual failures into systemic crises.



What Have We Learned About the Composability Paradox?

Section 1: Protocol Composability Fundamentals. DeFi composability is a DAG property — protocols expose permissionless interfaces
that others can call atomically. The dependency graph reveals critical single points of failure (Chainlink, Ethereum), and stacking depth
reaches 7 layers in yield aggregation strategies.

Section 2: Flash Loans & Atomic Transactions. Flash loans exploit atomicity to enable zero-collateral borrowing at 0.09% cost. They
amplify existing vulnerabilities rather than creating new ones. Volume grew 1,000 from 2020 to 2025, with legitimate arbitrage
dominating total volume.

Section 3: Yield Aggregation & Protocol Stacking. Yields add linearly but risks multiply geometrically. A 5-layer stack with 3% yield
per layer gives only 4.8% risk-adjusted return (70% discount). Gas costs scale non-linearly, making deep stacks impractical on L1.

Section 4: Oracle Dependencies & Systemic Risk. Chainlink secures $50B+ in TVL — a single point of failure in a system designed to
eliminate them. Oracle cascade amplification can exceed 25X. Systemic risk grows as O(nzp).

Section 5: Future of Composable Finance. Circuit breakers face a trilemma (safety, composability, speed). Cross-chain composability
breaks atomicity guarantees. Regulation is evolving toward hybrid models — permissionless for sophisticates, permissioned for retail.

The composability paradox: the same permissionless interfaces that enable money legos also enable money grenades. Understanding both sides is essential

for anyone building, using, or regulating DeFi.



What Are the Six Composability Lessons Every DeFi Participant Must Know?

©e 06 6 6 © o

Composability is a DAG: DeFi is not a collection of independent protocols — it is a dependency graph. Understand
the graph before trusting any protocol.

Flash loans break capital assumptions: any attacker has unlimited capital for one transaction. Design and evaluate
protocols assuming every user has infinite funds at 0.09% cost.

Yields add, risks multiply: stacking n protocols with individual failure probability p creates compound risk

(1 — p)". A 5-layer stack at 2% per-layer risk has a 10% annual failure probability.

Oracles are the new trusted third parties: DeFi eliminated banks but concentrated trust in 2—3 oracle providers.
Chainlink failure would be DeFi’'s Lehman moment.

Complexity grows quadratically: n composable protocols create n(n — 1)/2 interaction pairs. Beyond 8 protocols,
the interaction space is unauditable within practical budgets.

Atomicity is the key guarantee: single-chain composability works because of atomic execution. Cross-chain
composability breaks this guarantee — and bridge hacks ($2.5B+) demonstrate the cost.

Six lessons, one principle: composability is DeFi’s core innovation and its core risk. The protocols that thrive will be those that preserve composability’s

benefits while managing its systemic risks.



“I finally understand money legos!” .from up here, the wobble is very noticeable.”

Sa

“I also understand why they wobble.”

o Curve

Ll

The composability paradox: the higher you stack, the more you see — and the more you wobble.

(c) Joerg Osterrieder



