
RegTech & Compliance: The Transparency Paradox
The more regulators demand to see, the harder it becomes to see what matters

Digital Finance



Why Does Filing Two Million Suspicious Activity Reports Still Miss 98% of Money Laundering?

The Paradox
After 2008, regulators demanded more data, more reports, more
transparency. Banks complied – massively. US banks alone file
over 4 million SARs per year. The result? The global AML
system still intercepts only 1–2% of laundered funds.

Why more reports do NOT mean more detection:

• 95%+ of alerts are false positives – compliance officers spend 90% of
their time chasing ghosts

• Banks file “defensive SARs” – reports filed not because they suspect
crime, but because they fear penalties for NOT filing

• Regulators receive millions of reports but lack resources to analyze
them – the FBI processes only a fraction

• The system rewards VOLUME of reporting, not QUALITY of
intelligence

The transparency trap: Every new regulation adds another reporting

requirement. More data means more noise. More noise means less signal.
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US banks filed 4.6 million SARs in 2023. The global AML system intercepts less than 2% of laundered funds. More reporting has not meant more
detection.
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Have You Ever Searched Through So Much Information That You Stopped Finding Anything?

Reflection Prompt

Think about the last time you tried to find something important in your email inbox, or search through hundreds of
notifications on your phone. At some point, you stopped reading – you just scrolled.

Now imagine that your inbox contains 500 alerts per day, 95% of which are false alarms – and missing the real one
costs your bank a billion-dollar fine.

This is the daily reality for 50,000+ compliance officers worldwide:

• Monday: 500 alerts arrive. You investigate 50 in depth. 48 are false positives. 2 are genuine. The other 450? You triaged by risk
score and hoped the algorithm got it right.

• Tuesday: A regulator audits your work. They ask why you didn’t investigate alert #327. You explain the algorithm ranked it low
priority. They disagree.

• Wednesday: Your bank gets fined EUR 50M for “inadequate monitoring.” You monitored EVERYTHING. You just couldn’t SEE
everything.

• Thursday: Your manager asks you to lower the alert threshold. Now you get 800 alerts per day.

The compliance officer is not lazy or incompetent. They are drowning in data that was supposed to keep them afloat.

This is not a hypothetical. HSBC was fined $1.9B, Deutsche Bank EUR 630M, Danske Bank EUR 2B – all for AML failures despite filing thousands of
SARs.
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What Separates Watching Everything from Understanding Anything?

Dimension

Volume-Based

Compliance

Intelligence-Based

Compliance

Philosophy Report everything, let regu-
lators sort it out

Report what matters, ex-
plain why

Technology Rule-based: if amount ¿
threshold, flag

ML-based: behavioral
anomaly detection

False pos. rate 95%+ 40–60% (manageable)
Analyst load 500+ alerts/day, most use-

less
50–100 alerts/day, most ac-
tionable

Reg. posture Defensive (“we filed the
SAR”)

Proactive (“we identified the
risk”)

Cost model Linear: more rules = more
staff

Scalable: more data = bet-
ter models

Failure mode Drowning in noise Model bias, blind spots

From compliance VOLUME to compliance
INTELLIGENCE

• Volume-based compliance is the legacy approach:
check every box, file every form, hire more people
when rules expand. Safe but unsustainable.

• Intelligence-based compliance uses ML, NLP, and
network analysis to focus human attention where it
matters. Efficient but risky – what if the model is
wrong?

• The paradox: regulators WANT intelligence-based
compliance but INCENTIVIZE volume-based
compliance. Banks are rewarded for filing more
SARs, not for filing better ones.

Both approaches can fail. Volume-based fails by

drowning. Intelligence-based fails by being blind to what

the model cannot see.

The transition from volume to intelligence is the central challenge of modern compliance – and it requires regulators and banks to change simultaneously.
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Follow One Suspicious Transaction Through Three Compliance Systems

Wire: EUR 48,000 from Acct A (Switzerland)
to Acct B (Malta), Sunday 2am

Rule-
Based

ML-
Based

Network-
Based

Amount ¡ 50K
NOT FLAGGED

MISSED

Behavioral anomaly
Risk: 87/100
CAUGHT

4 shell companies
3 jurisdictions
CAUGHT +

Transaction passes.
Criminal structures
next at EUR 49K.

Alert generated.
Analyst investigates.

Files SAR.

Alert + graph
context. SAR names
5 connected entities.

Same transaction, three verdicts

Three systems, three outcomes

• Rule-based: Simple threshold rules. Criminals
structure transactions just below thresholds. This
system catches amateurs.

• ML-based: Behavioral anomaly detection. A
EUR 48,000 wire to Malta at 2am on Sunday from
a domestic account is highly anomalous – even
though no single rule was violated.

• Network-based: Graph analytics reveals hidden
connections. Account B is linked to shell companies
flagged in other jurisdictions. The analyst gets
context, not just an alert.

Key insight: The best system is not the one that

generates the most alerts. It is the one that gives the

analyst the right information to make a decision.

Criminals adapt to rules. ML detects anomalies. Network analysis reveals structure. Each generation of RegTech sees more – but the transparency paradox
persists.
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How Do You Build a System That Sees the Needle Without Drowning in the Haystack?

1. Data Ingestion Transactions, KYC, sanc-
tions

2. Rule Engine Thresholds, watchlists

3. ML Scoring Anomaly detection

4. Network Analysis Graph, entity resolution

5. Alert Prioritization Risk-ranked queue

6. Human Review Analyst workbench

7. Regulatory Filing SAR, regulator API

Analyst
feedback
retrains

Traditional
(1990s)

RegTech 2.0
(2015+)

Intelligence
(2020+)

The three layers of modern compliance

• Layer 1 – Data + Rules: The foundation.
Transaction data and regulatory rules catch obvious
violations (sanctions hits, threshold breaches) but
generate massive false positive volumes.

• Layer 2 – ML + Network: The intelligence layer.
ML detects behavioral anomalies; network analysis
reveals hidden connections. Reduces false positives
from 95% to 40–60%.

• Layer 3 – Prioritization + Human: The decision
layer. Alerts ranked by risk, de-duplicated, bundled
into cases. Analysts review the highest-risk cases
first. Their decisions feed back into the ML model.

The feedback loop is CRITICAL: without it, the ML

model degrades over time as criminal behavior evolves.

Modern RegTech is a pipeline, not a product. Each layer reduces noise and adds context. The analyst should see 50 high-quality alerts, not 500 low-quality
ones.
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What Happens When the Compliance System Becomes the Risk?

The Three Failure Modes of Algorithmic Compliance
When RegTech works, it is invisible. When it fails, the consequences are
catastrophic.

1 Model drift: Criminal behavior evolves. The ML model trained on
2020 data misses 2025 typologies. If no one monitors performance,
false negatives creep upward silently. The system appears to work
because alert volume stays stable – but the alerts are about the
WRONG things.

2 Automation bias: Analysts trust the algorithm too much. When the
model says “low risk,” the analyst skips investigation. Analysts
override ML recommendations less than 5% of the time – even when
they should. The human becomes a rubber stamp.

3 Regulatory arbitrage: Banks use RegTech to optimize for METRICS
(SAR volume, response time, clearance rate) rather than
OUTCOMES (crime detected, funds intercepted). The system looks
compliant but is not effective.
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The most dangerous compliance failure is the one that looks like compliance success – all metrics green, all reports filed, but real crime undetected.
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Where Is Smart Regulation Actually Working – and Where Is It Just More Paperwork?
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Regulatory Data Volume vs Detection Rate by Jurisdiction

More reports  more detection
Compliance cost: 5% of revenue
Compliance cost: 8% of revenue
Compliance cost: 10% of revenue

Illustrative data based on FATF reports and industry estimates

The bubble chart reveals the transparency paradox

• The US files 4.6M SARs per year – more than any
jurisdiction. Detection rate: 1.5%. Volume overwhelms
analytical capacity.

• Switzerland files 0.6M reports but achieves 2.0% detection.
Targeted, intelligence-driven approach.

• Singapore (0.8M, 1.6%) uses SupTech platform COSMIC for
automated data collection and ML-powered risk scoring.

• Bubble SIZE shows compliance cost. The EU spends 10% of
bank revenue on compliance – highest – with lowest
detection rate.

Where smart regulation is working:

• Singapore: MAS COSMIC platform, real-time feeds, ML risk
scoring

• UK: FCA TechSprint events, regulatory sandbox for RegTech
firms

• Switzerland: FINMA risk-based supervision, higher
intelligence quality

Where it is just more paperwork:

• EU: MiFID II, GDPR, DORA, AMLD6 – layered regulations
creating compliance fatigue

Illustrative data based on FATF mutual evaluations and industry reports. The chart reveals that MORE reporting does not equal MORE detection – the
paradox is real.
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Who Wins and Who Loses When Compliance Goes Algorithmic?

ALGORITHMIC COMPLIANCE

Large Banks

economies of scale

RegTech Firms

$12B growing 23%

Law Enforcement

better intelligence

Small Banks

crushed by costs

Fin. Inclusion

de-risking effectCompliance Officers

junior roles automated

Regulators

who audits the algo?

Consumers

safer but more friction

Winners

+ Large banks: Can invest EUR 100M+ in compliance
technology. Scale is the moat.

+ RegTech firms: A $12B market growing 23% annually.
Every new regulation is a growth opportunity.

+ Law enforcement: Intelligence instead of haystacks.

Losers

− Small banks/fintechs: Compliance costs 3x more as % of
revenue. Some exit regulated markets entirely.

− Marginalized communities: Defensive de-risking cuts off
legitimate users to avoid regulatory risk.

Mixed impact

∼ Regulators: Better data – but who audits the compliance
algorithm?

∼ Consumers: Safer system, but more friction (KYC delays,
false positive blocks).

Algorithmic compliance creates a two-tier system: large banks that can afford it, and everyone else. Financial inclusion may be the unintended casualty.
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The Transparency Dial: How Much Oversight Is Enough – and When Does More Become Less?

The RegTech Effectiveness Scorecard
When evaluating any compliance system, ask these five questions.

1 Signal-to-noise ratio: What fraction of alerts result in genuine cases? If less than
10%, the system generates more heat than light.

2 Does the system learn? Does the ML model retrain on analyst feedback? A
static model degrades as criminal typologies evolve. Ask for the last retraining
date.

3 Can it explain its decisions? When the model flags a transaction, can it tell the
analyst WHY? EU AI Act requires explanations for high-risk AI.

4 Networks or just transactions? Individual transactions can look innocent. The
criminal pattern emerges at the network level. Does the system do graph analysis?

5 Who watches the watcher? Is there an independent audit of the ML model’s
performance, fairness, and drift?

TOTAL
SURVEILLANCE

NO
OVERSIGHT

TARGETED
VOLUME

Drowns
in data

Criminals
operate freely

Compliance
theater

Intelligence
sweet spot

Under-
compliance

Most jurisdictions are here [needle].
The goal is to move to targeted.

There is no ‘right amount’ of oversight. But there IS a principle: optimize for OUTCOMES (crime detected), not OUTPUTS (reports filed).
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Your Challenge: Design a RegTech System That Reports Less but Detects More

Mini-Challenge (15 minutes)

You are the Chief Compliance Officer of a mid-sized European bank. Your current AML system generates 600 alerts per
day. Your team of 20 analysts can meaningfully investigate 100. A RegTech vendor offers an ML-based system that
promises to reduce alerts to 150 per day while maintaining the same detection rate.

Your deliverable: A one-page decision memo answering each of the following:

1 Risk assessment: If the ML system reduces alerts from 600 to 150, what is the risk that genuine suspicious activity is in the 450
alerts now filtered out? How would you measure this risk?

2 Regulatory defense: If a regulator asks “Why did you file fewer SARs this year?”, what is your answer? How do you demonstrate
that fewer reports = better compliance?

3 Model governance: Who validates the ML model? How often? What happens when it drifts? Draft a three-bullet governance
framework.

4 Cost-benefit: The ML system costs EUR 2M per year. Your current system costs EUR 5M (20 analysts at EUR 250K fully loaded).
Is the switch financially justified? What non-financial costs are you missing?

5 Ethical consideration: The ML system was trained on historical SAR data. If past filing patterns were biased (e.g., over-flagging
certain geographies), will the ML system perpetuate this?

Conclude with a one-sentence recommendation: implement, pilot, or reject – and explain the risk you are accepting.

The best compliance system is not the one that sees everything. It is the one that sees what matters – and can explain why.

(c) Joerg Osterrieder 2026


