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Post-Class Summary: Privacy-Tech Business Models

Key Frameworks

Business Model Canvas for Privacy-Tech Vendors

The Business Model Canvas decomposes any venture into nine interlocking elements — value propo-
sition, customer segments, channels, revenue streams, key resources, key activities, key partners,
cost structure, and customer relationships. For privacy-tech vendors, the canvas reveals a distinctive
inversion: the value proposition is filled with an avoided downside (no breach headline, no subject-
access-request failure, no regulator letter) rather than a delivered positive feature. Revenue streams
scale with the buyer’s data footprint and regulated-jurisdiction count, while key activities concentrate
on continuous discovery and continuous proof of minimisation.

Platform Economics in Privacy Hubs

Several privacy-tech vendors operate as multi-sided platforms connecting enterprise customers to third-
party processors whose compliance posture those enterprises must audit. These platforms exhibit
cross-side network effects: each additional enterprise joining the hub enriches the vendor-risk library
for every other enterprise, while each additional processor publishing attestations reduces audit time
for every enterprise. The central strategic challenge is the chicken-and-egg problem — attracting
enterprise customers before the processor library is deep, typically solved by starting with a cookie-
consent or policy-management wedge that has standalone value.

Unbundling–Rebundling in Privacy Operations

Christensen’s disruption framework explains how privacy-tech vendors enter: they unbundle a single
link of a compliance suite and deliver it better, faster, or cheaper than the incumbent bundled tool.
Over time, successful unbundlers rebundle — adding adjacent privacy modules once trust is established
— because the regulatory surface keeps expanding and customer-acquisition costs for privacy buyers
are high. Today’s narrow discovery tool becomes tomorrow’s privacy-operations suite, repeating the
cycle that Christensen describes for broader software markets.

Value Chain Deconstruction across the Data Pipeline

Evans and Wurster argued that information-rich value chains are vulnerable to deconstruction when
digital alternatives reduce coordination costs. In the enterprise data pipeline, each link — inges-
tion, classification, masking, storage, analytics access, cross-organisational sharing — can be attacked
independently. Privacy-tech vendors exploit the weakest links; incumbent data-platform vendors de-
fend the links where integration depth, switching costs, or regulatory evidence create natural moats.
Owning the middle link (masking / pseudonymisation) is particularly valuable because downstream
datasets become dependent on the vendor’s key material.

Regulatory Arbitrage and the Path to a Compliance Moat

Some privacy-tech vendors gain an early advantage by anchoring their product to a specific regulatory
reading — a statutory pseudonymisation privilege, a data-minimisation presumption, or a certification-
scheme mapping. This arbitrage is inherently temporary: supervisors clarify guidance, open-source
primitives erode interpretive moats, and cloud hyperscalers absorb once-premium features as native
capabilities. The strategic question is whether the vendor can convert its head start into a durable
compliance moat by layering certifications, audit-evidence tooling, and enterprise integrations on top
of the initial regulatory reading before the reading itself is commoditised.
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Company Cases Summary

Company Value Creation
Mechanism

Key Framework What Makes It Differ-
ent

OneTrust Consolidated privacy-
operations hub (consent,
mapping, subject-access,
vendor-risk) with cross-
side vendor library

Platform Economics Two-sided hub connecting
enterprises to processors;
cookie-consent wedge
seeded both sides

BigID Discovery-first privacy
engine that rebundles
into classification, access
audit, and breach opera-
tions

Unbundling–
Rebundling

Narrow wedge (where-
is-personal-data) earned
trust, privacy suite rebun-
dled around the engine

Privitar In-pipeline masking and
pseudonymisation choke-
point that downstream
datasets become depen-
dent on

Value Chain Decon-
struction

Owns the middle link
where data changes shape;
switching requires repro-
cessing every downstream
store

Anonos Patent-backed
pseudonymisation with
a privileged regulatory
interpretation under
GDPR

Regulatory Arbi-
trage → Compliance
Moat

Layers certification and
audit tooling on top of an
interpretive wedge before
the wedge closes

Sherpa On-device privacy assis-
tant that keeps personal
data on the endpoint

Context-Dependent
Value Creation

Architecture is a complete
answer under a unified
statute, a partial feature
under a patchwork regime

The Five-Test Framework

Use these five tests to evaluate any privacy-tech vendor’s strategic position:

1. Friction test. Identify the compliance friction the vendor removes — legal time, audit findings,
or regulator inquiries — and confirm the buyer is currently paying for it today.
Application: BigID removes the inability to enumerate where personal data lives; if that inven-
tory was free, no enterprise would still buy a classifier.

2. Platform test. Determine whether the vendor builds network effects across customers (shared
vendor-risk graph, shared assessment library) rather than treating each account as isolated.
Application: OneTrust’s vendor-risk hub grows more valuable with every enterprise that joins,
because the library of processor attestations deepens for all customers simultaneously.

3. Rebundling test. Assess whether the wedge product can attach adjacent privacy modules once
the customer trusts the first one — or whether the wedge is a standalone forever.
Application: BigID attached classification, access-audit, subject-access, and breach workflows
onto its discovery wedge — a textbook rebundling arc that raised lifetime value per customer.

4. Infrastructure test. Ask whether the tool sits on a chokepoint link of the data pipeline, or is
a sidecar that customers can unplug without reprocessing downstream data.
Application: Privitar occupies the masking link where data changes shape; once pseudonym keys
are generated, every downstream store depends on them. Switching requires reprocessing.

5. Arbitrage test. Evaluate whether the vendor’s regulatory reading is a durable certification
moat or an interpretive window that closes as supervisors issue clarifying guidance.
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Application: Anonos built its model on a specific reading of statutory pseudonymisation; dura-
bility depends on converting that reading into certified tooling before open-source primitives and
hyperscaler features commoditise it.

Connections to Other Topics

The frameworks above connect directly to several other course themes. The RegTech business-model
material (‘regtech bm‘) treats the broader compliance-technology vendor space, of which privacy-tech
is a specialised sub-segment with its own inverted value proposition; studying both side by side clar-
ifies what privacy tech shares with compliance tech and what is distinctive. The sanctions-screening
business-model material (‘sanctions screening bm‘) offers a useful contrast: where privacy-tech ven-
dors price the avoidance of a regulator letter, sanctions-screening vendors price the avoidance of a
wrongly-blocked customer — the same inversion, different downside. Finally, the paradox mini-lecture
on privacy-preserving compliance (‘privacy compliance mini lecture‘) examines the dual-mandate ten-
sion between data-minimisation and anti-money-laundering obligations; that tension is the reason a
privacy-tech vendor’s buyer exists at all, so the two lectures sit in productive dialogue.
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