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Learning Objectives

After this lesson, you will be able to:
® Describe the global regulatory landscape for crypto
® |dentify key risks in the crypto ecosystem
® Explain CBDCs and their implications

® Evaluate emerging trends in blockchain technology

Prerequisites: Lessons 1-7

future of crypto depends on regulation, adoption, and innovation

The
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Global Crypto Regulation Timeline

Wild West Era Regulatory Clarity Era

unregulated “Wild West" to emerging regulatory frameworks — FATF: Financial Action Task Force (intergovernmental AML body)
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FATF and Global Standards

FATF (Financial Action Task Force):
® Intergovernmental body setting global AML/CFT standards
® 40 Recommendations for combating money laundering and terrorist financing
® Established in 1989 by G7 countries
Crypto-Specific Rules:
® 2019: Adopted " Travel Rule” for Virtual Asset Service Providers (VASPs)
® VASPs must share originator and beneficiary information for transfers above $1,000
® Grey list: Countries with strategic AML/CFT deficiencies
® Black list: High-risk jurisdictions with calls for countermeasures
Impact on Crypto:
® Forces exchanges to implement KYC for cross-border transfers

® Challenges privacy coins and decentralized protocols

sets standards, national jurisdictions enforce — Source: fatf-gafi.org

FATF


fatf-gafi.org

Why Regulation Matters

Benefits of Clear Regulation:
® Consumer/investor protection
® Market integrity and stability
® |nstitutional adoption enablement

® [nnovation with guardrails

Risks of Over-Regulation:
® [nnovation moves to other jurisdictions
® Financial exclusion
® Privacy concerns

® Stifled development

needed between protection and innovation

Balan



EU: MiCA Framework

Markets in Crypto-Assets (MiCA):
® First comprehensive crypto regulation
® Effective: June 30, 2024 (stablecoins) / December 30, 2024 (full)

® Applies to all EU member states

Key Requirements:
® Licensing for crypto service providers
® Stablecoin reserves and disclosures
® Consumer protection measures

® Environmental disclosures for PoW

MiCA

passed June 29, 2023. Source: esma.europa.eu


esma.europa.eu

US: Regulatory Uncertainty

Current Landscape:
® SEC: Securities enforcement (Ripple, Coinbase)
® CFTC: Commodities jurisdiction (Bitcoin, some tokens)
® FinCEN: Anti-money laundering

® State-level: Patchwork of rules

Key Debates:
® |s ETH a security or commodity?
® Should crypto have own regulatory framework?

® How to regulate DeFi?

lacks comprehensive crypto framework as of 2024

us



Global Crypto Legal Status

Cryptocurrency Legal Status by Region (2024)
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status varies widely by region — Source: Library of Congress
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Other Jurisdictions

Crypto-Friendly:
Singapore: Clear licensing, innovation hub

Switzerland: “Crypto Valley” in Zug

UAE: Dubai as crypto hub

El Salvador: Bitcoin legal tender

Restrictive:

® China: Full ban on crypto trading/mining
® |ndia: Heavy taxation, unclear rules
® Some African nations: Outright bans

Crypto Friendliness
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Regulatory Sandboxes

Definition: Controlled environments where fintech firms can test innovative products with regulatory supervision but
reduced compliance requirements.

Key Features:
® Limited time period (typically 6-24 months)
® Restricted customer base
® Regulatory oversight and reporting

® Pathway to full licensing

Major Examples:
® UK FCA (2016): First major sandbox, over 100 firms tested
® Singapore MAS: Fintech Regulatory Sandbox (2016)
® Abu Dhabi FSRA: ReglLab for crypto firms
® Switzerland FINMA: FinTech license category
Benefits:
Enables innovation while maintaining consumer protection. Regulators learn about new technologies before writing
permanent rules.

Sandb

balance innovation and protection — Source: FCA, MAS, FSRA websites



Exchange Licensing by Jurisdiction

Crypto Exchange Licensing Status by Jurisdiction (2024)
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Key Observations:

Bybit + US-based exchanges most widely licensed
* Binance restricted in Western markets
* Asia-Pacific hubs attractive alternative
Bitfinex Partial
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(MiCA)

Source: Exchanggag@ReisAments. regulatory filings (2024)

based exchanges lead in licensing coverage — Source: Exchange filings






Protocol-Level:
® Smart contract vulnerabilities
® Oracle manipulation
® Governance attacks

® Bridge exploits

User-Level:
® Private key loss/theft
® Phishing and social engineering
® Malicious contract approvals

® Rug pulls and scams

Securi

remains crypto’s Achilles heel
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Bridge Security: A Major Vulnerability

Major Cross-Chain Bridge Hacks

Bridges are high-value targets:
Centralized control + Large TVL
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Total: $1.4B lost in bridge hacks
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Bridge

exploits: rekt.news/leaderboard — defillama.com/hacks
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rekt.news/leaderboard
defillama.com/hacks

Understanding Bridge Risks

Why Bridges Are Vulnerable:
® Lock-and-mint model creates honeypot
® Often controlled by small validator set

® Complex multi-chain interactions

Attack Vectors:
® Key compromise: Validators/signers hacked
® Smart contract bugs: Verification logic flaws

® QOracle manipulation: Fake deposit proofs
Mitigation:

® Use bridges with long track record

® Prefer native bridges (canonical)

® Don't keep funds on bridges longer than needed

Buterin: “The future is multi-chain, not cross-chain”

Vitalik



Market Risks

Volatility:
® Bitcoin: 80%+ drawdowns historically
® Altcoins: Often 90%+ drawdowns

® Stablecoins: De-peg risk (Terra collapse)

Systemic Risks:
® Contagion (FTX affected many entities)
® Leverage cascades (liquidation spirals)

® Concentration risk (few exchanges, custodians)

markets remain highly volatile and interconnected

Cryptc



Centralization Concerns

Mining/Staking:
® Bitcoin: Top 4 pools control approximately 75% hash rate (as of 2025)
® Ethereum: Lido has approximately 25% of staked ETH (early 2026)

® Geographic concentration (cheap energy)

Infrastructure:
® Few RPC providers (Infura, Alchemy)
® Cloud hosting concentration (AWS)

® Stablecoin issuers (Tether, Circle)

Lido
staking: dune.com/hildobby/eth2-staking — Mining pools: blockchain.com/pools


dune.com/hildobby/eth2-staking
blockchain.com/pools




What are CBDCs?

Definition: Digital form of central bank money.
Types:

® Retail CBDCs: For general public use

® Wholesale CBDCs: For interbank settlements

Key Differences from Crypto:
® Centrally issued and controlled
® |egal tender status
® No mining/staking required

® May or may not use blockchain

are digital fiat, not cryptocurrency

CBDC



CBDC Status Worldwide

Launched:
® Bahamas (Sand Dollar)
® Nigeria (eNaira)
® Jamaica (JAM-DEX)
Pilot Phase:
® China (e-CNY): Largest pilot, billions in transactions
® EU (Digital Euro): Testing phase
® India: Wholesale and retail pilots

CBDC Development Status (lllustrative)

50 134 countries exploring CBDCs
(98% of global GDP)
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Number of Countries

~10 Nigeria, Bahamas, India, Brazil, EU, UK, USA, Germany, Denmark,
Jamaica, China  Russia, Thailand  Japan, Canada Sweden Ecuador
Launched Pilot Development Research Inactive
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cbdctracker.org

CBDC Implications

Potential Benefits:
® Financial inclusion
® Faster, cheaper payments
® Better monetary policy transmission

® Reduced cash handling costs

Concerns:
® Privacy and surveillance
® Bank disintermediation
® Programmable money (spending restrictions)

® Cybersecurity risks

raise fundamental questions about money and privacy

CBDC






700

Crypto Adoption (lllustrative Estimates)

600

500

400

300

Crypto Users (Millions)

200

100

2018 2019

B Crypto Users (Millions)
mm Institutional Holdings ($B)

2020 2021
Year

2022

2023

2024

120

100

ion USD)

Institutional Holdings (Bi

Data

illustrative. Source: tripleA.io/crypto-ownership

(c) Joerg Osterrieder 202!



tripleA.io/crypto-ownership

Future Trends: Technology Adoption Maturity

Tokenized
\WAs

DeFi 2.0

CBDCs

Layer 2
Solutions

Zero-Knowledge
Proofs

Real World
(40% maturity)

inance
60% maturity)

Government
(50% maturity)

Scalability
(80% maturity)

Privacy & Scaling
(70% maturity)

Growth Mature

technologies at different stages of maturity and adoption

Key




Layer 2 Scaling Solutions

The Problem: Base layers too slow/expensive for mass adoption.

Solutions:
® Optimistic Rollups: Assume valid, challenge if not
® ZK Rollups: Cryptographic validity proofs
® State Channels: Off-chain transactions
® Sidechains: Separate chains with bridges

18 Ethereum L2 TVL by Protocol (lllustrative)
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Impact: 100-1000x throughput improvement possible.
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Zero-Knowledge Proofs

Definition: Prove something is true without revealing the underlying data.
Applications:

® Privacy: Hidden transaction amounts/parties

® Scaling: Compress many transactions into one proof

® |dentity: Prove attributes without revealing identity

® Compliance: Prove compliance without exposing data

Projects: zkSync, StarkNet, Polygon zkEVM, Zcash

technology is considered by many to be among the most significant innovations in blockchain since smart contracts

ZK



Privacy Coins

Definition: Cryptocurrencies with enhanced anonymity features beyond pseudonymity.
Key Technologies:

® Monero (XMR): Ring signatures + stealth addresses + RingCT

® Zcash (ZEC): zk-SNARKs for shielded transactions

® Dash: PrivateSend mixing

Regulatory Response:
® Concern: Potential for illicit use (money laundering, sanctions evasion)
® Many exchanges delisted privacy coins for compliance (Binance, Kraken in some jurisdictions)
® Some countries banned privacy coins outright

The Debate:
Privacy advocates: Financial privacy is a human right vs. Regulators: Transparency needed to combat crime

Privac

coins represent the tension between financial privacy and regulatory oversight



Real World Asset Tokenization

What Can Be Tokenized:
® Real estate (fractional ownership)
® Bonds and securities
® Commodities (gold, oil)

® |Intellectual property

Benefits:
® 24/7 trading and settlement
® Fractional ownership
® Programmable compliance

® Global access

RWA

tokenization could bring trillions into crypto rails



Bitcoin ETF: A Watershed M

oment

Bitcoin ETF: A Watershed Moment (lllustrative)

US Bitcoin ETF Flows
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ETF AUM  BTC Price

ETF Market Impact (2024)

+150%
(YTD)

+300%
(inst.)
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Impact Volume  Adoption
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bitbo.io/bitcoin-etf-flows

US Spot Bitcoin ETF: Cumulative Assets Under Management
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Bitcoin ETF Impact Analysis

What Changed (January 2024):
® SEC approved 11 spot Bitcoin ETFs
® First day: $4.6B in trading volume
® BlackRock IBIT became fastest-growing ETF ever

Market Effects:
® Reduced Grayscale discount (GBTC)
® New price discovery mechanism

® Reduced spot exchange dominance

Access Expanded:

Pension funds, RIAs, 401(k)s can now access Bitcoin without custody complexity.

data: bitbo.io/bitcoin-etf-flows — SEC approval: Jan 10, 2024

ETF
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Institutional Adoption

2024-2026 Milestones:
® Bitcoin ETFs approved in US (Over $120B AUM as of early 2026)
® Major banks offering crypto custody
® Corporate treasury allocations

® Traditional asset managers entering

Remaining Barriers:
® Regulatory uncertainty
® Custody solutions
® Accounting standards

® Risk management frameworks

Institu

adoption brings legitimacy but changes crypto's character — ETF AUM data: bitbo.io/bitcoin-etf-flows
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Course Summary

What We Covered:

©00000CCO0COC

L1:
L2:
L3:
L4:
L5:
L6:
L7:
L8:

Introduction to Cryptoeconomics
Blockchain Fundamentals
Cryptographic Foundations
Consensus Mechanisms

Token Economics

Decentralized Finance

Smart Contracts and Game Theory

Regulation, Risks, and Future

in cryptoeconomics complete

Found



Key Insights

Core Principles:
© Cryptography enables trustless verification
@ Consensus turns economics into security
© Tokenomics align incentives
@ Game theory explains why it works

© Regulation shapes adoption

The Big Picture: Cryptoeconomics creates systems where rational self-interest produces collective benefit.

Incent

are key to crypto



Questions for Reflection

@ Will CBDCs help or hinder crypto adoption?
@ How will regulation evolve over the next decade?
© What role will crypto play in the global financial system?

@ Which technologies have the most transformative potential?

Final Discussion: What excites or concerns you most about crypto’s future?

future is still being written

The



Thank You for Participating!

Course Complete

Further learning: Ethereum.org, DeFiLlama.com, Messari.io

Course materials: digital-ai-finance.github.io/crypto-economics






Case Study: FTX Collapse (November 2022)

What Happened:
® FTX: 2nd largest crypto exchange ($32B valuation)
® Alameda Research (sister company) used customer funds
® CoinDesk exposed balance sheet issues

® Bank run, bankruptcy in 10 days

Impact:
® $8B+ customer funds missing
® Contagion: BlockFi, Genesis, Voyager bankruptcies
® Bitcoin dropped from $21K to $16K

Lessons:
® Centralized exchanges are counterparty risk
® “Not your keys, not your coins”

® Proof of reserves became industry standard

25 years prison (March 28, 2024). Source: justice.gov

SBF:


justice.gov

Stablecoin Regulatory Frameworks

Stablecoin Regulatory Framework Comparison

USA EU (MiCA) Singapore
Reserve  100% cash/T-bills 100% reserves 100% low-risk
Requirements (proposed) segregated custody assets
R N State MTL or E-money or MAS license
Licensing . .
federal charter ART license required
Monthly attestation Real-time audit Monthly disclosure
Tra-lsparenc?' ) ; .
varies by state) public reserve info to MAS
Redemption 1:1 redemption Guaranteed 1:1 5-day redemption
Rights (proposed) at any time max

Note: MiCA is the most comprehensive framework (effective 2024-2025)

- Implemented - Clear Rules - Fragmented/Pending

Source: EU MiCA, US Treasury, MAS
MiCA
sets the global standard for stablecoin regulation — Source: EU MiCA, US Treasury, MAS



DeFi-Specific Regulatory Challenges

Core Questions:
® Who is responsible when there’s no company?
® How to enforce KYC on permissionless protocols?

® |s a smart contract a “money transmitter”?

Regulatory Actions (2023-2024):
® Tornado Cash developer arrested
® Uniswap Labs received SEC Wells notice
® CFTC fined Ooki DAO (precedent for DAOs)

Emerging Frameworks:
® “Sufficient decentralization” test
® Front-end vs. protocol distinction

® DAO legal wrappers (Wyoming, Marshall Islands)

uncertain area in crypto law

Most



DeFi Regulatory Challenges Overview

DeFi Regulatory Ch

Protocol

DAO
Lial

ity

+ No legal entity

KYC/AML
Compliance
* No identity layer
* Permissionless access
« Travel rule issues

* Who is responsible?
« Smart contract bugs Emerging Responses:

Front-end regulation | DAO legal wrappers | "Sufficient decentralizati

Examples: Tornado Cash sanctions, d)l)kl DAO CFTC case, Uniswap SEC Wells notice

securities, liability, and enforcement remain unresolved

Securities
Classification
* Howey test unclear
+ Token categorization
* Yield = security?

Cross-Border
Enforcement

« Jurisdiction unclear
* Global protocols
« Regulatory arbitrage
on" test

ource: Regulatory filings 2023-2024

KYC/.



Alternative L1: Solana Ecosystem (2024-2026)

Solana Overview:
® High-performance L1: 400ms block time, $0.001 fees
® Proof of History + Proof of Stake consensus

® Recovered from FTX association (major investor)

2024-2026 Growth:
® TVL: $8B+ (as of early 2026, from $200M post-FTX)
® Daily transactions: 100M+ (as of 2025, vs Ethereum 1M)
® NFT market share growing
® Meme coin activity (BONK, WIF)

Trade-offs:
Higher throughput but more centralized (fewer validators, higher hardware requirements).

Live
data: defillama.com/chain/Solana (TVL changes daily)


defillama.com/chain/Solana

Further Learning Resources

Documentation:
® Ethereum.org (official Ethereum docs)
® Bitcoin.org/en/developer-documentation
® Docs for Uniswap, Aave, MakerDAO

Data & Analytics:
® DeFiLlama.com (TVL, yields, protocols)
® Dune.com (on-chain analytics)

® Glassnode.com (on-chain metrics)

Research:
® Messari.io (research reports)
® 316z crypto research

® Paradigm research blog

DYOR (Do Your Own Research)

Always
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