Hallucination Prevention

Week 9: Verification, Grounding, and Factuality

PhD Course in Agentic Artificial Intelligence



Types of LLM Hallucinations

Wrong facts Ignores context Wrong format
Fabricated data Contradicts source Missed constraints
False citations Adds unsupported Task drift
High Risk Medium Risk Lower Risk
Detectability

Factt

hallucinations are highest risk; instruction drift is most common.
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Chain-of-Verification Pipeline

Generate > Extract > ‘(‘ienev:ate > Verify S Revise

Response Claims
Example:
“Paris is capital of France”  [Paris, France, capital] “What is France capital?" “Paris" (verified) Correct!

Key: Independent verification prevents confirmation bias

Indeg

verification prevents confirmation bias.
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FActScore Evaluation

100- FActScore: Factual Precision by Model
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FAct!
measures atomic fact precision against knowledge sources.
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Mitigation Strategy Comparison

Mitigation Effectiveness vs Cost
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Mitigation Strategy

Chair

of-Verification offers best accuracy/latency trade-off.
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Key Papers

This Week
® Jietal. (2023). “Survey of Hallucination in NLG.” arXiv:2202.03629
® Min et al. (2023). “FActScore: Fine-grained Atomic Evaluation.” arXiv:2305.14251
® Dhuliawala et al. (2023). “Chain-of-Verification.” arXiv:2309.11495

Start

with the hallucination survey for taxonomy and scope.



Summary

Key Concepts
® Types: Factual, faithfulness, instruction hallucinations
® Detection: FActScore, claim decomposition, verification

® Prevention: Grounding, self-consistency, multi-agent review

Next Week

® Agent Evaluation and Benchmarking

i Detection ; Correction for production systems.

Preve



