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Advanced Learning Objectives

This deep dive targets the upper tiers of

Bloom's Taxonomy: Assumed Background
@ Analyze the structural tension between You are familiar with: AML/KYC
rules-based and ML-based AML transaction fundam_entals, the three-stage money
monitoring — why do regulators and firms laundering model, the concept of
converge on hybrid architectures? [Analyze] regulatory sandboxes, and the

distinction between activity-based and
game-theoretic phenomenon — when is fentlty-based rﬁgulatllon_. -T:C'S sejsw.n
forum-shopping socially efficient versus mfte}r]rogates WS WL Il dIEl
destructive? [Evaluate] °© these concepts.

@ Critique the EU MiCA framework’s token

taxonomy and assess whether its stablecoin Central Analytical Question

reserve requirements create systemic resilience Financial regulation is a dynamic game

or merely compliance theater [Eva/uate] between regulators' firms, and

o Evaluate regulatory arbitrage as a

aala a N N minaA
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AML Transaction Monitoring: Rules-Based vs. ML-Based Architectures

The Rules-Based Regime (1970s—present): Why Banks Hesitate to Adopt ML:

@ Traditional AML monitoring uses deterministic o Explainability gap: Regulators
rules: flag transactions above a threshold (e.g., (FinCEN, FCA, BaFin) expect
USD 10,000 under the Bank Secrecy Act), banks to explain why a SAR was
detect structuring patterns (multiple filed. A gradient boosting model
sub-threshold deposits), screen against that assigns a score of 0.87 does
sanctions lists. not constitute a legally defensible

@ Rules are transparent, auditable, and “reason to suspect.”
regulatorily defensible — but they are also @ Model risk management: OCC
known to adversaries. Criminals can SR 11-7 requires model validation,
reverse-engineer the rule set and operate just back-testing, and governance for
below detection boundaries. all models used in compliance

o False positive rates in production rule-based decisions. ML models require
systems: 95-99%. For every 100 alerts, 1-5 are continuous retraining as criminal

ienuine susiicious activiti. This consumes behavior evolves.
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AML Enforcement Economics: The Cost-Effectiveness Paradox

The Scale of the Compliance
AML Compliance Pipeline Apparatus:

aaaaaaaaaa @ Global AML compliance spending:
~USD 274B annually (LexisNexis 2023).
This exceeds the GDP of 140 countries.

@ Estimated global money laundering
volume: USD 800B-2T per year
(UNODC). Less than 1% of illicit flows
are seized.

@ SAR filing volume (US): 3.6M SAR:s in

2023. FinCEN estimates fewer than 5%
lead to law enforcement action.

nnnnnnnnn

The Cost-Effectiveness Question:
@ The AML regime spends ~USD 274B to
interdict <USD 8B in illicit funds. The

ento
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Regulatory Arbitrage: A Game-Theoretic Analysis of Forum-Shopping

The Strategic Setup: When Is Arbitrage Efficient?

o Let N jurisdictions set regulatory stringency o Efficient arbitrage: Firm relocates
si € [0, 1] independently. Fintech firms choose from jurisdiction with needlessly
jurisdiction j* to minimize compliance cost duplicative regulation. The firm
C(s;j) while maintaining access to target gains; the exiting jurisdiction is
markets. prompted to reform. This is

@ Each jurisdiction faces a tradeoff: higher s; welfare-improving Tiebout
improves consumer protection and financial competition.
stability but reduces the number of firms that @ Destructive arbitrage: Firm
choose to incorporate there. Tax revenue, relocates to exploit a regulatory
employment, and innovation spillovers are lost. gap, exposing consumers in the

@ The Nash equilibrium is a race to the bottom: original jurisdiction to risks without
each jurisdiction has a unilateral incentive to adequate protection. This is a
reduce s; to attract firms, leading to negative externality.

convergence at an inefficiently low regulator
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MiCA Deep Analysis: Token Classification and Regulatory Scope

The MiCA Token Taxonomy (Regulation (EU) Critical Design Choices in MiCA:

2023/1114): e Functional classification: MiCA

o E-Money Tokens (EMTs): Tokens classifies by economic function, not
referencing a single fiat currency (e.g., EURC). by technology. This avoids the US
Regulated as electronic money under existing “Howey test” uncertainty but
EMD?2 standards. Issuers must be licensed creates boundary disputes (e.g.,
credit institutions or e-money institutions. governance tokens with

o Asset-Referenced Tokens (ARTs): Tokens fee-sharing: utility or ART?).
referencing multiple currencies, commaodities, or @ Significance thresholds: An
baskets (e.g., Diem/Libra concept). Subject to EMT/ART becomes “significant”
the most stringent requirements: reserve if: customer base >10M, reserve
adequacy, governance, and “significant ART" value >EUR 5B, or daily
systemic risk provisions. transactions >2.5M. Significant

tokens trigger EBA direct

° Ut|||ty tokens Tokens prowdlng access to a
; supervision.

€.
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MiCA Stablecoin Reserves: Systemic Resilience

or Compliance Theater?

Reserve Requirements Under MiCA (Art. Does 100% Reserve = Zero Risk?

36-38): °
@ EMT issuers must maintain reserves equal to
100% of the outstanding token value in
high-quality liquid assets (HQLA): central bank
deposits, government bonds <5-year maturity,
or reverse repos with HQLA collateral.

o At least 30% of the reserve must be held as °
central bank deposits (for significant EMTs:
60%).

@ Reserves must be segregated from the issuer's
own assets and held with authorized

custodians. No rehypothecation. No °

yield-seeking strategies.
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Interest rate risk: Even
government bonds lose
mark-to-market value when rates
rise. A rapid rate increase could
cause reserve shortfalls in
book-value accounting.

Custodial risk: Segregation with
third-party custodians protects
against issuer insolvency but
introduces counterparty risk at the
custodian level (cf. SVB).

Redemption run dynamics: If

token holders redeem
simultaneously, the issuer must



SupTech: ML-Driven Supervisory Technology for Market Surveillance

RegTech Technology Stack

Joerg Osterrieder

The SupTech Taxonomy:

o Data collection automation:

NLP-based extraction of structured
data from regulatory filings,
prospectuses, and annual reports.
MAS (Singapore) uses NLP to
auto-classify 50,000+ regulatory
submissions per year.

Market surveillance: Graph neural
networks to detect insider trading
networks, spoofing patterns, and wash
trading in both traditional and crypto
markets. The SEC's MIDAS system
processes 50B+ equity market
events/day.
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SupTech: Computational Stress Testing and Contagion Modeling

Traditional vs. ML-Augmented Stress Testing:  The DebtRank Algorithm:
e Traditional (CCAR/DFAST): Banks project o Let h;(t) = “distress” of bank i at

losses under 3 Fed-prescribed macroeconomic time t, where h; € [0,1].
scenarios. Models are bank-specific, o Initial shock: bank i suffers loss ¢;,
scenario-dependent, and backward-looking. so h;(0) = ¢;/E; (loss as fraction
The 2023 SVB failure occurred despite the of equity).

bank passing its most recent stress test. o Propagation: hy(t + 1) =

e ML .augment'fltion: Randorr.1 forest a?d . min{1, h;(t) + 3; Wi - hi(t)}
gradient boosting models trained on historical

< _ o where W;; = A;;/E; is the exposure
crisis data can generate thousands of plausible J! ji/ J P
_ _ _ of bank j to bank i as a fraction of
stress scenarios, not just the 3 prescribed by o .
J's equity.

regulators. This shifts stress testing from

“scenario compliance” to “tail-risk discovery.” ® lteration continues until

) .. convergence. DebtRank of a bank
o Network contagion models: Traditional .
= total system distress caused by

stress tests treat each bank independently. . NP
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Cross-Jurisdiction Compliance Engine: Architecture and Design Constraints

The Problem:

@ A fintech operating across N jurisdictions must
simultaneously satisfy N AML regimes, N KYC
standards, and N data protection laws.
Requirements are not merely additive — they
are often contradictory.

Global Fintech Regulatory Comparison

@ Example conflict: French AML law requires
5-year retention of customer transaction data.
GDPR Art. 17 (right to erasure) allows
customers to request deletion. Resolution
depends on legal basis hierarchy (AML
overrides GDPR for retention, but GDPR limits
use of retained data to AML purposes only).

The Scalability Problem

Compliance complexity grows
combinatorially with jurisdiction count.
Compliance Engine Architecture: For N jurisdictions with K rule
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Privacy vs. Surveillance: The GDPR-AML Structural Tension

Two Regulatory Regimes with Opposing Data Legal Basis Resolution:

Philosophies: @ AML processing relies on GDPR

e GDPR (2018): Data minimization (Art. Art. 6(1)(c) (legal obligation) and
5(1)(c)); purpose limitation (Art. 5(1)(b)); Art. 6(1)(e) (public interest task).
right to erasure (Art. 17); data protection by This overrides the consent
design (Art. 25). Philosophy: collect the requirement.
minimum data necessary, retain it only as long o Retention: AMLD mandatory
as needed, and give data subjects control. retention period constitutes a

e AML Directives (AMLD5/6): “legal obligation” under GDPR Art.
Comprehensive customer due diligence; ongoing 17(3)(b), exempting AML data
transaction monitoring; 5-year data retention from the right to erasure during
after relationship termination; suspicious the retention period.
activity reporting to FIUs. Philosophy: collect o However: data collected for AML
maximum data, retain it indefinitely, and share may not be repurposed for

it with authorities proactively. marketing, credit scoring, or other



The US Fintech Regulatory Patchwork: Structural Fragmentation

The Fragmentation Problem:

U Fintech ! e ¢ @ US financial regulation is organized by
FEDERAL REGULATORS entity type and activity, across federal
and state levels, with no single fintech

regulator.

@ A crypto exchange serving US
customers may simultaneously face:
SEC (securities), CFTC
(commodities), FinCEN (AML), OCC
(banking), CFPB (consumer
protection), and 50 state money
transmitter licensing requirements.

o Total: 6+ federal regulators and 50
state regulators with overlapping,

sometimes contradictory, jurisdiction.
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Money Laundering in Digital Finance: Evolving Typologies and Detection

The Three-Stage Model Applied to Crypto:
o Placement: lllicit fiat — crypto via P2P

exchanges (LocalBitcoins, Paxful), ATMs with —n N
weak KYC, or nested exchanges (unlicensed ... T
exchanges operating through licensed = ==
platforms’ APIs).
e Layering: Chain-hopping (BTC — XMR —

ETH via DEXs); mixing services (Tornado - Crrere———
Cash: USD 7B+ processed before OFAC
sanctions); privacy coins (Monero: ring
signatures make tracing computationally
infeasible); cross-chain bridges as laundering

Three Stages of Money Laundering

;;;;;;;;;;;;;;;;;;

Blockchain Analytics as
Counter-Measure:

@ Chainalysis, Elliptic, TRM Labs:

conduits. o
cluster analysis links pseudonymous
o Integration: Off-ramping via OTC desks in addresses to known entities.
low-KYC jurisdictions: purchasing real assets Effectiveness depends on exchange
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Regulatory Sandboxes: Evidence on Innovation Outcomes

The Sandbox Value Proposition:

Regulatory Sandbox Adoption Around the World

@ Controlled environment where
fintechs test regulated activities with
real customers under temporary
regulatory relief. Regulator observes
behavior, learns about novel risks, and
develops evidence-based rules.

e By 2024: 80+ jurisdictions have

launched regulatory sandboxes. FCA
(UK, 2016) remains the benchmark.

Does the Sandbox Model Work?

@ Positive evidence: FCA sandbox
cohorts 1-6: 80% of participants
continued to market post-sandbox. Firms

report 40% reduction in time-to-market
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Regulatory Taxonomy: Key Concepts

Regulatory Architecture Concepts:

Activity-based regulation: Regulatory
framework that applies rules based on what a
firm does (payment processing, lending,
trading) regardless of its organizational form.
MiCA and the FCA model follow this
approach. Advantage: technology-neutral.
Disadvantage: classification disputes at
activity boundaries.

Entity-based regulation: Rules that apply
based on what a firm is (bank, broker-dealer,
insurance company). Traditional US model.
Creates gaps when new entity types
(neobanks, DeFi protocols) do not fit existing
categories.

and Definitions

Compliance and Enforcement Concepts:

De-risking: Banks terminating relationships
with entire categories of customers (crypto
firms, money service businesses, correspondent
banks in high-risk jurisdictions) to avoid
regulatory risk. Reduces financial inclusion and
pushes activity into unregulated channels.

Regulatory sandbox: Time-limited
authorization for firms to test innovative
financial products with real customers under
modified regulatory requirements and regulator
supervision. Not a permanent exemption.

SupTech (Supervisory Technology):
Technology used by regulators to enhance

sui ervision: automated reporting, ML-based
Joerg Osterrieder Financial Technology (FinTech)



Compliance Cost Model: Quantifying the Regulatory Burden

Cost Components of AML/KYC
Compliance Cost a3 of Compliance:
» (i) Fixed Costs (Scale-Independent):

@ Compliance officer salaries: USD
80-250K per head (US/UK). Minimum
team for a licensed entity: 3-5 FTEs.

@ Technology infrastructure: transaction
monitoring system (USD 200K-2M
annually), screening databases (USD
50-200K /year), case management
tooling.

@ Licensing fees: MiCA CASP
authorization ~EUR 50-150K; US state
MTL portfolio (all 50 states): USD
500K-1M.

10 15
Compliance Cost (% of Revenue)
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MiCA Token Classification: Decision Flowchart

Classification Decision Tree: Boundary Cases and Disputes:

@ Is the token a financial instrument under ° Governa.nce tokens with _
MiFID U? If yes — regulated under MiFID I, f'ee—sharlrl.g: Token grants voting
not MiCA. This includes tokenized securities, rights (utility) but.also shares
derivatives, and structured products. protocol reyenue ('”_V_eSt’T‘e”t

@ Is the token a deposit under CRD/CRR? If return). MIC,,A .C|aSS|flcat|0n "

depends on “primary purpose’ — a

yes — banking regulation applies. Tokenized
deposits issued by banks fall under existing
prudential rules.

subjective determination that will
likely require ESMA guidance or

. . case law.
© Does the token reference a single fiat

currency and purport to maintain stable
value? If yes — E-Money Token (EMT). Issuer
must be a licensed credit institution or e-money
institution.

@ Algorithmic stablecoins:
Reference a fiat currency (EMT?)
but maintain peg via algorithmic
mechanisms rather than reserves.

. MiCA requires reserves for EMTs,
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Discussion Questions for Advanced Seminar

Analytical Questions:
@ The global AML regime spends ~USD

Design and Policy Questions:

@ You are advising a fintech that plans to

274B annually to interdict less than USD
8B in illicit flows. Using a cost-benefit
framework, under what assumptions
about deterrence effects would the
current spending level be justified? What
observable data would you need to test
your assumptions?

MiCA classifies tokens by economic
function. The US classifies by the Howey
test (investment contract analysis). For
each of the following tokens, determine
the classification under both regimes and
identify where they diverge: (a) USDC;

offer cross-border crypto-to-fiat payment
services in the EU (post-MiCA), UK
(FCA), and Singapore (MAS). Design the
minimum viable compliance architecture:
which licenses are needed, what
technology stack would you deploy, and
where are the highest-risk regulatory
conflict points?

The OFAC sanctioning of Tornado Cash
(2022) effectively sanctioned open-source
code. Using First Amendment doctrine
and the distinction between speech and
conduct, construct arguments for and
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