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What Happens When Nobody Is in Charge?

Decentralization removes every safety net:

® No customer support hotline to call

® Transactions cannot be reversed once confirmed

® No central authority to issue bailouts XCLOSEDX A
® Lose your private key — funds are gone forever | ry— |

® Smart contract bug — there is no “undo”

The trade-off: censorship resistance and self-sovereignty come
with full personal responsibility for security and errors.

Bloom’s Evaluate: assessing risks requires understanding what guarantees exist — and which do not — in a trustless system.



A Taxonomy of Risks

Four major risk categories:

1. Technical Risk Taxonomy: Historical Losses by Category
® Smart contract bugs (reentrancy, overflow) Smart C‘;fli;aztttBuzs s $2.58B Technical
o acks g
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® Bridge exploits — cross-chain vulnerabilities Oracp‘e Manipulation s $0.45 Economic
H Flash Loans {mmmmss $0.3B
2. Economic
Exchange Shutdowns JEEEEEE—————— $1.0B Regulatory
® Impermanent loss in liquidity pools Token Delistings mm—— $0.3B
. . Compliance Fines I $0.2B = Technical
® Oracle manipulation, flash loan attacks Key Loss] i
Phishing JEEE———— $]MEN Regulatory Operational
3' RegUIatory Exchange Hacks NN BN Operational
® Exchange shutdowns, token delistings 1071 100 10!

® Compliance fines for unregistered securities $ Billions (log scale)

4. Operational
® Private key loss / poor seed phrase storage

® Phishing, social engineering, exchange hacks

Each risk category requires a different mitigation strategy — technical audits cannot fix regulatory exposure, and insurance cannot prevent key loss.



The Economics of an Attack

Attacker’s rational calculus:

Attack proceeds if:

Gain > Cost
—~— ~—~—~

double-spend, theft hardware + energy + risk

Attack costs include:

® Hardware acquisition (ASICs, stake)

® Ongoing electricity / validator fees

® QOpportunity cost of honest mining

® Risk of detection and asset devaluation
Potential gains include:

® Double-spend profit on exchanges

® Stolen funds from re-org targets

® Short positions opened before attack

Security budgets must keep attack cost above expected gain; large chains are protected by market cap, small chains are perpetually vulnerable to rental

attacks.
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Case Study: The DAO Hack

What happened?
® The DAO raised $150M in ETH (April 2016)

Apr 2016

- . > DAO launches,
® Reentrancy vulnerability: withdraw before balance update raises $150M
. . I
® Attacker drained $60M in ETH over 24 hours Jun 17, 2016
® Ethereum community chose to hard-fork - Reamiziey
attack begins
Two chains emerged: Jun 18, 2016
g > $60M drained
® ETH - forked, attack reversed into child DAO
® ETC — original, “code is law” Jul 20, 2016
> Hard fork
ETH / ETC split
Lessons: / P

® Code is law — until community consensus overrides it
® Governance mechanisms are part of the security model

® Audit scope must include all recursive call paths

The DAO hack is the canonical case study: technical vulnerability — economic exploit — governance crisis — all three risk layers activated simultaneously.



Worked Example: 51% Attack Cost

Bitcoin network parameters: Total 1-hour attack budget:
® Current hash rate: &~ 500 EH/s (exahashes/second)

$1.275B + $127.5M ~ $1.4B+
® Controlling 51% requires > 255 EH/s of additional — = =

power hardware electricity total outlay
Hardware cost: Maximum double-spend gain:
. e
255 EH /s % $5M —  $1.075B Block reward: =~ $0.5M
—— ~ S ® Exchange exposure: limited by confirmation delays

additional power needed  Per EH/s one-time hardware 3 ) )
® Net result: economically irrational

Electricity cost per hour:
Contrast — small chains:

255 EH/s x $500k/hr = $127.5M/hr ® Ethereum Classic attack (2020): cost ~ $200k
—_——— —  ~—
rented power  per EH/s running cost ® Several successful re-orgs executed

® Attack cost < potential gain

Large market cap chains are self-securing through economic deterrence; small chains must supplement with finality gadgets, checkpointing, or delayed

settlement.



Regulatory Risk by Jurisdiction

United States: Asia — divergent approaches:
® SEC enforcement: Howey Test determines if token is a ® Singapore: progressive, MAS licensing framework,
security “regulatory sandbox” for innovation
® State-by-state money transmitter licensing ® China: complete ban on crypto trading and mining
® CFTC oversight for commodity-linked tokens since 2021
® Japan: exchange licensing mandatory since 2017,
European Union: early mover in consumer protection
® MiCA (Markets in Crypto-Assets) — full
implementation Dec 2024 Strategic implication:
® Comprehensive licensing for crypto-asset service ® Regulatory arbitrage drives incorporation
providers jurisdiction
® Asset-referenced and e-money token rules ® Multi-jurisdiction compliance adds cost

. . e L. ® Regulatory clarity reduces risk premium
Key regulatory risk: retroactive reclassification of tokens

already in circulation as unregistered securities.

Regulatory risk is correlated across jurisdictions — a G20 coordinated action (e.g., stablecoin ban) could simultaneously affect all operating entities

worldwide.



Risk Mitigation Toolkit

Per risk category: Universal best practices:

Technical ® Never invest more than you can afford to lose

® Smart contract audits (multiple firms) entirely

® Formal verification (Certora, K Framework) ® Verify smart contract addresses independently

* Bug bounty programs (Immunefi) ® Use only protocols with published audit reports

® Keep all software and firmware updated

e Portfolio diversification across protocols Store seed phrases offline, in multiple locations

® On-chain insurance (Nexus Mutual, InsurAce) Institutional-grad trol
nstitutional-grade controls:

Regulator
& Y ® Key ceremony documentation

® Ongoing legal counsel in each jurisdiction
going 'eg J ® Timelocked upgrades (governance delay)

® Multi-jurisdiction compliance monitoring o E functionalit
] mergency pause functionality
Operational
® Hardware wallets for cold storage

® Multi-signature (multi-sig) authorization

No single mitigation eliminates all risk — def in depth (layered controls) is the standard approach for DeFi treasuries and institutional custodians.



Five Questions to Evaluate Any Protocol's Risk

The five evaluation questions:

1.

Attack surface:
How many smart contracts and external dependencies?

. Worst-case loss:

What is the total value locked (TVL) at risk?

. Insurance / backstop:

Is there on-chain coverage or a treasury reserve?

. Audit status:

Has it been audited and how recently?

. Regulatory status:

What is the jurisdiction and compliance posture?

How to assess each answer:

1.

Count contracts and oracle feeds; check for
upgradability proxies

Look up DefiLlama TVL; identify concentration in
single pools

Check Nexus Mutual coverage limits and premium
pricing

Verify audit firms (Trail of Bits, OpenZeppelin,
Certora); check date — anything > 12 months is
stale for active protocols

Check incorporation docs, token legal opinions, and
any outstanding regulatory correspondence

This five-question framework applies equally to retail investors, DAO treasury managers, and institutional due diligence teams — scale the depth of inquiry

to the capital at risk.



Key Takeaways

What you have learned to evaluate:

1.

Risk taxonomy: technical, economic, regulatory, and
operational risks are distinct and require different
mitigations

. Attack economics: security is maintained when attack

cost exceeds expected gain — this must be continuously
verified

. Historical precedent: the DAO hack shows how one

vulnerability can trigger a governance crisis across an
entire chain

. Regulatory landscape: jurisdiction determines risk

exposure; MiCA, SEC enforcement, and outright bans
create asymmetric environments

. Mitigation depth: no single control suffices — audits,

insurance, multi-sig, and legal counsel form a layered
defence

You can now evaluate:
® Risk categories for any decentralized protocol

® Attack economics using the cost-benefit
framework

® Regulatory landscapes across major jurisdictions
® Mitigation strategies matched to specific risk
types

Bloom's Level: Evaluate

You can judge the security and risk profile of a
decentralized system, weigh competing mitigations,
and defend a position on whether a protocol’s risk is
acceptable for a given use case.




