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Token Birth to Death

The Full Journey
o Minting: token creation
o Operation: transfers, staking

[COMIC: Token lifecycle from mint to burn as journey] @ Burning: permanent destruction

Today’s Questions

From genesis block to final burn... o Who can mint new tokens?
@ When should tokens be burned?

@ How do we prevent abuse?

Every token has a lifecycle. Understanding it reveals the economic design behind tokenomics.
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Learning Objectives

By the end of this lesson, you will be able to:
@ Implement various minting strategies (owner, public, allowlist, merkle tree)

Design burning mechanisms for deflationary tokenomics

Use Pausable pattern for emergency circuit breakers
Apply access control patterns (Ownable, AccessControl, multi-sig)

Apply upgradeability patterns (Transparent Proxy, UUPS)

Implement time-locked operations and governance mechanisms

Building on L18: ERC-721 and ERC-1155
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The Problem: How do we align stakeholder incentives?

The Challenge What We Need
How do we design token distribution and lifecycle
mechanisms that align team, investor, and user incentives
over time? Without proper alignment, early stakeholders
can dump tokens immediately, destroying long-term value.

@ Economic alignment of actors

@ Mechanisms preventing immediate token dumps by
insiders

Why It Matters The Cryptoeconomics Question

e Poor tokenomics leads to pump-and-dump schemes Aligning individual and collective interests

and rug pulls

@ ICO boom/bust (2017-2018) showed consequences of
misaligned vesting

Today's lesson: How Token Lifecycle addresses this challenge
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What Are the Key Stages of Token Lifecycle?

Token Lifecycle Stages

/Pmyy—um\

Deployment Operation Burning Upgrade

Continuous
Contract creation Create tokens Transfers Destroy tokens New logic
Initial setup Increase supply Approvals Decrease supply Migration
Supply + Supply -
Start Time

Problem: How do we align stakeholder incentives? — Each lifecycle stage creates opportunities for alignment: vesting at minting, governance during operation,=buybacks=via burning
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How Do Economic Forces Shape Token Lifecycle?

Smart contract
deployment

CREATION

Supply
Fixed or Inflationary

Economic perspective: Creation sets supply policy, distribution

Token Economic Lifecycle

(

ICO /1DO / Airdrop
Vesting schedules

DISTRIBUTION

DEX/CEX listing
Price discovery

TRADING

UTILITY

Governance votes
Staking rewards

BURN/END

Liquidity
Locked or Unlocked
Deflationary burns
Migration/Sunset

Value Capture
Fees, Burns, Buybacks

/e blish

initial hip, trading
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What Are the Stages of a Token's Lifecycle?

Complete lifecycle of a token contract:
O Deployment: Contract creation, owner/admin setup, initial distribution
@ Minting: Creating new tokens (increasing supply), controlled by governance or owner
© Operation: Normal transfers, approvals, staking, may include pause capability
© Burning: Destroying tokens (decreasing supply), voluntary or forced mechanisms

@ Upgrade/Migration: Proxy upgrades or token swaps, governance-controlled

Key point: Complete lifecycle of a token contract
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How Does Owner-Controlled Minting Work?

Simple admin-based minting:

import "Qopenzeppelin/contracts/token/ERC20/ERC20.s0l";
import "@openzeppelin/contracts/access/Ownable.sol";

contract OwnerMintToken is ERC20, Ownable {
constructor () ERC20("Owner Mint Token", "OMT") {}

function mint(address to, uint256 amount) public onlyOwner {
_mint (to, amount);

}
}

Advantages: Simple, flexible timing, useful for airdrops and team allocation
Disadvantages: Centralized control, risk of unlimited inflation, regulatory concerns

Study this code pattern carefully
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How Does Public Minting with Cap Work?

Anyone can mint up to a maximum supply:

contract PublicMintToken is ERC20 {
uint2566 public constant MAX_SUPPLY 1_000_000 * 10%%18;
uint256 public constant MINT_PRICE 0.01 ether;
uint256 public constant MAX_PER_TX = 10 * 10%x*18;

function mint(uint256 amount) public payable {
require(totalSupply () + amount <= MAX_SUPPLY, "Max supply exceeded");
require (amount <= MAX_PER_TX, "Exceeds max per transaction");
require(msg.value >= amount * MINT_PRICE / 10%*18, "Insufficient payment");
_mint (msg.sender, amount);

Use Cases: NFT mints, fair launch tokens, crowdfunding

Problem: How do we align stakeholder incentives? — Public mints with caps create fair access (anyone can participate) and scarcity (MAX_SUPPLY prevents inflation), aligning early and late

adopters
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How Do Merkle Tree Allowlists Work?

Gas-efficient allowlist using Merkle proofs:
import "Qopenzeppelin/contracts/utils/cryptography/MerkleProof.sol";

contract MerkleMintToken is ERC20 {
bytes32 public merkleRoot;
mapping (address => bool) public hasClaimed;

constructor (bytes32 _merkleRoot) ERC20("Merkle Token", "MTK") {
merkleRoot = _merkleRoot;

}

function claim(uint256 amount, bytes32[] calldata merkleProof) public {
require (!hasClaimed [msg.sender], "Already claimed");
bytes32 leaf = keccak256(abi.encodePacked(msg.sender, amount));
require (MerkleProof.verify (merkleProof, merkleRoot, leaf), "Invalid proof");
hasClaimed [msg.sender] = true;
_mint (msg.sender, amount);

Advantage: Store single root hash (32 bytes) instead of entire allowlist

Study this code pattern carefully
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Minting Strategies Comparison

Minting Strategies Comparison

104 Il Decentralization @ Sybil Resistance
I Gas Efficiency I Flexibility

Score (1-10)

Owner Public
Controlled Mint

Allowlist Merkle
(Mapping) Tree

Airdrops Fair launch Early access Large-scale
Team allocation ICO VIP sales Whitelist

Merkle tree offers best gas efficiency for large allowlists
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How Do Tokens Get Burned?

Destroying tokens to reduce supply:
import "Qopenzeppelin/contracts/token/ERC20/extensions/ERC20Burnable.sol";
contract BurnableToken is ERC20Burnable {

constructor () ERC20("Burnable Token", "BURN") {
_mint (msg.sender, 1_000_000 * 10%*18);

}
// Inherited: burn(uint256 amount) - burns caller’s tokens
// Inherited: burnFrom(address account, uint256 amount) - burns with allowance

}

Burn Strategies:
o Voluntary: Users burn their own tokens (e.g., for utility)
o Fee Burn: Transaction fees burned automatically (EIP-1559 model)

o Buyback & Burn: Protocol buys tokens from market and burns them

Study this code pattern carefully
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Deflationary Token Mechanisms

Deflationary Token Mechanisms

104 I Supply Reduction I User Participation
I Price Impact @ Predictability

Impact Score (1-10)

Transaction Buyback Staking Voluntary
Fee Burn & Burn Burn Burn
ETH (EIP-1559) BNB Quarterly LUNA (pre-crash) Proof-of-Burn

BNB Chain SHIB Frax User choice

Problem: How do we align stakeholder incentives? — Deflationary mechanisms (burning tokens) align incentives by making remaining tokens more scarce, benefiting long-term holders over
short-term speculators
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Problem Check-In: Token Lifecycle

Recall OQur Problem Still to Address
How do we align stakeholder incentives? @ Access control patterns (Ownable, multi-sig,
What We’ve Learned So Far governance) and upgradeability mechanisms

o Minting strategies (owner-controlled, public, Merkle @ How do we prevent admin abuse while still allowing

allowlist) determine who can create new tokens and necessary contract updates?

when
Think About

@ Based on what you've seen, how would you solve this
problem?

@ Burning mechanisms (voluntary, fee burn, buyback)
reduce supply, creating scarcity for remaining holders

o Controlled minting prevents insider dumps; burning

. . . . . - ?
aligns incentives by rewarding long-term commitment @ What trade-offs do you expect?

Pause and reflect: How does what we've learned so far address “How do we align stakeholder incentives?"?
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How Does the Ownable Pattern Work?

Single owner with full control:
import "@openzeppelin/contracts/access/Ownable.sol";

contract OwnedToken is ERC20, Ownable {
constructor () ERC20("Owned Token", "OWN") {}

function mint(address to, uint256 amount) public onlyOwner {
_mint (to, amount);
¥
function renounceOwnership() public override onlyOwner {
// Irreversibly give up ownership (contract becomes unmanaged)
super.renounceOwnership();
¥
Risk: Single point of failure (owner key compromise = full control loss)
Mitigation: Use multi-sig wallet as owner (Gnosis Safe)

Study this code pattern carefully
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How Do Multi-Signature Wallets Improve Security?

Require multiple approvals for critical operations:

Gnosis Safe Example:
@ 3-of-5 multi-sig: Requires 3 out of 5 owners to approve transaction
@ Prevents single key compromise
o Common setup: Deploy token with Gnosis Safe as owner

Workflow:
@ Owner 1 proposes transaction (e.g., mint (alice, 1000))
@ Owners 2 and 3 approve transaction
© Transaction executes automatically when threshold reached

Real-World Usage:
@ Uniswap: 4-of-7 multi-sig controls protocol fees

o Compound: Timelock + multi-sig for governance execution

Key point: Require multiple approvals for critical operations
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Access Control Patterns Comparison

Access Control Patterns Comparison
12
I Security [ Speed
101 I Simplicity [ Decentralization
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o
—
—
Z 6l
o
o
&
44
24
0<
Ownable AccessControl Multi-Sig Governance
(Single Admin) (Role-Based) (3-0f-5) (Token Voting)
Ex: Small projects| |Ex: Aave, Compound Ex: Uniswap Ex: MakerDAO
VPs Enterprise Treasury Governor

Problem: How do we align stakeholder incentives? — Multi-sig prevents single-person abuse (no rug pulls); governance gives token holders control, aligning decision-makers with those affected by
decisions
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Why Make Contracts Upgradeable?

Motivation for upgradeable contracts:
@ Fix critical bugs without redeploying
@ Add new features (e.g., staking, governance)

o Comply with changing regulations

Fundamental Challenge:
@ Smart contracts are immutable after deployment

@ Bytecode cannot be changed

Solution: Proxy Pattern
o Proxy Contract: Fixed address, users interact with this
o Implementation Contract: Contains logic, can be swapped

o Proxy uses delegatecall to execute implementation logic

Risks: Admin can rug pull, storage layout collisions, requires trust

Key point: Motivation for upgradeable contracts
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Proxy Upgrade Pattern

Proxy Upgrade Pattern

(Transparent Proxy Pattern|

upgradeTo(v2)

Proxy Contract

Fixed Address
0x1234...

Storage mplementation V.

Logic Only
(No Storage)

Key: Storage stays in Proxy, Logic can be upgraded

Storage stays in proxy; only logic is upgraded via delegatecall
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How Does Transparent Proxy Upgradeability Work?

Separate admin and user interfaces:

// Proxy Contract (deployed once, never changes)
contract TransparentProxy {

address public implementation;

address public admin;

function upgradeTo(address newImplementation) external {

require (msg.sender == admin, "Not admin");
implementation = newImplementation;
¥
fallback() external payable {
address impl = implementation;
assembly {
calldatacopy (0, 0, calldatasize())
let result := delegatecall(gas(), impl, 0, calldatasize(), 0, 0)

returndatacopy (0, 0, returndatasize())
switch result

case 0 { revert(0, returndatasize()) }
default { return(0, returndatasize()) }

Study this code pattern carefully
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Problem Solved? Token Lifecycle

The Original Problem Remaining Limitations
How do we align stakeholder incentives? @ Smart contract vesting can be gamed (secondary
How Token Lifecycle Solves It market sales, wrapped tokens)

o Vesting schedules prevent immediate token dumps by

o Governance attacks possible with sufficient token
team /investors

accumulation
@ Time-locked operations create commitment

. . . Open Questions
mechanisms and allow community oversight

o o . @ What vesting periods optimize long-term alignment
@ Multi-sig and governance distribute control, reducing without restricting legitimate liquidity?
centralization risk

o Risk: Incentive misalignment, free-rider problems in
governance

Token Lifecycle partially solves stakeholder alignment but introduces new trade-offs in governance and flexibility
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How Do You Spot Rug Pull Warning Signs?

Rug Pull Warning Signs: 12 Red Flags to Check

TEAM & IDENTITY LIQUIDITY & TOKENOMICS CONTRACT & CODE MARKET BEHAVIOR
@ Anonymous team @ Unlocked liquidity @ Unverified source @ Concentrated holders
No doxxed founders LP can be withdrawn Code not on Etherscan Top 10 own >50%

@ No LinkedIn/history @ High team allocation @ Mint function present @ Artificial volume

Unverifiable backgrounds >30% to insiders Unlimited supply risk Wash trading signs
@ Fake advisor names @ No vesting schedul @ i i @ Sudden LP removal
Fabricated credentials Immediate token dumps Can block selling Liquidity drain

RISK LEVEL: More red flags = Higher rug pull probability

0 3 6 9 12
Number of Red Flags Present

Due diligence: Always check for theseired flags-before investing in=new tokens
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The Economics of Token Lifecycle

Incentive Structure Key Economic Question

o Aligning individual and collective interests

Who Pays, Who Earns?

@ Rewards for honest behavior, penalties for cheating
Protocol gains security, participants earn rewards

@ Protocol gains security, participants earn rewards
Economic Security Design Principle

@ Attack cost must exceed potential gain . .
P g Attack Cost > Potential Gain

@ Honest behavior = Nash equilibrium

Cryptoeconomic security: Honest behavior must be the Nash equilibrium

(c) Joerg Osterrieder 2025



Design Space: Lifecycle

Alternatives Considered Design Questions
@ Chosen Design: Reward curves, slashing conditions o What would YOU change?
@ Alternative: Alternative reward mechanisms @ What's optimized? What's sacrificed?

Trade-offs Made @ Are there other approaches?

o Every design optimizes some properties Key Insight

@ ... at the expense of others

No Perfect Solution

All blockchain designs involve trade-offs between decentralization, security, and
scalability.

Every design is a trade-off. Understanding alternatives reveals the "why” behind choices.
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Failure Modes: Token Lifecycle

Critical Failure Mode Historical Context
o What breaks: Incentive misalignment, free-rider @ Multiple real-world failures documented
problems

@ Patterns repeating across protocols

@ Why it happens: Economic incentives misaligned
Early Warning Signs

Root Cause I Unusual economic behavior

@ Assumption violated I Incentive misalignment

@ Incentive structure broken | Centralization drift

o External shock

Prediction: What could cause this to fail? How would you detect it early?
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Rug Pull Warning Signs

The Red Flags
@ Owner can mint unlimited tokens

@ No vesting for team allocation

[COMIC: Investor spotting red flags in token contract] @ Upgradeable without timelock
What We Learned

“Unlimited mint? No timelock? Anonymous team?” . .
o Lifecycle controls reveal intent
@ Multi-sig and timelocks add safety

@ Due diligence before investment

Token lifecycle design reveals whether a project prioritizes long-term value or quick extraction.
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Key Takeaways




Key Takeaways

Minting Strategies: Owner-controlled (centralized), public mint (open), Merkle tree (gas-efficient allowlist)
Burning: Voluntary burn, fee burn, buyback and burn for deflationary tokenomics

Pausable: Emergency circuit breaker halts transfers during critical bugs

Access Control: Ownable (single admin), AccessControl (role-based), multi-sig (distributed trust)
Upgradeability: Transparent Proxy separates storage from logic, enabling upgrades

Timelock: Delay critical operations to allow community reaction and exit

o0 00600CO0CCOC

Governance: Token-weighted voting enables decentralized control

Next Lesson: L20 — Lab: Token Analysis

Key point: Minting Strategies
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Discussion Questions

© What are the security tradeoffs between Merkle tree allowlists and simple mapping-based allowlists?
@ Should all tokens be pausable, or does this introduce too much centralization risk?

© How can upgradeable contracts maintain credible neutrality when admins can change the code?

@ What is the optimal timelock delay for different types of governance actions?

© How do deflationary tokenomics affect long-term protocol sustainability?

Key point: Discussion Questions
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Next Lesson Preview: L20 - Lab: Token Analysis

Coming up next (hands-on lab):

o Analyzing USDC and DAI contracts on Etherscan

o Examining token holder distribution and centralization

o Tracking transaction patterns and whale movements
o Identifying upgrade events and governance actions
°

Deploying your own ERC-20 token with custom features

Preparation:
o Review Etherscan contract reading interface
o Familiarize with USDC and DAI token pages
@ Prepare Sepolia testnet ETH for deployment

Key point: Coming up next (hands-on lab)
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Quiz Questions 1/4

Q1. Which minting strategy is most gas-efficient for a large allowlist of 10,000 addresses?
A) Mapping-based allowlist ~ B) Array-based allowlist ~ C) Merkle tree allowlist D) Owner-controlled manual approval
Answer: C — Merkle tree stores single 32-byte root instead of 10,000 addresses on-chain.

Q2. What is the main security risk of the Ownable pattern?
A) Too many admins  B) Single point of failure C) High gas costs D) Slow execution
Answer: B — Owner key compromise gives attacker full control; use multi-sig to mitigate.

Q3. In ERC20Burnable, what happens when you call burn(amount)?

A) Tokens sent to 0x0  B) Tokens deleted, supply unchanged C) Tokens destroyed, supply reduced D) Tokens locked
permanently

Answer: C — burn() reduces totalSupply and caller balance by amount.

Q4. What does delegatecall do in a proxy pattern?
A) Transfers ownership  B) Executes logic in proxy's storage context ~C) Creates new contract D) Sends ETH
Answer: B — delegatecall runs implementation code using proxy's storage.

Q5. Which burn mechanism is used by Ethereum after EIP-15597
A) Voluntary burn  B) Transaction fee burn  C) Buyback burn D) Governance burn
Answer: B — Base fees are burned automatically, reducing ETH supply.
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Quiz Questions 2/4

Q6. What is the purpose of the Pausable pattern?
A) Save gas  B) Emergency circuit breaker  C) Speed up transactions D) Reduce fees
Answer: B — Pausable halts transfers during critical bugs or exploits.

Q7. In a 3-of-5 multi-sig wallet, how many approvals are needed to execute a transaction?
A)2 B)3 (C4 D)5
Answer: B — 3-of-5 means 3 signatures required out of 5 total owners.

Q8. What is the main disadvantage of upgradeable contracts?
A) High deployment cost  B) Admin can rug pull  C) Slow performance D) Limited functionality
Answer: B — Admin can upgrade to malicious implementation; requires trust.

Q9. Which access control pattern offers role-based permissions?
A) Ownable B) Pausable C) AccessControl D) ReentrancyGuard
Answer: C — AccessControl allows multiple roles (MINTER, PAUSER, etc.).

Q10. What happens when a token contract renounces ownership?

A) Ownership transfers to 0x0  B) Contract becomes unmanaged  C) All tokens burn D) Contract pauses
Answer: B — renounceOwnership() irreversibly removes admin control.
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Quiz Questions 3/4

Q11. In a public mint with MAX_SUPPLY, what happens when the cap is reached?
A) Minting continues  B) Transaction reverts  C) Tokens burn automatically D) Price increases
Answer: B — require(totalSupply() + amount j= MAX_SUPPLY) will revert.

Q12. What is the purpose of a timelock in governance?
A) Speed up execution  B) Allow community reaction and exit C) Reduce gas costs D) Increase voting power
Answer: B — Timelock delays critical actions so users can exit if disagreeing.

Q13. Which deflationary mechanism has the highest price impact?
A) Transaction fee burn  B) Voluntary burn  C) Buyback and burn D) Governance burn
Answer: C — Buyback creates buy pressure before burning, directly affecting price.

Q14. In Transparent Proxy, where is state stored?
A) Implementation contract  B) Proxy contract C) Both contracts D) External storage
Answer: B — Storage lives in proxy; implementation is stateless logic.

Q15. What does burnFrom(address account, uint256 amount) require?

A) Owner role  B) Allowance from account  C) Paused contract D) Multi-sig approval
Answer: B — burnFrom() burns tokens from account using ERC20 allowance mechanism.
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Quiz Questions 4/4

Q16. Why is Merkle tree minting more efficient than storing all addresses on-chain?
A) Faster execution  B) Only stores 32-byte root  C) No verification needed D) Lower deployment cost
Answer: B — Single merkleRoot replaces potentially thousands of address mappings.

Q17. What is the main risk of making all tokens pausable?
A) High gas costs  B) Slow transfers  C) Centralization risk D) Incompatibility with DEXs
Answer: C — Pausable gives admin power to halt all transfers, centralizing control.

Q18. In token-weighted governance, voting power is determined by:
A) Number of transactions  B) Token balance C) Account age D) Staking duration
Answer: B — Standard governance uses token balance as voting weight.

Q19. What is a storage layout collision in upgradeable contracts?

A) Two functions with same name  B) Variables in different positions across versions  C) Gas limit exceeded D) Proxy
and implementation conflict

Answer: B — New implementation must maintain exact variable order to avoid data corruption.

Q20. Which real-world protocol uses a 4-of-7 multi-sig for fee control?

A) Compound B) Aave C) Uniswap D) MakerDAO
Answer: C — Uniswap uses 4-of-7 multi-sig to control protocol fee distribution.
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