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Voting methods chaos

[COMIC: A chaotic town hall meeting where different groups are trying to reach consensus: one group mining with
pickaxes (PoW), another holding up stacks of coins (PoS), a small elite committee in suits (PBFT), and delegates waving
voter ID cards (DPoS)—all shouting at once]

Many Ways to Agree

PoW: “I spent more electricity, so | decide”

@ PoS: “I have more skin in the game, so | decide”

o PBFT: “"We're the designated committee, so we decide”
°

Each solves the same problem differently—with different trade-offs

The Byzantine Generals Problem has many solutions—none perfect
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Learning Objectives

By the end of this lesson, you will be able to:
o Compare proof-of-work, proof-of-stake, delegated proof-of-stake, and PBFT
o Evaluate security models and threat assumptions
@ Analyze scalability and throughput trade-offs
@ Assess energy consumption and environmental impact
@ Measure decentralization across consensus protocols
o Understand finality and confirmation time differences

o Select appropriate consensus mechanism for specific use cases

Building on L09: Proof of Stake
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The Problem: Why can’t we have fast, secure, AND decentralized?

The Challenge What We Need
Why can't we have fast, secure, AND decentralized o Understanding design constraints
consensus simultaneously? Every blockchain must make

fundamental trade-offs between these three properties. o Framework to evaluate consensus trade-offs across

different mechanisms
Why It Matters
o Every blockchain makes trade-offs between speed,
security, and openness

The Cryptoeconomics Question
Optimizing multiple competing goals

@ Bitcoin chose security over speed; Solana chose speed
over decentralization

Today's lesson: How Consensus Comparison addresses this challenge
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What Are the Main Consensus Mechanisms?

What is Consensus? Major Consensus Families:
o Agreement among distributed nodes on shared state @ PoW: Bitcoin, Litecoin, Dogecoin
o Ensures same transaction history @ PoS: Ethereum, Cardano, Polkadot
@ Prevents double-spending © DPoS: EOS, Tron, Cosmos

@ PBFT: Hyperledger Fabric, Zilliqa
© Hybrid: Decred, Algorand (VRF)

— Problem: Why can't we have fast, secure, AND... — What Are the Main Consensus Mechanisms? — Different consensus mechanisms represent different
trade-off choices on the security-decentralization-speed triangle
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How Do Different Consensus Mechanisms Compare?

Consensus Mechanism Comparison

—e— PoW (Bitcoin)

—&— PoS (Ethereum)
—+— DPoS (EOS)

—+— PBFT (Hyperledger)

Energy
Efficieney

SecurW.missianless

No single mechanism excels in all dimensions — trade-offs are fundamental.
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How Does Proof of Work Function?

Mechanism: Advantages:
@ Miners compete to find valid block hash @ Proven security (15+ years, no attack)
o First valid hash broadcasts block @ No trusted setup, permissionless
Security Model: Disadvantages:
@ Honest majority: > 50% hash rate o High energy (150 TWh/year)
o Attack cost proportional to hash rate o Low throughput (7 TPS), slow finality

o Probabilistic finality (deeper = safer)

PoW trades energy consumption for the strongest decentralization and censorship resistance
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How Does Proof of Stake Function?

Mechanism: Advantages:
o Validators stake tokens as collateral @ 99% energy reduction vs PoW
@ Weighted random selection for proposals o Faster finality (12 min ETH)
o Slashing for misbehavior o Attackers lose stake

Security Model: Disadvantages:
@ 67%--+ honest stake for finality @ Wealth concentration
o Attack cost = price X stake o Centralization via pools

Compare the approaches shown above
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How Does Delegated Proof of Stake Function?

Mechanism: Advantages:
o Token holders vote for delegates e High throughput (4,000 TPS for EOS)
o Top N delegates (21 EOS, 27 Tron) rotate o Fast finality (1-3 seconds), energy-efficient

o Delegates share rewards with voters .
Disadvantages:

Security Model: @ High centralization (21-100 producers)
@ > 50% of delegates must be honest o Voter apathy, plutocracy, cartel risk

@ Reputation-based trust (known identities)

— Problem: Why can't we have fast, secure, AND... — How Does Delegated Proof of Stake Function? — DPoS trades decentralization for speed — voters delegate
to professional validators who can run fast hardware
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How Does Practical Byzantine Fault Tolerance Function?

Mechanism: Advantages:
o Pre-selected committee of validators o Instant finality (deterministic)
@ Three-phase: pre-prepare, prepare, commit @ 1,000-10,000 TPS, energy-efficient

e 2/3 t to finalize block
/3+ agreement to finalize bloc Disadvantages:

Security Model: @ Requires permissioned network
o Tolerates < 1/3 malicious nodes @ Poor scalability (O(N?) messages)
o Known validator set (permissioned) o Centralized, not censorship-resistant

PBFT achieves instant finality but sacrifices openness and scalability
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How Does Throughput Differ Across Mechanisms?

Blockchain Thr C ison

Visa 24,000 TPS

Hyperledger 10,000 TPS

250 TPS

Cardano

Ethereum 30TPS B Proof of Work
Bl Proof of Stake
i i 56 TPS
Litecoin [ Delegated PoS
Bitcoin Pert
3 Centralized
10° 10! 102 103 10° 10°

Transactions Per Second (log scale)

Higher throughput typically requires sacrificing decentralization.
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What Are the Key Differences Between Mechanisms?

Property PoW PoS DPoS PBFT

Throughput 7-15 TPS 30-100 TPS  1,000-4,000 1,000-10,000

Finality Probabilistic 10-15 min 1-3 sec Instant

Energy Very High Very Low Very Low Very Low

Decentralization High Medium Low Very Low

Permissionless Yes Yes Yes No

Attack Cost Hash rate Stake value Vote buying ~ Compromise 1/3
Key Insight:

@ No consensus mechanism is universally superior
@ Trade-offs exist between decentralization, scalability, and finality

@ Choice depends on use case requirements

Compare the approaches shown above
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Where Do Mechanisms Excel and Struggle?

Consensus Mechanism Comparison Matrix

Pow 1 1
(Bitcoin) (Very Low) (Very Low)

PoS
(Ethereum)

3 4 4
(Medium) (High) (High)

DPoS

a4 3
(EOS) (High) (Medium)

BFT

1 3
(Hyperledger) (Very Low) (Medium)

Energy Speed Finality Decentralization  Security
Efficiency (TPS) Time

Green = strength, Red = weakness. No mechanism excels in all dimensions.
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How Does Finality Time Vary Across Mechanisms?

Consensus Finality Comparison
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Time to Finality (seconds, log scale)

Finality type affects settlement guarantees and application design.
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What Are the Types of Finality?

Finality Time & Type Comparison Across Protocols

Optimistic|
0.4 sec ~99%

Solana
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Absolute finality (BFT) is instant; probabilistic (PoW) requires multiple confirmations.
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Problem Check-In: Consensus Comparison

Recall Our Problem Still to Address
Why can’t we have fast, secure, AND decentralized? e Quantifying decentralization (Nakamoto coefficient)
What We’ve Learned So Far and real-world attack costs across mechanisms

o Consensus mechanisms differ in how they achieve
agreement (PoW uses energy, PoS uses stake, DPoS
uses delegation, PBFT uses voting rounds)

@ Which consensus mechanism best fits our specific use
case requirements?

. . Think About
o Each mechanism makes different trade-offs: PoW , .
maximizes decentralization, PBFT maximizes speed, ° Basbeld o: what you've seen, how would you solve this
problem?

DPoS balances both

@ No single mechanism achieves fast, secure, AND
decentralized — understanding trade-offs helps choose
the right one

o What trade-offs do you expect?

Pause and reflect: How does what we've learned so far address “Why can't we have fast, secure, AND..."?
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What Are the Attack Vectors for Each Mechanism?

Proof of Work: Delegated Proof of Stake:
o 51% Attack: control > 50% hash rate o Delegate Cartel: majority collude
o Cost: hardware + electricity (billions) o Vote Buying: bribe token holders
Proof of Stake: PBFT:
o 33% Attack: prevent finality o Byzantine: > 1/3 validators malicious
e 67% Attack: finalize conflicts @ Cost depends on permission model

o Mitigation: slashing destroys stake

— Problem: Why can't we have fast, secure, AND... — What Are the Attack Vectors for Each Mechanism? — Attack costs differ by mechanism: PoW requires
hardware, PoS requires capital, PBFT requires corrupting known validators
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How Do Attack Costs Compare Across Mechanisms?

Cost to Attack Different Consensus Mechanisms

Hyperledger Compromise 1/3 of
(PBFT) known validators

EOS Cartel
(DPoS)
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(Pos - safety)

67

co
Ethereum 33%
(PoS:

Vo stake to finalize
)

flicting blocks

33% o

~$408
Bitcoin 51%

staked ETH
(Pow)

at current prices

Hardware [+ electricity
for 51% hgsh rate
10-3 [Lower cost = Higher vulnerabilityJ 10t 102
Estimated Attack Cost (USD, log scale)

Economic security varies dramatically across consensus mechanisms.

Osterrieder 2025



How Resistant Are Mechanisms to Different Attacks?

Attack Vector Resistance by Consensus Mechanism
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PoW has strongest overall resistance
PoS trades long-range resistance for efficiency

51% / Majority Long-Range Sybil Nothing-at-Stake
Attack Attack Attack Attack

PoW provides strongest overall security; PoS vulnerable to long-range attacks without checkpoints.
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Across Mechanisms?

How Does Energy Consumption Diff

Argentina
1 in Energy C ion by C: (NR%LWWW)
0.100 TWh B Proof of Work
All PoS combined . BB Proof of Stake
Polkadot (PoS) 0.007 TWh
Cardano (PoS) 0.006 TWh
Eth post-Merge (PoS) 0.010 TWh
i PoS: 99.95%
Litecoin (PoW) energy reduction 0.500 TWh
[ vs PoW
Eth pre-Merge (PoW) 94 TWh
150(TWh

Bitcoin (PoW)
10! 10?
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Annual Energy Consumption (TWh, log scale)
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The Merge reduced Ethereum’s energy by 99.95% — from Argentina’s usage to negligible.
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What Is the Environmental Impact of Each Mechanism?

Bitcoin (PoW): Context:
e 150 TWh/year (comparable to Argentina) o Traditional banking: ~260 TWh /year
e 70 Mt CO2/year carbon footprint o Data centers globally: ~200-300 TWh /year
PoS Reduction: Environmental Debate:
o Ethereum post-Merge: 0.01 TWh/year @ PoW: secures network, incentivizes renewables
@ 99.95% energy reduction o Critics: wasteful for limited throughput
e All PoS chains: < 0.1 TWh/year @ Trend: shift toward PoS

PoW's energy use is a feature (security) and a bug (sustainability) depending on perspective
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How Decentralized Is Each Mechanism?

Blockchain Decentralization Spectrum

[Nakamoto Coefficient = min. entities to control 51%/33%l

in (Pow)
Ethereum (PoS) e
15K+ nodes

- 9
Cardano (PoS) 4 pools control 51%
7K+ nodes

Solana (PoH) @00K+ validators

o 3K+ pools .
EOS (DPoS) Stake concentration
o ‘1.5K validators
Hyperledger (PBFT) High hardware req.
21 block producers
10-100 validators
Permissioned
CENTRALIZED DECENTRALIZED
Nakamoto coefficient measures minimum entities to control 51%,/33% of the network. | — Problem: Why can't we have fast, secure, AND... — How Decentralized

Is Each Mechanism? — Nakamoto coefficient measures decentralization — higher means more entities needed to attack the network
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How Do We Measure Decentralization?

1. Nakamoto Coefficient: 3. Client Diversity:
o Entities to control 51%/33% @ Multiple implementations reduce risk
e BTC pools: 4 — ETH: 1000+ o ETH: 54 clients vs mono: 1
2. Node Distribution: 4. Wealth Distribution:
o Bitcoin: 15K — Ethereum: 7K o Gini coefficient for tokens
@ Permissioned: 10-100 nodes o PoS: wealth = power

Compare the approaches shown above
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Which Consensus Mechanism Fits Your Use Case?

Proof of Work: Delegated Proof of Stake:
@ Max decentralization, censorship resistance o High throughput, fast finality
@ Examples: Bitcoin, Monero o Examples: EQOS, Steemit
Proof of Stake: PBFT:
@ Balance decentralization + scalability o Enterprise/consortium use
o Examples: Ethereum, Cardano o Examples: Hyperledger, interbank

Match consensus to priorities: censorship resistance (PoW), sustainability (PoS), speed (DPoS), enterprise (PBFT)
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What New Consensus Mechanisms Are Emerging?

Proof of History (Solana): Proof of Authority (PoA):
o VDF creates timestamp proof e Validators by reputation/identity
e 65,000 TPS, parallel processing @ Used in testnets (Sepolia)

o Concern: outages, hardware cost )
Hybrid Models:

Pure PoS (Algorand): o Decred (PoW + PoS)
@ VRF for leader selection @ Tendermint (BFT + PoS)
@ Instant finality, low barrier o Mitigate individual weaknesses

Innovation continues: hybrid models and novel approaches seek to escape the trilemma
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How Do Governance Models Differ Across Mechanisms?

PoW Governance: DPoS Governance:
o Off-chain (BIPs, rough consensus) @ Delegates propose and vote
@ Hard forks contentious (BCH, BSV) o Rapid upgrades, centralization risk
PoS Governance: PBFT Governance:
@ On-chain potential (Tezos, Polkadot) o Consortium among known entities
o Stake-weighted voting on upgrades o Fastest upgrade cycles

Governance reflects consensus: PoW is conservative, PoS enables on-chain voting, PBFT is corporate
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Problem Solved?




Problem Solved? Consensus Comparison

The Original Problem Remaining Limitations

Why can’t we have fast, secure, AND decentralized? o No perfect solution — must choose trade-off profile for
specific use case

o High throughput (DPoS/PBFT) requires sacrificing

decentralization

How Consensus Comparison Solves It

o PoW provides strong security guarantees at energy

cost

o PoS pr0\_/ides ZfYFio;iel:cy with dkifferent trust Open Questions
assumptions % honest stake

e Each r::echan(ism optimizes difFe)rent dimensions of the ° E,;Zr:;v; T::Siligiirs]tn;; (DAGs, sharding) escape the
trilemma o Risk: Over-optimization for single metric (e.g., TPS)

ignores security

Consensus Comparison partially solves "Why can't we have fast, secure, AND decentralized” but introduces new trade-offs
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The Economics of Consensus Comparison

Incentive Structure Key Economic Question

o Optimizing multiple competing goals

Who Pays, Who Earns?

@ Choose based on use case requirements

- . . e . Gain in one dimension, sacrifice in another
@ Gain in one dimension, sacrifice in another

Economic Security Design Principle

@ Attack cost must exceed potential gain . .
ust ex P 'al gat Attack Cost > Potential Gain

@ Honest behavior = Nash equilibrium

Cryptoeconomic security: Honest behavior must be the Nash equilibrium
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Design Space: Consensus Comparison

Alternatives Considered Design Questions
© Chosen Design: Different points on trade-off frontier @ What would YOU change?
@ Alternative: Layer 2 solutions, hybrid approaches o What's optimized? What's sacrificed?

Trade-offs Made @ Are there other approaches?

o Every design optimizes some properties Key Insight

@ ... at the expense of others

No Perfect Solution

All blockchain designs involve trade-offs between decentralization, security, and
scalability.

Every design is a trade-off. Understanding alternatives reveals the "why" behind choices.
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Failure Modes: Consensus Comparison

Critical Failure Mode Historical Context
@ Over-optimization for single metric @ Multiple real-world failures documented
@ Economic incentives misaligned @ Patterns repeating across protocols
Root Cause Early Warning Signs
@ Assumption violated I Unusual economic behavior
@ Incentive structure broken I Incentive misalignment
o External shock I Centralization drift

Prediction: What could cause this to fail? How would you detect it early?
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Which consensus? decision paralysis

[COMIC: A blockchain architect standing at a crossroads with signposts pointing to “PoW: Secure but slow,” “PoS:
Efficient but centralized?,” “DPoS: Fast but 21 validators,” “PBFT: Instant but permissioned”—sweating profusely as
stakeholders shout conflicting requirements]

No Perfect Choice

Bitcoin: maximum decentralization (7 TPS)
Solana: maximum speed (65,000 TPS, frequent outages)
Ethereum: balanced approach (30 TPS base + L2 for scale)

Your use case determines the right trade-off profile

The trilemma is real: pick two of three (decentralization, security, scalability)
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Key Takeaways

Consensus mechanisms trade off decentralization, scalability, and finality

PoW: maximum decentralization, high energy, low throughput
PoS: balanced approach, energy-efficient, moderate throughput
DPoS: high throughput, fast finality, lower decentralization
PBFT: instant finality, permissioned, centralized

No single consensus is optimal for all use cases

Selection depends on application requirements: security, speed, openness

Design Philosophy:
Choose consensus based on priorities: censorship resistance (PoW), sustainability (PoS), throughput (DPoS), enterprise
needs (PBFT). Understand trade-offs explicitly.

Next Lesson: L11 — Scalability Trilemma

Key point: Design Philosophy
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Discussion Questions

@ Why does PBFT achieve instant finality while PoW only offers probabilistic finality?
@ How does energy consumption relate to security in proof-of-work systems?

© What are the risks of delegating block production to a small set of validators?

@ Can a highly scalable blockchain also be highly decentralized?

© How might quantum computing impact different consensus mechanisms?

O What role does governance play in consensus mechanism selection?

Key point: Discussion Questions
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Next Lesson Preview: L11 Blockchain Scalability Trilemma

Topics to be covered:
@ The scalability trilemma: security, decentralization, scalability
o Layer 1 scalability limits (block size, block time, state growth)
@ Throughput comparisons (TPS benchmarks)
@ Vertical vs. horizontal scaling approaches

o Emerging solutions: sharding, Layer 2, sidechains

Preparation:
@ Review consensus mechanism trade-offs from this lesson
o Explore current blockchain TPS statistics (L2Beat)

o Consider why traditional databases achieve millions of TPS

Key point: Topics to be covered
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Quiz: Questions 1-5

Q1. What is the primary security assumption for Proof-of-Work consensus?
A) >33% stake honest  B) >50% hash rate honest C) <1/3 validators malicious D) 2/34 committee agreement
Answer: B — PoW requires >50% honest hash rate to prevent 51% attacks.

Q2. Which consensus mechanism achieves instant finality?
A) Proof-of-Work  B) Proof-of-Stake ~ C) PBFT D) Delegated Proof-of-Stake
Answer: C — PBFT provides deterministic finality after 2/3+ validators commit.

Q3. What percentage of energy did Ethereum save after The Merge to Proof-of-Stake?
A)50% B)75% C)90% D) 99.95%
Answer: D — The Merge reduced Ethereum’s energy consumption by 99.95%.

Q4. In Proof-of-Stake, what is the minimum stake percentage needed to prevent finality?
A)10% B)33% C)51% D)67%
Answer: B — 33% stake can halt finality (liveness attack) in PoS systems.

Q5. What is the typical throughput range for DPoS systems like EOS?

A) 7-15 TPS  B) 30-100 TPS  C) 1,000-4,000 TPS D) 10,000+ TPS
Answer: C — DPoS achieves 1,000-4,000 TPS by limiting block producers.
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Quiz: Questions 6-10

Q6. What is the Nakamoto Coefficient measuring?
A) Total network nodes  B) Mining difficulty ~C) Minimum entities to control network D) Token price volatility
Answer: C — Nakamoto Coefficient is the minimum entities needed to control 51%/33%.

Q7. Which attack vector is specific to Delegated Proof-of-Stake?
A) 51% hash attack B) Double-spending  C) Vote buying D) Selfish mining
Answer: C — DPoS is vulnerable to vote buying to elect malicious delegates.

Q8. What is Bitcoin’s annual energy consumption?
A) 15 TWh B) 50 TWh C) 150 TWh D) 500 TWh
Answer: C — Bitcoin consumes approximately 150 TWh /year, comparable to Argentina.

Q9. In PBFT, what fraction of validators can be malicious while maintaining safety?
A) <1/4 B)<1/3 C)<1l/2 D)<2/3
Answer: B — PBFT tolerates <1/3 Byzantine (malicious) validators.

Q10. What is the typical finality time for Ethereum Proof-of-Stake?

A) 1second B) 1 minute C) 12 minutes D) 1 hour
Answer: C — Ethereum PoS achieves finality in approximately 12 minutes (2 epochs).

(c) Joerg Osterrieder 2025



Quiz: Questions 11-15

Q11. Which consensus mechanism requires a permissioned network?
A) Proof-of-Work  B) Proof-of-Stake ~ C) PBFT D) Delegated Proof-of-Stake
Answer: C — PBFT requires a known, permissioned validator set.

Q12. What is the primary disadvantage of PoW compared to PoS?
A) Lower security  B) Slower finality ~ C) High energy consumption D) Centralization
Answer: C — PoW'’s massive energy consumption is its main disadvantage versus PoS.

Q13. How many block producers does EOS use in its DPoS system?
A)7 B)21 C)100 D) 1,000
Answer: B — EOS uses 21 elected block producers (delegates).

Q14. What is the security mechanism that penalizes misbehavior in Proof-of-Stake?
A) Hash difficulty ~ B) Slashing  C) Vote removal D) Block orphaning
Answer: B — Slashing destroys staked tokens of validators who misbehave.

Q15. Which consensus offers probabilistic rather than deterministic finality?

A) PBFT B) DPoS  C) Proof-of-Work D) Proof-of-Authority
Answer: C — PoW provides probabilistic finality (deeper blocks = higher confidence).
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Quiz: Questions 16-20

Q16. What percentage of stake is needed to finalize conflicting blocks in Ethereum PoS?
A)33% B)51% C)67% D) 75%
Answer: C — 67% stake can execute a safety attack and finalize conflicting blocks.

Q17. Which consensus mechanism has the lowest decentralization?
A) Proof-of-Work  B) Proof-of-Stake  C) DPoS D) PBFT
Answer: D — PBFT is highly centralized with a small permissioned validator set.

Q18. What is the typical Bitcoin finality time for high-value transactions?
A) 10 minutes  B) 30 minutes C) 1 hour D) 6 hours
Answer: C — Bitcoin typically requires 6 confirmations (1 hour) for finality.

Q19. Which emerging consensus uses Verifiable Delay Functions for timestamps?
A) Algorand  B) Solana (Proof of History) C) Polkadot D) Cardano
Answer: B — Solana’s Proof of History uses VDFs to create verifiable timestamps.

Q20. What is the main trade-off when increasing blockchain throughput?

A) Higher energy  B) Reduced decentralization ~ C) Slower finality D) Higher costs
Answer: B — Higher throughput typically requires sacrificing decentralization.
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