Quiz: Hash Functions

Instructions: 10 multiple choice questions — Select the best answer — Answers revealed after each question



Q1. What is the output size of SHA-2567
A) 128 bits B) 160 bits C) 256 bits D) 512 bits
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Answer: C — Double hashing prevents length extension attacks on SHA-256.

Q10. A collision occurs when:
A) Hash fails B) Two inputs produce same hash C) Output is too long D) Network splits
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