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This mini-lecture covers Layer 2 scaling: the blockchain trilemma, rollup types, how rollups work, bridge risks, and the current L2 ecosystem.



The Scaling Problem

Alice Wants to Swap The Bottleneck The Solution Idea

MY WALLET

Swap: $20 of ETH
Gas Fee: $150!

—
LAYER 2 1 proq,
I Execute here e
1000s tx/s
—

Do the work off-chain,
Only 15 transactions per second! report results back to L1!
When everyone uses it, fees go crazy!
Fees: $150 on L1 vs $0.10 on L2

Ethereum
L1 Block

| just wanted to trade L 15
$20 of tokens! x/e

The fee costs MORE
than my trade!

Panel 1 Panel 2 Panel 3

Ethereum L1 processes only 15 tx/s. High demand causes gas fee spikes, making small transactions uneconomical. Layer 2 solutions execute transactions

off-chain and settle on L1.
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The Blockchain Trilemma

Scalability
High throughput, low fees

Security +
Decentralization

Scalability +
Security

Ethereum L1 Centralized L2
Secure and decentralized Pick Any 2 Fast and secure
but slow (15 tx/s) T et i but trusted sequencer

Scalability + Decentralization

Sharded Chains
Fast and decentralized
but complex security

Security ] { Decentralization

Trustless, resistant to attack No single point of control

The blockchain trilemma: no system can simultaneously achieve scalability, security, and decentralization. Every blockchain design makes tradeoffs. L2

solutions help by inheriting L1 security.
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What is Layer 27

L1: One Busy Lane

TRAFFIC JAM!

Same destination, less traffic!
Cars go fast on L2 express lanes,
only check in with L1 at exits.

Results Back to L1

LAYER 2

1000 transactions executed

zkSync (L2 express)

There’s only ONE lane!
Everyone is stuck.
Gas fees = toll booth

Optimism (L2 express)

Panel 1

Ethereum L1 (slow lane)

Panel 2

1 compr$ed batch

ETHEREUM L1

Verifies batch. State finalized!

1000 transactions, 1 proof!

Cost on L1: $150 per tx
Cost on L2: $0.10 per tx

Panel 3

Layer 2 is a secondary protocol built on top of L1. It executes transactions off-chain at high speed and low cost, then posts compressed results back to L1

for security and finality.
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Types of Layer 2 Solutions

Layer 2 Solutions

State Channels

| [ |

Optimistic ZK Roll Lightning Raiden Polygon PoS Avalanche StarkEx Immutable
Rollups Network Network Subnets X
oo /_\fbilmfg _ lz‘kSvyréc‘ Bitcoin Eifamem EVM cor_nApatible App-specific | ﬁinX,“So[ar.e NFT scaling
Rollups State Channels Sidechains Validiums
Post tx data to L1 Off-chain direct Separate blockchains ZK proofs on L1,
Strongest security. payment channels. bridged to L1 data off-chain.

Four main L2 categories: Rollups (strongest security, data on L1), State Channels (peer-to-peer, for repeated interactions), Sidechains (own consensus,
bridged to L1), Validiums (ZK proofs on L1, data off-chain).
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Optimistic vs. ZK Rollups

Optimistic Rollup

ZK Rollup

B

Tradeoffs Compared

Optimistic ZK ]

Optimism, BaseStarkNet|

Trust but Verify

Fraud proofs submitted
during challenge period

Don't Trust, Verify

Validity proofs verify
every batch instantly

Different tradeoffs,
same goal:

Scale Ethereum!

Panel 1

Panel 2

Panel 3

Feature
Proof type Fraud prooWalidity propf
Q\‘j m Finality 7 days Minutes
“| assume everything “I prove everything Proof cost Cheap  Expensive]
is correct unless is correct with math EVM compat. Full Partial
someone proves otherwise!” BEFORE submitting!"” Examples Arbitrum 2kSync

Optimistic rollups assume validity and use fraud proofs (7-day withdrawal delay). ZK rollups prove validity cryptographically with SNARKs/STARKs
(instant finality, higher proving cost).
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How Rollups Work: Step by Step

Layer 2 Layer 1
Step 1 Step 2 Step 3 post Step 4
Users send txs Sequencer orders Compress 1000s of Batch posted to L1
to L2 Sequencer and executes txs txs into one batch as calldata or blobs

Sequencer (L2 Node)

Step 5
_> _> _) Orders txs, applies state transitions,

creates compressed batch proof L1 verifies batch
fraud proof OR validity proof

4

( Step 6: State Finalized on L1 )

Users can now withdraw to L1

L2 operations Bridge step L1 settlement
Fast, cheap, off-chain Compressed batch crosses to L1 Verify + finalize. Inherits L1 security.
Steps 1-3 Step 4 Steps 5-6

Rollup flow: users submit txs to L2 sequencer (fast, cheap) — sequencer batches and compresses — batch posted to L1 — L1 verifies via fraud proof
(Optimistic) or validity proof (ZK) — state finalized.
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Bridge Security Risks

How Bridges Work

Lock on A, Mint on B

Token locked in bridge
contract on Chain A.

Bridge
= Target!

Panel 1

Attack Vectors

A

Validator Compromise

Attacker gains control of majority
brid, lid. faki ithd:

PPN

Smart Contract Bug
Reentrancy, logic error, or overflow
in bridge contract code.

[
[
E

Oracle Manipulation
Manipulate price feeds or
event proofs used by bridge.

Panel 2

Hall of Shame

Ronin Bridge (Axie Infinity)
$625M stolen — March 2022

Wormbhole Bridge
$325M stolen — February 2022

am
o

Harmony Horizon Bridge
$100M stolen — June 2022

Total: $1B+ Lost

in bridge hacks in 2022 alone

Vo
)

Use bridges with caution!

Bridges are the most dangerous part of the L2 ecosystem. Cross-chain value transfer requires trust in validators, oracles, or smart contracts — each is an

attack surface. Over $1B was stolen in bridge hacks in 2022.
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The L2 Ecosystem Today

[ Major L2 Networks: Key Stats and Features

Arbitrum
Optimistic Rollup

m 6 zkSync Era
i

StarkNet
STARK-based Rollup

ZK Rollup

[ lsz§}92Bh+ ;In}!llr:rksd ] [ ()pgn—sog P[cg tzaﬁcakmem ork ] [ Acco uN1 aabsivmecnguAb t-in ] T STeantﬁsf d setup ]

Products Superchain Vision Technology Cairo Language
Arbitrum One (DeFi) Multiple chains sharing PLONK-based ZK proofs Provable programs by design
Arbitrum Nova (gaming) the same OP Stack EVM-compatible (LLVM) Not EVM-native
Tech Built on OP Stack Unique Feature Use Cases
Nitro stack Base (Coinbase) Paymasters: pay fees dYdX (trading)
Full EVM compatibility Mode, Zora, Mint in any token, not ETH ImmutableX (NFTs)

[ Largest DeFi ecosystem on L2 ] [ Coinbase Base = OP Stack ] [ZK proofs + EVM = best of botlﬂ ( Most mathematically rigorous J
o TN J/ J

Total L2 TVL Daily Transactions L2 fees vs L1
$40B+ 10M+ 99% cheaper
2024 peak across|all L2s post EIP-4844 blobs

The L2 ecosystem has matured rapidly. Arbitrum and Optimism dominate by TVL; zkSync and StarkNet lead in ZK technology. Total L2 activity now
regularly exceeds Ethereum L1 transaction volume.
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Key Takeaways

$1B-+ hacked. Use with caution.

Bridges = biggest risk Rollup-centric future
Ethereum as settlement, L2s as execution.

How decentralized exchanges and lending protocols changed finance forever

N

Ethereum L1 cannot scale aléhe blockchain trilemma forces tradeoffs between

scalability, security, and decentralization.
15 tx/s is not enough for global adoption.
J
- 2
L2 executes off-chain, settles on L1  Thousands of transactions per second, $0.10 fees,
while inheriting Ethereum’s security through periodic on-chain settlement. )
S
Two rollup flavors: OptimisticnustiZKheap proofs, 7-day delay. ZK: expensive proofs, instant finality.
Both compress transactions and post to L1 for verification.

ComingDNEéxtrotocols — Uniswap, Aave, and the Automated Market Maker Revolution ]

Layer 2 is not a workaround — it is the roadmap. Ethereum’s future is a settlement layer secured by cryptographic proofs, with diverse L2 networks

handling execution at scale.
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