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The Secret Message Problem

Panel 1: The Wish

Alice

I need to send a se-
cret message to Bob!

SECRET

Bob

Panel 2: The Eavesdropper

message

Eve

I can read everything!

Panel 3: The Solution

x7$f!9&k

x7$f!9&k?? I
can’t read this!

Cryptography lets Alice and Bob communicate securely even when Eve controls the channel.
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One-Way Functions: The Meat Grinder

Panel 1: Input goes in. . .

“Hello”
Easy!

Any data goes in: text,
files, transactions. . .

H
A
S
H

Panel 2: The Meat Grinder

SHA-256

input

Always 256 bits output!

Panel 3: No going back!

2cf24dba5fb0a30e

26e83b2ac5b9e29e

1b161e5c1fa7425e

Easy

(milliseconds)Impossible

Deterministic: same input → same hash

Fixed size: 256 bits regardless of input

One-way: cannot recover input from hash

Collision-resistant: hard to find two
inputs with the same hash

SHA-256 is Bitcoin’s hash function. It produces a unique 256-bit “fingerprint” for any input.
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The Avalanche Effect

Change 1 bit → change ∼50% of output

‘‘Hello’’ SHA-256 2cf24d...

‘‘Hellp’’ SHA-256 e19d5c...

1 char

∼50% of bits flip!

Hamming distance ≈ n/2 = 128 bits

Why It Matters for Blockchain

• Tamper detection: Changing even one byte in
a block invalidates its hash

• Mining puzzle: No shortcut to find a hash
starting with k zeros

• Unpredictable: Cannot predict output from
partial input knowledge

Formal Definition

A hash function H satisfies the avalanche criterion
if: when a single input bit flips, each output bit
flips with probability ≈ 0.5:

Pr
[
H(x)i ̸= H(x ′)i

]
≈ 1

2

The avalanche effect ensures that hash functions behave like random oracles – no pattern leaks through.
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Public & Private Keys

Private Key

d = 3a8f...c7b2

KEEP SECRET!

Easy: ECC multiply
Q = d × G

(milliseconds on any device)

Infeasible: discrete log

(would take > 1030 years)

Public Key

Q = (x, y)

•

SHARE FREELY

Hash Address

1A1zP1...

Analogy: Public key = your mailbox address (anyone can send mail to it) | Private key = the mail-
box key (only you can open it) | Address = your zip code (short version of mailbox location)

Elliptic Curve Cryptography (secp256k1 in Bitcoin): Q = d × G where G is a generator point on the curve.
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Digital Signatures: Proving Ownership

Signing Process

Transaction:
“Send 1 BTC

to Bob”
SHA-256 a1b2c3...

Sign with
Private Key

Signature (r, s)

Verification Process

Original
Message

Signature
(r, s)

Public
Key Q ECDSA Verify

✓ VALID

× INVALID

✓ Authenticity: Proves who signed

✓ Integrity: Detects any tampering

✓ Non-repudiation: Signer cannot deny

Every Bitcoin transaction is digitally signed. Miners verify signatures before including transactions in blocks.
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Wallet Architecture: From Seed to Address

128–256 bits of Entropy (BIP-39)

Mnemonic Phrase (12–24 words)

abandon ability able about above absent ...
(BIP-39)

Master Private Key

(512-bit HMAC-SHA512)
(BIP-32)

Account 0
m/44’/0’/0’

Account 1
m/44’/0’/1’

Account 2
m/44’/0’/2’

(BIP-44). . . . . .

1A1zP1...

Address 0

1Bx7Q2...

Address 1

1Ck9R3...

Address 2
... ... ...

Seed layer

Master key (secret)

Account keys (BIP-44)

Receiving addresses

Hierarchical Deterministic (HD) wallets derive unlimited addresses from a single seed – back up once, recover everything.
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Real-World Attacks on Cryptography

Brute Force Attack

•

2256 keys

More keys than atoms
in the observable universe

Status: Infeasible

Birthday Attack

23 people
= 50% chance of
shared birthday

Finding collisions is

O(2n/2) not O(2n)

SHA-256: 2128 operations

Status: Still safe

Side-Channel Attack

Computer

Attacker

tim
ing

power

Defense in depth: use constant-time algorithms, hardware security modules, and key rotation to mitigate side-channel risks.
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Crypto by the Numbers: Key Size vs. Security
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Symmetric (AES)

ECC (secp / Ed)

RSA / DH

Key Insight

ECC achieves the same security as RSA with
much smaller keys:

• AES-128: 128 bits

• ECDSA-256: 256 bits

• RSA-3072: 3072 bits

All provide ∼128-bit security.

Why Blockchain Uses ECC

• Smaller keys → smaller transactions

• Faster signing and verification

• Lower bandwidth and storage

• Bitcoin: secp256k1
• Ethereum: also secp256k1

Quantum threat: Shor’s algorithm could break ECC and RSA.

Post-quantum research is ongoing.
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Takeaways & Crypto Principles

Five Core Principles

• ✓ Hash functions create tamper-evident fingerprints
SHA-256 secures every Bitcoin block

• ✓ Asymmetric cryptography enables trustless identity
No central authority needed to verify who you are

• ✓ Digital signatures prove ownership and intent
Every transaction is mathematically signed

• ✓ Key management is the weakest link in practice
“Not your keys, not your coins”

• ✓ Security is measured in bits, not algorithms
128-bit security is the current standard

Summary

Blockchain
Cryptography

Hash
Functions

Public/Private
Keys

Digital
Signatures

Wallet
Architecture

Next lecture: Consensus mechanisms – how do thousands of nodes agree without

a leader?

Cryptography is the mathematical foundation that makes decentralized trust possible.
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