Public-Private Key Derivation
Cryptographic key hierarchy in Bitcoin

- ECDSA =
Generate Private Key liptic Curv Public Key
256-bit secret 7 Derived from private
annot revefise
[0 KEEP SECRET v Safe to share
Random SHA-256
Number e.9., 04a3db.Jpopue

RIPEMD-160

Bitcoin Address

Public identifier

le-9., 1A1zP1eP5Q...|

Security Properties:

 Private key must remain secret

* Public key can be freely shared

e Cannot derive private from public
* One private key - One public key

Use Cases:

* Private key: Sign transactions
* Public key: Verify signatures
* Address: Receive Bitcoin




