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Learning Objectives

By the end of this lesson you will be able to:

1 Evaluate blockchain energy consumption arguments from both critics and defenders using quantitative data.
[Evaluate]

2 Compare global regulatory approaches (MiCA, SEC, China’s ban, sandboxes) and explain why they diverge so
dramatically. [Analyze]

3 Identify the major categories of crypto fraud (rug pulls, Ponzi schemes, phishing) and the warning signs for each.
[Understand]

4 Analyze centralization metrics that contradict blockchain’s decentralization claims (mining pools, exchange
concentration, wealth inequality). [Analyze]

5 Form evidence-based opinions on blockchain’s future by distinguishing hype from substance, using a structured
critical thinking framework. [Evaluate]

Bloom’s levels covered: Understand, Analyze, Evaluate

This is the final lecture. These objectives synthesize the critical thinking skills developed across all 12 lessons.
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Is Blockchain a Revolution, a Scam, or Just Another Technology?

BULL MODERATOR BEAR

"Blockchain will
revolutionize everything!"

"It's just speculation
and energy waste!""The evidence

is nuanced..."

Blockchain Controversies: The Great Debate

Lecture 12  Critical Thinking in the Blockchain Age

Ask ten people about blockchain and you will get ten contradictory answers: “It will change the world,” “It is a Ponzi scheme,” “It

wastes electricity,” “It banks the unbanked.” Today we examine the evidence behind each claim. By the end of this lecture, you will have

a framework for forming your own informed opinion – one that survives the next hype cycle.
This cartoon frames the central question of Lesson 12: can we separate the technology from the speculation?
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Where This Lecture Fits: From Technical Foundations to Critical Judgement

Over the past eleven lessons you studied the technical
stack: consensus mechanisms (L2–3), smart contracts
(L5–6), DeFi (L7), NFTs (L8), and governance (L11).
You now understand how blockchain works.

The missing question: Should it be used?

Today’s structure:

• Energy: Is Bitcoin’s electricity use justified?

• Regulation: Will governments kill or legitimize
crypto?

• Fraud: How do scams exploit crypto’s features?

• Centralization: Is “decentralization” a myth?

• Adoption: Where are we on the S-curve?

• Future: What happens next?

Innovation

Freedom

Inclusion

Benefits

Energy

Scams

Volatility

Concerns

?

Future?

Regulation

Controversies: The Ongoing Debate

The future depends on how we balance innovation with responsibility

• What you see: The road ahead – controversies that define
blockchain’s public perception.

• Key pattern: Every controversy has legitimate arguments on both
sides.

• Takeaway: The goal is not to pick a side but to evaluate evidence.
Lessons 1–11 taught you the “how.” Lesson 12 teaches you the “should.” Both are required for professional competence.
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Is Bitcoin’s Energy Use Justified?
Bitcoin’s proof-of-work consensus requires miners to solve computational puzzles, consuming electricity equivalent to a medium-sized
country. This is the single most cited criticism of blockchain technology. But the debate is more nuanced than headlines suggest.

Critics argue:

• Bitcoin consumes approximately 150 TWh/year – more
than Argentina, Norway, or the Netherlands

• A single Bitcoin transaction uses the electricity of an
average US household for 6 weeks

• This energy could power hospitals, schools, and homes

• Carbon emissions contribute to climate change

Defenders counter:

• Approximately 59% of Bitcoin mining uses renewable or
stranded energy (energy that would otherwise be wasted)

• The traditional banking system uses an estimated 260
TWh/year when you include offices, ATMs, data centers,
and commuting

• Security requires real-world cost – PoW makes attacks
prohibitively expensive

• Gold mining uses approximately 130 TWh/year

Key insight: The question is not “does Bitcoin use energy?” (it does) but “is the value Bitcoin provides worth that energy cost?”

Reasonable people disagree.

Energy data: Cambridge Bitcoin Electricity Consumption Index (CBECI), 2024. Banking estimate: Galaxy Digital Research, 2022.
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How Does Bitcoin Compare to Other Energy Consumers?

Context matters when evaluating energy use. Bitcoin’s
consumption sounds alarming in isolation, but how does
it compare to other systems that provide financial or
economic value?

Comparisons to consider:

• Global banking system: 260 TWh/year

• Gold mining industry: 130 TWh/year

• Bitcoin network: 150 TWh/year

• YouTube streaming: approximately 40 TWh/year

• Christmas lights in the US: 6 TWh/year

The efficiency question: Energy per transaction is

misleading because Bitcoin’s energy secures the entire

ledger, not individual transactions. Layer-2 solutions

(Lightning Network) process millions of transactions

using the same base-layer energy.
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• What you see: Energy consumption comparison across financial and
non-financial systems.

• Key pattern: Bitcoin falls between gold mining and global banking –
significant but not uniquely wasteful.

• Takeaway: The debate shifts from “too much energy” to “enough
value for the energy?”

PoS reduces energy use by 99.95% compared to PoW. Ethereum proved this is possible at scale in September 2022.(c) Joerg Osterrieder 2025



Where Does Bitcoin’s Energy Actually Go?
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• What you see: A breakdown of Bitcoin mining energy by source type and geographic distribution.

• Key pattern: Renewable energy share has grown steadily since China’s mining ban in 2021 pushed miners to regions with cheap
hydro and geothermal power (US, Canada, Iceland, Norway).

• Takeaway: The energy mix matters as much as total consumption. A Bitcoin mined with Icelandic geothermal has a different
carbon footprint than one mined with Kazakh coal.

After China’s mining ban, the US became the largest Bitcoin mining country. Texas incentivizes miners to use excess wind/solar.

(c) Joerg Osterrieder 2025



How Has the Environmental Debate Evolved?

The environmental narrative around blockchain has
shifted dramatically over the past five years.

Key turning points:

• 2019: First academic studies quantifying Bitcoin’s
carbon footprint gain mainstream attention

• 2021: Tesla accepts then reverses Bitcoin payments
citing environmental concerns; China bans mining

• 2022: Ethereum completes “The Merge” to PoS,
reducing its energy use by 99.95%

• 2023: Bitcoin Mining Council reports 59%
renewable energy usage across members

• 2024: EU considers but rejects a PoW ban; focus
shifts to disclosure requirements

The Merge’s significance: Ethereum proved that a

$200+ billion network can transition from PoW to PoS

without downtime, removing the largest environmental

criticism of smart contract platforms.
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• What you see: A timeline of environmental milestones in blockchain
history.

• Key pattern: The narrative has shifted from “all crypto is wasteful”
to “PoW vs PoS is the real distinction.”

• Takeaway: Bitcoin remains committed to PoW. The debate now
centers on whether PoW’s security model justifies its cost.

Bitcoin’s PoW supporters argue energy cost IS the security model – removing it would fundamentally change Bitcoin’s value proposition.(c) Joerg Osterrieder 2025



How Do Blockchain Networks Compare on Carbon Emissions?

• Bitcoin (PoW) emits approximately 65
MtCO2e/year – comparable to gold mining
(˜100 MtCO2e)

• Ethereum (post-Merge PoS) drops to 0.005
MtCO2e – a 99.99% reduction,
demonstrating PoS can decarbonize smart
contract platforms at scale

• The VISA network emits only 0.4 MtCO2e,
but serves as payment rails for an existing
fiat system with its own banking
infrastructure costs

• Energy per transaction Etx = Enetwork
Ntx

is

misleading for PoW: the network energy
secures the entire ledger, not just each
individual transaction

• Global aviation (915 MtCO2e) dwarfs all
blockchain networks combined – context
matters for policy comparisons
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Carbon Footprint: Blockchain vs. Reference Industries

Source: Cambridge Bitcoin Electricity Consumption Index (CBECI). PoS consensus reduces carbon footprint by removing competitive hash-race

computation.
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What Did Ethereum’s Merge Actually Prove?
On September 15, 2022, Ethereum completed “The Merge” – the largest infrastructure transition in blockchain history. The network
switched from proof-of-work to proof-of-stake without a single second of downtime.

Before The Merge (PoW):

• Miners competed to solve puzzles using GPU farms

• Energy consumption: approximately 78 TWh/year (comparable to Chile)

• Environmental criticism applied equally to Ethereum and Bitcoin

After The Merge (PoS):

• Validators stake 32 ETH (approximately $60,000) instead of running energy-intensive hardware

• Energy consumption dropped to approximately 0.01 TWh/year – a 99.95% reduction

• Carbon footprint now comparable to a few hundred households

What The Merge proved:

1 PoS can secure a network with hundreds of billions in value

2 A live blockchain can change its consensus mechanism

3 The environmental criticism of blockchain is specific to PoW, not inherent to the technology

Bitcoin’s community rejects PoS because they view energy expenditure as essential to security. This is a philosophical disagreement, not a technical

limitation.

(c) Joerg Osterrieder 2025



Will Regulation Kill or Legitimize Crypto?

There is no global consensus on how to regulate
blockchain. Different jurisdictions take radically different
approaches, creating a patchwork of rules that crypto
projects must navigate.

The regulatory spectrum:

• Ban: China, Algeria, Bangladesh – all crypto
activity is illegal

• Restrict: India, Russia – permitted but heavily
taxed or limited

• Regulate: EU (MiCA), UK, Japan – comprehensive
frameworks being built

• Embrace: UAE, Singapore, Switzerland – proactive
sandboxes and incentives

• Legal tender: El Salvador – Bitcoin accepted for all
payments

Key tension: Regulation provides consumer protection

and institutional confidence, but overly strict rules push

innovation to friendlier jurisdictions (“regulatory

arbitrage”).

Crypto-FriendlySwitzerland, UAE, Singapore

Regulated USA, EU (MiCA), UK, Japan

Restrictive India, Russia, Nigeria

Banned China, Algeria, Bangladesh
Regulation evolving rapidly - status as of 2024

Global Crypto Regulatory Landscape

• What you see: A global map of regulatory approaches to
cryptocurrency.

• Key pattern: Developed economies tend toward regulation;
authoritarian regimes tend toward bans; small economies experiment
with embrace.

• Takeaway: Where you live determines what you can legally do with
crypto – a stark contrast to the “borderless money” promise.

Regulation varies dramatically by jurisdiction. A crypto business legal in Singapore may be criminal in China.
(c) Joerg Osterrieder 2025



How Do Major Jurisdictions Compare on the Regulatory Spectrum?
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• What you see: Major jurisdictions positioned on a spectrum from complete ban to full embrace, with key policy details.

• Key pattern: The most economically significant jurisdictions (US, EU, UK) cluster in the “regulate” zone – neither banning nor
fully embracing, but building frameworks.

• Takeaway: The trend is toward regulation, not prohibition. The question is not whether crypto will be regulated, but how.

The EU’s MiCA regulation (Markets in Crypto-Assets), effective 2024, is the first comprehensive crypto regulatory framework by a major economy.
(c) Joerg Osterrieder 2025



What Are the Landmark Regulatory Frameworks?
Three regulatory approaches dominate the global debate. Understanding their differences reveals the fundamental tensions in crypto
regulation.

Framework Approach Key Requirements Impact

MiCA (EU) Comprehensive Stablecoin reserves, exchange Creates a unified market
legislation licensing, consumer disclosure across 27 EU member states

SEC (USA) Enforcement- “Most tokens are securities” – Sued Ripple, Coinbase,
based must register or face lawsuits Binance; chilling effect

China Total ban No trading, no mining, no Miners relocated; users
crypto services of any kind moved to VPNs and OTC

UAE/Singapore Sandbox Licensed zones with light Attracted exchanges, funds,
model regulation; iterate as needed and Web3 startups

The core dilemma: Is crypto a security (like a stock), a commodity (like gold), a currency (like the dollar), or a new asset class entirely?
The answer determines which regulator has jurisdiction and which rules apply. In the US, the SEC and CFTC (Commodity Futures
Trading Commission) have spent years arguing over who regulates what.

The DeFi problem: Traditional regulation targets entities – companies with addresses and officers. DeFi protocols are smart contracts

with no CEO to subpoena. How do you regulate code?
The “Howey Test” (US, 1946) determines if something is a security: is there an investment of money in a common enterprise with expectation of profit

from others’ efforts?

(c) Joerg Osterrieder 2025



How Has Global Crypto Regulation Evolved Since 2013?

• 2013–2017 (framework-building): Early
guidance from FinCEN (US AML rules) and
the NY BitLicense established that crypto
businesses are subject to existing financial
laws

• 2017–2018 (first wave of restrictions):
China bans ICOs and exchanges; the EU 5th
AML Directive brings crypto exchanges under
Know-Your-Customer (KYC) requirements

• 2021 (divergence): El Salvador adopts
Bitcoin as legal tender while China issues a
full crypto ban – the regulatory spectrum
reaches maximum width

• 2023–2024 (convergence toward
frameworks): EU MiCA passes; US SEC
intensifies enforcement; the spot Bitcoin ETF
is approved

• Regulatory compliance cost scales
approximately as C(n) = c0 + c1 · n where n
is the number of jurisdictions – a major
barrier for global crypto businesses

20
13

20
14

20
15

20
16

20
17

20
18

20
19

20
20

20
21

20
22

20
23

20
24

20
25

Year

Permissive

Framework

Restrictive

FinCEN AML
Guidance (US)

Mt. Gox
Collapse / Japan ban

BitLicense
(NY)

China ICO
& Exchange Ban

EU 5th AML
Directive

Malta "Blockchain
Island" Laws

FATF Travel
Rule

Germany Crypto
Custody License

El Salvador
BTC Legal Tender

China Full
Crypto Ban

Terra/LUNA
Collapse Scrutiny

EU MiCA
Regulation Passed

SEC vs.
Exchanges (US)

US Bitcoin
ETF Approved

Global Basel
Crypto Rules

Simulated representative milestones

Global Crypto Regulatory Milestones (2013-2025)
Permissive / Pro-crypto
Framework / Neutral
Restrictive / Ban

Key pattern: permissive moves (green) and restrictive moves (red) often happen simultaneously in different jurisdictions – “regulatory arbitrage” exploits

this gap.
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How Do Crypto Scams Actually Work?

Crypto’s pseudonymous (partially anonymous),
permissionless nature creates opportunities for fraud that
do not exist in traditional finance. Understanding scam
categories is essential for self-protection.

Five scam categories:

1 Rug pulls: Developers create a token, attract
investment, then drain the liquidity pool and
disappear. Over $2.8 billion lost in 2021 alone.

2 Ponzi schemes: Returns are paid from new
investors’ money, not from genuine profits.
Collapses when new money stops flowing (e.g.,
BitConnect, OneCoin).

3 Phishing: Fake websites or emails trick users into
entering their private keys or seed phrases.

4 Pump-and-dump: Coordinated buying inflates a
token’s price; insiders sell at the peak, crashing the
price.

5 Fake ICOs/IDOs: Fraudulent token launches that
collect funds and never build the promised product.
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• What you see: A taxonomy of crypto fraud types with estimated
losses and detection difficulty.

• Key pattern: Rug pulls and Ponzi schemes cause the largest losses.
Phishing is the most common but smallest per-incident.

• Takeaway: If a project promises guaranteed returns, has an
anonymous team, or pressures urgency – it is almost certainly a scam.

Chainalysis estimates $14 billion was sent to illicit crypto addresses in 2021 – about 0.15% of total crypto transaction volume.(c) Joerg Osterrieder 2025



Five Red Flags That Signal a Crypto Scam
Before investing in any crypto project, check for these warning signs. Even one red flag warrants extreme caution. Three or more should
disqualify the project entirely.

The Five Red Flags:

1 Guaranteed returns: “Earn 10% per week, guaranteed.” No legitimate investment can guarantee returns. If the math requires perpetual new
investors, it is a Ponzi scheme.

2 Anonymous team: No identifiable founders, no LinkedIn profiles, no track record. Anonymity makes accountability impossible. (Note:
Satoshi Nakamoto is the famous exception – but Bitcoin had no ICO or pre-mine.)

3 Urgency pressure: “Buy now or miss out forever!” “Only 2 hours left!” Legitimate projects do not need high-pressure sales tactics.

4 Locked withdrawals: You can deposit but cannot withdraw. This is the hallmark of exit scams – your money is already gone.

5 Celebrity endorsements: Deepfake videos or hacked social media accounts of celebrities “endorsing” a token. Elon Musk has never asked you
to send Bitcoin.

Defense strategy: Never invest more than you can afford to lose entirely. Use hardware wallets for significant holdings. Verify contract
addresses on block explorers before interacting.

The FTC reported $1 billion in crypto fraud losses by US consumers in 2022. The median individual loss was $2,600.

(c) Joerg Osterrieder 2025



What Backs the Stablecoins That Power DeFi?

• Fiat-backed stablecoins (USDT, USDC,
BUSD) hold primarily US Treasury bills and
cash deposits – but reserve transparency
varies; Tether has historically resisted
independent audits

• Crypto-collateralized stablecoins (DAI)
require over-collateralization (e.g., $150 of
ETH to mint $100 of DAI) because crypto
collateral is volatile

• Algorithmic/hybrid models (FRAX) use a
mix of crypto collateral and algorithmic
supply control – Terra/LUNA showed the
catastrophic failure mode when the peg
breaks

• Regulatory compliance cost C(n) = c0 + c1 · n
grows with each jurisdiction requiring
separate reserve attestations

• Stablecoin issuers can freeze addresses –
USDC has frozen accounts on government
request, contradicting “permissionless” claims
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Stablecoin transparency is a live regulatory battle: MiCA requires stablecoin issuers to publish daily reserve reports and maintain 1:1 fiat backing.
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How Decentralized Is “Decentralized” Really?

Blockchain promises decentralization – no single entity
controls the network. But reality is more complicated.
Several metrics reveal significant concentration of power.

Points of centralization:

• Mining pools: The top 4 Bitcoin mining pools
control over 60% of hash rate. If they colluded,
they could execute a 51% attack.

• Exchange concentration: Binance alone handles
approximately 40% of global crypto trading volume.

• Stablecoin issuers: Tether (USDT) and Circle
(USDC) can freeze any token at any address –
hardly “permissionless.”

• Infrastructure: Over 60% of Ethereum nodes run
on AWS (Amazon Web Services) or similar cloud
providers.

• Governance tokens: In many DAOs, the top 1% of
token holders control over 90% of voting power.

• Mining concentration quantified by the
Herfindahl-Hirschman Index HHI =

∑N
i=1 s

2
i where

si is the market share of pool i – Bitcoin’s pool HHI
exceeds 1,800 (“high concentration”)
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• What you see: Centralization metrics across different dimensions of
the blockchain ecosystem.

• Key pattern: The protocol layer is decentralized, but the
infrastructure and application layers show significant concentration.

• Takeaway: “Decentralized at the protocol level, centralized at the
business level” is a more accurate description than “fully
decentralized.”The Nakamoto Coefficient measures the minimum number of entities needed to disrupt a network. For Bitcoin mining, it is approximately 4.

(c) Joerg Osterrieder 2025



Why Does Decentralization Keep Centralizing?
The tendency toward centralization in “decentralized” systems is not a bug – it is driven by fundamental economic forces.

Three forces that drive centralization:

1 Economies of scale in mining: Large mining operations negotiate cheaper electricity, buy hardware in bulk, and hire specialized engineers.
Small miners cannot compete and either join pools or exit. Result: mining power concentrates.

2 Network effects in exchanges: Traders go where liquidity is deepest (tightest spreads, best prices). More traders attract more liquidity,
which attracts more traders. Result: a few exchanges dominate.

3 Information asymmetry in governance: DAO proposals require technical knowledge to evaluate. Most token holders lack the time or
expertise to vote, so they delegate to a small number of “whales” (large holders) who effectively control decisions.

The paradox stated: Blockchain was designed to remove trusted intermediaries. But the systems built on top of blockchain have recreated
intermediaries – mining pools, centralized exchanges, stablecoin issuers – because intermediaries provide efficiency, convenience, and
economies of scale that most users prefer over sovereignty.

Even the internet, originally designed as a decentralized network, is now dominated by a handful of companies (Google, Amazon, Meta, Apple).

(c) Joerg Osterrieder 2025



Is Crypto Making Inequality Better or Worse?

Blockchain advocates often claim crypto “democratizes
finance.” But wealth distribution data tells a different
story.

Bitcoin wealth concentration:

• The top 0.01% of Bitcoin addresses hold
approximately 27% of all BTC

• The top 2% of addresses hold over 95%

• The Gini coefficient for mining/staking

concentration: G =

∑n
i=1

∑n
j=1 |xi−xj |

2n2 x̄
where xi is

holdings of address i ; Bitcoin’s G ≈ 0.88 – worse
than any country on Earth

Caveats:

• One person can own many addresses

• Exchange addresses hold coins for millions of users

• Early adopters naturally hold more (same as early
investors in any asset)

Net assessment: Crypto has created enormous wealth for

early participants. Whether it “democratizes” finance

depends on whether newcomers can still participate

meaningfully.
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• What you see: Wealth distribution curves comparing Bitcoin,
traditional equities, and global wealth.

• Key pattern: Bitcoin’s wealth concentration is more extreme than
traditional financial assets.

• Takeaway: “Democratizing finance” and “equalizing wealth” are
different claims. Crypto may do the former without doing the latter.

Gini coefficient for comparison: US = 0.39, South Africa = 0.63, Bitcoin = 0.88. Source: BitInfoCharts, World Bank.(c) Joerg Osterrieder 2025



Where Is Crypto on the Technology Adoption Curve?

Technology adoption typically follows an S-shaped curve
with five phases. Understanding where crypto sits today
helps calibrate expectations.

The five adoption phases:

1 Innovators (2.5%): Cypherpunks, 2009–2013

2 Early adopters (13.5%): Tech enthusiasts, traders,
2014–2020

3 Early majority (34%): Retail investors via
exchanges and ETFs, 2021–present

4 Late majority (34%): Not yet reached

5 Laggards (16%): Not yet reached

Current position: With approximately 600 million global
crypto users (8% of world population), crypto sits at the
boundary between early adopters and early majority – the
critical “chasm” where many technologies stall.

Network value: Metcalfe’s law V ∝ n2 implies each new

user adds value proportional to all existing users – strong

incentive for crossing the chasm if UX barriers are

removed.
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• What you see: The technology adoption S-curve with crypto’s
estimated current position marked.

• Key pattern: Crypto has passed the innovator phase but has not yet
achieved mainstream adoption.

• Takeaway: Crossing the chasm requires solving usability, regulation,
and trust – not just technology.

For comparison: the internet had approximately 400 million users in 2000 (7% of world population). By 2024, it reached 5.5 billion (67%).(c) Joerg Osterrieder 2025



What Prevents Mainstream Crypto Adoption?
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• What you see: A ranked breakdown of barriers preventing mainstream blockchain adoption, from UX complexity to regulatory
uncertainty.

• Key pattern: Technical barriers (poor UX, key management) rank higher than ideological barriers (distrust of decentralization).
Most people are not opposed to crypto – they find it too confusing to use.

• Takeaway: Mass adoption requires making blockchain invisible – users should benefit from the technology without needing to
understand hash functions or manage seed phrases.

Account abstraction (ERC-4337) and smart wallets aim to eliminate seed phrases. Social recovery lets trusted contacts restore access.

(c) Joerg Osterrieder 2025



What Adoption Signals Should You Watch?
Despite the barriers, several concrete metrics suggest growing mainstream acceptance of blockchain technology.

Signs of growth (2024):

• Bitcoin ETFs approved: The US SEC approved 11 spot Bitcoin ETFs in January 2024. In the first year, they attracted over $50 billion in
assets – the most successful ETF launch in history.

• Stablecoin volume: USDT and USDC now process more daily transaction volume than PayPal on some days ($30–50 billion/day).

• Institutional custody: BlackRock, Fidelity, and BNY Mellon offer crypto custody services to institutional clients.

• Central bank exploration: Over 130 countries (representing 98% of global GDP) are exploring or piloting CBDCs (Central Bank Digital
Currencies).

Signs of stagnation:

• DeFi TVL (Total Value Locked) has not recovered to its 2021 peak

• NFT trading volume is down 95% from 2022 highs

• Daily active users on most dApps remain in the thousands, not millions

Bitcoin ETFs let investors gain Bitcoin exposure through traditional brokerage accounts – no wallets, no keys, no exchanges needed.
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How Have Institutional Investors Responded to Crypto?

• Hedge funds led institutional adoption,
reaching ˜61% exposure by 2025 – attracted
by uncorrelated returns and volatility
premiums

• Asset managers grew from 5% (2019) to
44% (2025) following ETF approval, enabling
regulated crypto exposure via standard
brokerage infrastructure

• Corporates/treasuries (MicroStrategy, Tesla)
reached 29% by 2025 – Bitcoin as a
balance-sheet hedge against inflation

• Pension funds remain the slowest adopters
(14% by 2025) due to fiduciary duty
constraints and volatility concerns

• Metcalfe’s law V ∝ n2 predicts that
institutional entry is self-reinforcing: each
new institution validates the asset class for
the next, compounding network value
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The Terra/FTX crash (2022) temporarily reversed institutional adoption. The US spot ETF approval (Jan 2024) triggered the strongest recovery.
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Are CBDCs Blockchain’s Greatest Ally or Greatest Threat?
Central Bank Digital Currencies (CBDCs) are government-issued digital money. Over 130 central banks are exploring them. CBDCs borrow
concepts from blockchain but differ fundamentally in philosophy.

Dimension Cryptocurrency CBDC

Issuer No central issuer (protocol rules) Central bank
Permissioning Permissionless – anyone can join Permissioned – KYC required
Supply control Algorithm-determined (e.g., 21M BTC cap) Central bank discretion
Privacy Pseudonymous (public addresses, no names) Government visibility into transactions
Censorship Resistant – no entity can freeze funds Central bank can freeze or reverse
Monetary policy None – code is law Full central bank control
Technology Public blockchain May or may not use blockchain

Key insight: CBDCs share the “digital money” surface but reject the “decentralization” and “permissionless” principles that define
cryptocurrency. A CBDC is digital cash issued by the government, not a replacement for Bitcoin.

China’s digital yuan (e-CNY) is the most advanced CBDC deployment, with over 260 million wallets and $250 billion in transactions by 2024.
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CBDC vs Crypto: A Visual Comparison
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CBDC vs. Bitcoin vs. Stablecoins:
Attribute Comparison

CBDC
Bitcoin
Stablecoin

• What you see: A multi-dimensional comparison of CBDCs and cryptocurrencies across key attributes like privacy, decentralization,
stability, and censorship resistance.

• Key pattern: CBDCs excel on stability and regulatory compliance; crypto excels on privacy, censorship resistance, and
permissionless access. They optimize for different things.

• Takeaway: CBDCs and crypto are not direct competitors – they serve different user needs. The person who wants stable
government-backed digital payments is not the same person who wants censorship-resistant borderless value transfer.

The privacy debate: CBDCs give governments unprecedented transaction visibility. Critics call this “financial surveillance.” Proponents call it

“anti-money-laundering compliance.”
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Where Do Major Economies Stand on CBDC Development?

• Launched (Stage 4): China’s e-CNY leads
with 260 million wallets; the Bahamas,
Nigeria, and Jamaica have live retail CBDCs

• Pilot (Stage 3): India, the EU, Brazil, Japan,
and Russia are running live pilots with limited
user groups

• Proof-of-Concept (Stage 2): The US, UK,
Canada, and Australia are testing technical
designs but have not committed to full
deployment

• Outliers: Ecuador and El Salvador have no
CBDC plans – El Salvador chose Bitcoin legal
tender instead

• Over 130 countries representing 98% of
global GDP are exploring CBDCs – the
state’s response to private stablecoins and
crypto is digital money, not prohibition of
digital money itself
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CBDC deployment timelines are political as much as technical. The EU Digital Euro faces legislative debates over privacy limits and offline functionality.
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What Futures Are Possible for Blockchain?

The future of blockchain is not predetermined. Multiple
plausible scenarios exist, each driven by different
combinations of regulation, adoption, and technological
development.

Four scenario families:

1 Mainstream integration: Blockchain becomes
invisible infrastructure (like TCP/IP) – users
interact with it without knowing it. Banks use it for
settlement; governments use it for records.

2 Parallel financial system: DeFi matures into a
regulated alternative to traditional finance, serving
different user segments.

3 Niche technology: Blockchain finds specific use
cases (cross-border payments, supply chain) but
never achieves mass consumer adoption.

4 Regulatory suppression: Governments worldwide
restrict crypto to CBDCs only, forcing decentralized
networks underground.

Most likely: A combination – mainstream integration for

institutional use, parallel systems for DeFi, and ongoing

regulatory tension.

20 0 20 40 60 80 100
Estimated Probability (%)

Mass Adoption Global financial infrastructure
CBDCs + DeFi coexist30%

Niche Technology Specific use cases only
Remittances, gaming, DeFi40%

Regulatory Capture Heavily regulated
Institutional only20%

Decline Better alternatives emerge
Quantum computing threat10%

Blockchain Future Scenarios (Hypothetical)

• What you see: Four future scenarios mapped on axes of regulatory
friendliness and adoption level.

• Key pattern: The scenarios are not mutually exclusive – different
geographies may follow different paths simultaneously.

• Takeaway: The “one future” prediction is always wrong. Plan for
multiple outcomes.

Multiple futures are possible depending on regulation, adoption, and technological breakthroughs. No single prediction should be trusted.
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Which Scenario Is Most Likely? A Structured Assessment

Bear Case
(Pessimistic)

Base Case
(Realistic)

Bull Case
(Optimistic)

Adoption

Regulation

Technology

Market Price

Institutional
Interest

Niche use
only

Growing
adoption

Mass
adoption

Harsh
bans

Frameworks
emerging

Clear
pro-rules

Stagnation Gradual
improvement

Scalability
solved

-80%
drawdown

Moderate
growth

New ATH
10x+

Exit &
bailout

Cautious
entry

Full
integration

Illustrative scenario planning  not financial advice.

Blockchain Future Scenarios Matrix
(Bear / Base / Bull across Key Dimensions)

1

2

3

4

5

Op
tim

ism
 S

co
re

 (1
=L

ow
 

 5
=H

ig
h)

• What you see: A scenario matrix mapping likelihood against impact for different blockchain futures.

• Key pattern: The “invisible infrastructure” scenario (blockchain embedded in existing systems) is rated most likely. The “crypto
replaces banks” scenario has high impact but low probability.

• Takeaway: The most transformative outcome is not the most likely one. Prepare for the probable; monitor the transformative.

Scenario planning originated at Royal Dutch Shell in the 1970s. It is designed to prepare for multiple futures, not predict one.
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How Has Blockchain Technology Evolved Since 2009?

Blockchain is not static. Fifteen years of development
have produced multiple generations of technology, each
solving problems the previous generation could not.

Generational evolution:

• Gen 1 (2009–2014): Bitcoin – digital cash, PoW,
limited scripting

• Gen 2 (2015–2019): Ethereum – smart contracts,
programmable money, ERC-20 tokens

• Gen 3 (2020–2023): DeFi, NFTs, Layer-2 scaling,
PoS transition, cross-chain bridges

• Gen 4 (2024+): Account abstraction, ZK rollups,
restaking, AI integration, institutional adoption

Key observation: Each generation builds on the previous

one. DeFi was impossible without smart contracts. Smart

contracts were impossible without a programmable

blockchain. The stack is cumulative.

Bitcoin
Launch

2009

Ethereum
Launch

2015

ICO
Boom

2017

DeFi
Summer

2020

Ethereum
Merge

2022

Bitcoin
ETFs

2024

Blockchain Technology Timeline

• What you see: A timeline of major blockchain technology milestones
from Bitcoin’s launch to current innovations.

• Key pattern: The pace of innovation is accelerating – more happened
in 2020–2024 than in 2009–2019.

• Takeaway: Blockchain has evolved significantly since Bitcoin’s 2009
launch. Judging the technology by Bitcoin alone is like judging the
internet by email alone.

For perspective: the internet was invented in 1969 (ARPANET). The web browser arrived in 1993 – 24 years later. Blockchain is 15 years old.
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Where Do Blockchain Technologies Sit on the Hype Cycle?
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Gartner Hype Cycle: Blockchain Technologies (2024)

• What you see: A Gartner-style hype cycle showing where different blockchain technologies sit in their maturity journey – from
innovation trigger through peak of inflated expectations, trough of disillusionment, slope of enlightenment, to plateau of
productivity.

• Key pattern: NFTs and metaverse tokens are in the “trough of disillusionment.” Bitcoin ETFs and stablecoins are approaching the
“plateau of productivity.” ZK rollups and account abstraction are climbing the “peak of inflated expectations.”

• Takeaway: Technologies in the trough are not dead – they are being rebuilt with realistic expectations. The trough is where the real
work happens.

Gartner Hype Cycle: a tool for understanding technology maturity. Being in the “trough” does not mean failure – it means the hype has passed and

practical use cases are emerging.
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What Technologies Will Define Blockchain’s Next Five Years?
Several emerging technologies could fundamentally change how blockchain works and who uses it.

Near-term developments (1–3 years):

• Account abstraction (ERC-4337): Replaces the current private-key model with “smart accounts” that support social recovery (friends can
help restore access), session keys (approve a dApp once, not every transaction), and gas sponsorship (someone else pays transaction fees).
This is the biggest UX improvement since MetaMask.

• Zero-knowledge rollups (ZK rollups): Process transactions off-chain and post a cryptographic proof (a mathematical guarantee that the
transactions are valid) to the main chain. Increases throughput by 100–1,000x while inheriting Ethereum’s security.

• Restaking (EigenLayer): Lets ETH stakers reuse their staked assets to secure additional networks simultaneously, earning extra yield. Risk:
cascading failures if one network is compromised.

Long-term possibilities (5–10 years):

• Post-quantum cryptography: Quantum computers could break current elliptic curve cryptography. NIST finalized post-quantum standards
in 2024 – blockchain must eventually migrate.

• AI + blockchain: Decentralized AI training, verifiable computation, and autonomous agents that own wallets and transact independently.

• Fully on-chain governance: DAOs that operate entirely through smart contracts with no off-chain coordination.

ZK proofs are “zero-knowledge” because the verifier learns nothing except that the statement is true. Think of it as proving you know a password without

revealing it.
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How Should You Evaluate Any Blockchain Claim?
After twelve lessons, you have the technical knowledge to evaluate blockchain projects and claims. Here is a five-question framework for
cutting through both hype and FUD (Fear, Uncertainty, and Doubt – deliberately negative misinformation).

The Five-Question Framework:

1 What problem does this solve? If the answer is vague (“revolutionize finance”) or non-existent, the project likely lacks substance.

2 Does it actually need a blockchain? A database with access controls solves most “blockchain” use cases more efficiently. Blockchain adds
value only when you need trustless verification across mutually distrusting parties.

3 Who benefits and who pays? Follow the money. Token launches benefit founders. Mining benefits miners. Users pay gas fees. Whose
interests are aligned with yours?

4 What are the trade-offs? Every design choice has a cost. Decentralization sacrifices efficiency. Privacy sacrifices transparency. Censorship
resistance sacrifices consumer protection. What is this project trading away?

5 What is the source’s incentive? Is the person making this claim a holder, a short-seller, a developer, a regulator, or a journalist? Their
position shapes their perspective.

Seek primary sources: whitepapers, on-chain data, audit reports, and code repositories. Secondary sources (news, social media) amplify bias.
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The Blockchain Trilemma: Every Project Makes a Trade-Off
Throughout this course, one principle has appeared repeatedly: the blockchain trilemma (also called the scalability trilemma, introduced by
Vitalik Buterin). No blockchain can maximize all three properties simultaneously.

Security

Decentralization Scalability

Bitcoin
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L2 Rollups
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• Bitcoin: Maximizes security and decentralization; sacrifices scalability (7 TPS)

• Solana: Maximizes scalability (65,000 TPS); sacrifices decentralization (fewer validators, higher hardware requirements)

• Layer-2 rollups: Attempt to “cheat” the trilemma by inheriting L1 security while processing transactions off-chain

The trilemma is a useful mental model, not a physical law. Future innovations may shift the boundaries of what is possible.
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The Course in One Slide: Twelve Lessons, Twelve Key Insights

L Topic Core Insight

1 Introduction Blockchain = trustless verification among strangers
2 Bitcoin PoW trades energy for censorship resistance
3 Consensus No perfect consensus – trilemma forces trade-offs
4 Cryptography Hash functions and digital signatures secure everything
5 Ethereum Smart contracts turn blockchains into programmable platforms
6 Smart Contracts Code is law – and bugs are permanent
7 DeFi Permissionless finance redistributes both access and risk
8 NFTs Non-fungibility enables digital ownership – and speculation
9 Scaling Layer-2 solutions inherit L1 security at higher throughput
10 Privacy Privacy and transparency are in permanent tension
11 DAOs On-chain governance struggles with voter apathy and plutocracy
12 Controversies Critical thinking is the most valuable blockchain skill

The meta-lesson: Every topic in this course involved trade-offs. Security vs efficiency. Privacy vs transparency. Decentralization vs

usability. Innovation vs regulation. The ability to evaluate these trade-offs – not to pick a “side” – is what separates informed

participants from speculators.

Each lesson built on the previous ones. DeFi requires smart contracts (L5–6). Smart contracts require Ethereum (L5). Ethereum requires consensus (L3).

The stack is cumulative.

(c) Joerg Osterrieder 2025



Key Takeaways

1 Energy debate: Bitcoin’s PoW energy use (150 TWh/year) is real and significant, but context matters: the banking
system uses more, and 59% of Bitcoin mining is renewable. Ethereum proved PoS can reduce energy by 99.95%.

2 Regulation: No global consensus exists. The spectrum ranges from El Salvador’s legal tender status to China’s
complete ban. The trend is toward regulation (MiCA, ETF approvals), not prohibition.

3 Fraud: Rug pulls, Ponzi schemes, and phishing collectively cost billions annually. Five red flags – guaranteed
returns, anonymous teams, urgency, locked withdrawals, celebrity endorsements – catch most scams.

4 Centralization paradox: Blockchain protocols are decentralized, but the businesses built on them (mining pools,
exchanges, stablecoin issuers) are highly concentrated. The Nakamoto Coefficient for Bitcoin mining is
approximately 4.

5 Adoption: At approximately 600 million users (8% of world population), crypto sits at the adoption chasm between
early adopters and early majority. Crossing requires better UX, not better cryptography.

6 Future: Multiple scenarios coexist. The most likely outcome is blockchain as invisible infrastructure, not as a
replacement for the financial system.

Review question: Apply the five-question framework to a blockchain project of your choice. Does it survive all five questions?
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Course Complete – One Final Thought

"For" "Against"

Evidence
"For"

Evidence
"Against"

"Your turn to decide."

Lecture 12 Complete  Think Critically, Evaluate Evidence

?

You now have the technical foundations to understand blockchain, the analytical skills to evaluate claims about it, and the critical
thinking framework to form your own evidence-based opinions. The technology will continue to evolve – new consensus mechanisms, new
token standards, new regulatory frameworks. But the ability to ask “What problem does this solve?” and “Who benefits?” will remain
valuable regardless of what comes next.

Good luck with your projects.
The best blockchain skill is not coding Solidity or reading whitepapers – it is asking the right questions and evaluating the answers honestly.
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Summary / Key Vocabulary
Blockchain technology generates genuine controversy because it challenges existing institutions, redistributes power, and operates in
regulatory grey areas. The energy debate, regulatory patchwork, fraud landscape, and centralization paradox are not flaws to be dismissed –
they are real tensions that the technology must resolve to achieve mainstream adoption. The students who succeed in this field will be those
who can hold two ideas simultaneously: blockchain has transformative potential AND it has serious unresolved problems.

Key Vocabulary:

• PoW Energy Consumption

• The Merge (Ethereum PoS)

• MiCA (EU Crypto Regulation)

• Howey Test (Security Classification)

• Rug Pull / Ponzi Scheme

• Nakamoto Coefficient

• Gini Coefficient (Inequality)

• Technology Adoption S-Curve

• CBDC (Central Bank Digital Currency)

• Blockchain Trilemma

• ZK Rollups / Account Abstraction

• FUD (Fear, Uncertainty, Doubt)

• Hype Cycle (Gartner)

• Regulatory Arbitrage

Course complete. For the exam, practice applying the five-question framework to real blockchain projects and current
news articles.

Final advice: the blockchain space changes weekly. Follow primary sources (on-chain data, protocol documentation) – not social media influencers.
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