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What If Every Shareholder Could Vote on Every Decision?

The New Boardroom

BOARD
MEETING
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"No CEQ. No HQ. Just 847 laptops and a smart contract."

Imagine a company where every token holder can propose changes, vote on budgets, and hire or fire contributors — all without a CEO, a
board, or a legal headquarters. That is a DAO. Today we examine how this radical idea works in practice and where it breaks down.
This cartoon frames the central question of Lesson 11: can code replace corporate governance?



Learning Objectives

By the end of this lesson you will be able to:

O Define DAOs and distinguish them from traditional corporate governance structures. [Understand]
@ Explain how on-chain voting, delegation, and timelocks create a governance lifecycle. [Understand]
@ Calculate voting power distribution under 1-token-1-vote vs quadratic voting. [Apply]
@ Compare major DAO governance models on participation, speed, and plutocracy resistance. [Analyze]

© Evaluate whether a proposed community governance model needs a DAO or could use simpler coordination.
[Evaluate]

Bloom’s levels covered: Understand, Apply, Analyze, Evaluate

These objectives map directly to quiz and project assessments.



The

DAO Technology Stack

A DAO is not a single smart contract — it is a stack of
interacting components, each serving a distinct
governance function.

Four layers of a DAO:

Q

Governance token: Represents voting power.
Holding more tokens means more influence — unless
the DAO uses quadratic voting.

Voting contract: The on-chain mechanism that
tallies votes, enforces quorum (minimum
participation), and records outcomes.

Treasury: A multi-signature or smart-contract
wallet that holds the DAO's funds. Spending
requires a passed proposal.

Execution engine: A timelock contract that delays
execution of passed proposals, giving members time
to exit if they disagree.

DAO Technology Stack
5 Users / Token Holders

Wallets + Voting Power + Delegation

a Governance Contract

Proposal Creation + Voting * Quorum Check

3 Timelock Contiolier
Delay Enforcement + Veto Window + Security

2 Execution Layei
Treasury Transfers « Parameter Changes * Upgrades

Treasury / Token Contract

® What you see: A layered architecture diagram of a DAQO's core
components.

® Key pattern: Each layer depends on the one below it — the token
feeds the voting contract, which controls the treasury, which the
execution engine enforces.

® Taloowau: llndarctanding thic ctacl ic nraranuicite +a avaliuating any



Voter apathy is not unique to DAOs — the average voter turnout in EU elections is 50%; in DAOs it is 1-5%.

(c) Joerg Osterrieder 2025



What Is a DAO? A Definition Built on Three Principles

Definition: Decentralized Autonomous Organization (DAO)

A DAO is an organization represented by rules encoded as smart contracts on a blockchain. It is controlled by its
members (token holders), not by a central authority. Decisions are made through proposals and on-chain votes, and the
outcomes are automatically executed by the smart contract.

Three foundational principles:
@ Decentralized control: No CEO, no board of directors. Every token holder can propose and vote on changes. Power is distributed
across the community.

@ Transparent rules: The governance logic is public, auditable code. Anyone can verify how votes are counted, what the quorum
threshold is, and how treasury funds are allocated.

© Autonomous execution: Once a proposal passes, the smart contract executes it automatically — no human intermediary can block
or modify the outcome (after the timelock expires).

Key distinction: “Autonomous” does not mean “no humans.” Humans propose, debate, and vote. The execution is autonomous — the

code enforces the community’s decision without a manager.

The term “DAQO” was popularized by “The DAO” in 2016, but the concept traces back to Daniel Larimer’s BitShares (2014).



DAO Organizational Structure: Four Interacting Components

® Token holders vote on proposals and delegate DAO Organizational Structure
their voting power to trusted representatives

® Proposals are submitted on-chain with
executable code attached; any member
meeting the threshold can propose

® DAO smart contract tallies votes, enforces
quorum, and acts as the neutral

rule-enforcement layer

Execute
® Treasury holds protocol funds and releases

them only when a valid proposal passes;

Treasury

execution carries out the approved on-chain Proposals Execution

action automatically

Every arrow represents a trust boundary enforced by code, not by a manager.



Voting Mechanisms: One Token One Vote vs Quadratic

The voting mechanism determines who has power and
how much. Two dominant models exist, with radically

. . . Voting Power Models in DAOs
different fairness properties.

Token-W_eighted Quadratic Conviction
1-Token-1-Vote (1T1V): Voting Voting Voting

® Simple: 100 tokens = 100 votes 100 12 100
® Problem: A whale with 51% of tokens controls
every outcome 80
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. . . .
Problem: vulnerable to Sybil attacks (splitting Tokens Held Tokens Held Time Staked (days)

tokens across wallets)

® What you see: A comparison of voting power curves under 1T1V and
quadratic voting.

® Key pattern: Under 1T1V, power scales linearly with wealth. Under
QV, diminishing returns reduce whale dominance.

® Takeaway: No voting system is perfect — each trades off simplicity,



DAO vs Corporation: A Structural Comparison

DAOs and corporations solve the same problem — coordinating people and capital toward shared goals — but they use fundamentally different
mechanisms.

Dimension Traditional Corporation DAO

Decision authority ~ Board of directors, CEO Token holders (direct vote)
Membership Employment contract, shares Token purchase or earning
Transparency Annual reports, audits All transactions on-chain

Speed of change Fast (executive decision) Slow (proposal + vote + timelock)
Legal status Incorporated entity Varies (often none)

Liability Limited liability for shareholders  Unclear — potentially unlimited
Dispute resolution  Courts and arbitration Code is law (or social consensus fork)

Key insight: DAOs are not “better” than corporations. They sacrifice speed and legal clarity for transparency and decentralized control.
The right choice depends on who needs to trust whom, and whether the cost of that trust justifies the overhead of decentralization.

As of 2024, Wyoming, Tennessee, and the Marshall Islands recognize DAOs as legal entities.



Delegation: Liquid Democracy in Practice

Most token holders lack the time or expertise to evaluate
every proposal. Delegation lets them transfer their voting
power to a trusted representative — a “delegate” — while
retaining the right to override at any time.
How delegation works:

© Alice holds 1,000 governance tokens

She delegates to Bob, a well-known protocol
researcher

Bob now votes with Alice’s 1,000 tokens plus his

o
o

own 200
@ Alice can revoke delegation at any time — no lock-up
@ If Alice votes directly on a specific proposal, her

delegation is overridden for that vote only

Benefit: Informed delegates increase decision quality.
Risk: Power concentrates among a few popular delegates
— recreating the very hierarchy DAOs sought to eliminate.

Delegation to Bob
Delegation to Carol
Self-voting

1000

Self-vote: 150

1800 + 200 own 1600 + 400 own

In this example, two delegates control 85% of the total voting power. This
concentration is typical of real-world DAOs — Uniswap's top 10 delegates
control over 40% of voting power.

Compound, Uniswap, and Aave all use delegation. Revocable delegation is sometimes called “liquid democracy.”



Follow One Proposal: From Forum Post to Execution

A governance proposal in a major DAO follows a
structured lifecycle. Here is how a typical Uniswap or
Compound proposal moves from idea to execution:

DAO Proposal Lifecycle

Six stages:

@ Forum discussion: Author posts the idea on a
governance forum (off-chain). Community debates
for days or weeks. s

Proposal Discussion s"\.lg::‘“ AL ffimelock Execute

@ Temperature check: An informal off-chain poll orchan 7 ey Smart contract

(Snapshot) gauges support before committing gas — -

fees.
@ Formal proposal: The author submits an on-chain

proposal with executable code attached.
@ Voting period: Token holders vote for or against

over a fixed window (typically 3—7 days).
e Timelock: If passed, execution is delayed (24—48 Typical total duration: 2-6 weeks from draft to execution

hours) so dissenters can exit.
@ Execution: The smart contract automatically

® What you see: A detailed flow diagram of the six-stage governance

executes the proposal’s code (e.g., transfer treasury lifecycle.

funds, update a parameter).
® Key pattern: Multiple checkpoints (temperature check, quorum,
timelock) create friction — this is intentional.

® Takeaway: DAO governance is slow by design. Speed is sacrificed for

PR ' o
legitimacyv_and safeiv



From ldea to Execution: The Five-Stage Proposal Lifecycle

® Draft — an idea is written up and circulated; DAO Proposal Lifecycle
no on-chain cost, purely social

® Discussion — community feedback on the
forum refines the proposal before any gas is
spent

Draft
® Voting — token holders cast on-chain votes Idea

within a fixed window (typically 3-7 days) SR
® Timelock — a mandatory delay (24-48 h)

after passing; dissenters can exit before If rejected
execution _ _ _
® Execution — the smart contract automatically Sta;e 1 Staae 2 Stag';e 3 Sta;e 4 Staae 5

carries out the proposal’s code; no human
can block it

A proposal rejected at voting returns to the Draft stage; it can be revised and resubmitted.



Voter Participation: The Engagement Problem

DAO Voting Mechanisms

1 token = 1 vote

Token Voting Simple but plutocratic

Cost = votes”™2

Ruadratic Voting Reduces whale power

Time-weighted

SE ) s L Long-term alignment

Vote delegation

Pelegate Voting Liquid democracy

The participation paradox: DAOs promise democratic governance, but voter turnout is dramatically low.
® Typical DAO voter turnout: 1-5% of token holders
® Compound governance: average 3.2% participation in 2023

® Uniswap governance: many proposals fail to reach quorum






Under 1-Token-1-Vote:
® FOR: Alice = 10,000 votes
® AGAINST: Bob + Charlie = 100 4+ 100 = 200 votes
® Result: Proposal PASSES. Alice's wealth overrides two members.

(c) Joerg Osterrieder 2025



Quadratic Voting: A Worked Example

Problem: Three DAO members vote on a treasury proposal. How does quadratic voting change the outcome compared to 1-token-1-vote?

Setup:

® Alice holds 10,000 tokens (whale)

® Bob holds 100 tokens (regular member)

® Charlie holds 100 tokens (regular member)

® Alice votes FOR; Bob and Charlie vote AGAINST

Under 1-Token-1-Vote:
® FOR: Alice = 10,000 votes
® AGAINST: Bob + Charlie = 100 4+ 100 = 200 votes
® Result: Proposal PASSES. Alice's wealth overrides two members.

Under Quadratic Voting (votes = square root of tokens spent):
® Alice spends all 10,000 tokens: votes = /10,000 = 100 votes
Bob spends all 100 tokens: votes = v/100 = 10 votes
Charlie spends all 100 tokens: votes = +/100 = 10 votes
FOR: 100 vs AGAINST: 10 + 10 = 20
Result: Proposal still PASSES, but Alice’s advantage shrinks from 50x to 5x.



Quadratic Voting: A Worked Example

Problem: Three DAO members vote on a treasury proposal. How does quadratic voting change the outcome compared to 1-token-1-vote?

Setup:

® Alice holds 10,000 tokens (whale)

® Bob holds 100 tokens (regular member)

® Charlie holds 100 tokens (regular member)

® Alice votes FOR; Bob and Charlie vote AGAINST

Under 1-Token-1-Vote:
® FOR: Alice = 10,000 votes
® AGAINST: Bob + Charlie = 100 4+ 100 = 200 votes
® Result: Proposal PASSES. Alice's wealth overrides two members.

Under Quadratic Voting (votes = square root of tokens spent):
® Alice spends all 10,000 tokens: votes = /10,000 = 100 votes
Bob spends all 100 tokens: votes = v/100 = 10 votes
Charlie spends all 100 tokens: votes = +/100 = 10 votes
FOR: 100 vs AGAINST: 10 + 10 = 20
Result: Proposal still PASSES, but Alice’s advantage shrinks from 50x to 5x.

Takeaway: Quadratic voting does not eliminate whale power — it dampens it. The more tokens you spend, the less each additional vote
costs in marginal impact. This encourages broad coalitions over concentrated wealth.



Governance Token Distribution: The 80/20 Problem

® | orenz curve p|OtS the cumulative share of 100% ) Governance Token Distribution: Lorenz Curves )
token supply held by the bottom x% of 'T’erfeclf;i'éa(‘g 055
. . . - lypica ini = 0., e
holders; perfect equality is the diagonal —— Community DAO (Gini ~ 0.65)

80%

® Typical DAO (Gini ~ 0.85): the top 10% of
addresses hold the majority of supply — whale
dominance is structural, not accidental

® Community DAO (Gini =~ 0.65): broader
airdrops and contributor rewards produce a
flatter curve, but concentration persists

® The 80/20 rule applies to almost every DAO:

20% of holders control 80% of governance
power

60%

40%

20%

Cumulative Share of Token Supply

0% 20% 40% 60% 80% 100%
Cumulative Share of Token Holders (sorted by holdings)

Gini coefficient measures inequality: 0 = perfect equality, 1 = one address holds everything.



Treasury Management: How DAOs Spend

DAO treasuries collectively hold billions of dollars,
making capital allocation one of governance's most
consequential functions.

Common allocation categories:

@ Protocol development: Core team salaries, audits,
infrastructure (typically 30-50%)

Ecosystem grants: Funding external builders,
integrations, and tooling (15-25%)

Liquidity incentives: Rewards for providing liquidity
to the protocol’s markets (10-20%)

Community and marketing: Events, education,
content creation (5-15%)

© ©6 © ©

Reserve: Held as a safety buffer for downturns
(10-30%)

Risk: Most DAO treasuries are denominated in their own
governance token. If the token price drops 80%, the
treasury’s purchasing power drops with it.

ot AY
Stda Py
Uniswap's treasury holds over $3 billion in UNI tokens. Lido DAQ'’s treasurv exceeds ilb LI

Allocation (%)

DAO Treasury Allocation Patterns

Average Allocation

Treasury Allocation by DAO (Top 5 DAOs)

2

Operations
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|
—1 Reserves
a

Grants & Public Goods. Liquidity Mining
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Uniswap MakerDAO  Aave ENS Gitcoin
($2.88)  ($0.58)  ($0.3B) ($0.25B) ($0.128)

== Development = Reserves
=== Grants & Public Goods  mmm Operations
= Liquidity Mining

® What you see: A breakdown of typical DAO treasury allocation
across spending categories.

® Key pattern: Development and grants consume the majority; reserves
are often underfunded.

® Takeaway: Treasury diversification (swapping governance tokens for

ol e At e oevernanee dalata
DIECO IS an active governance daebate.

illion.



Treasury Fund Flow: Inflows, the Vault, and Outflows

® Inflows: protocol fees (40%), token sales DAO Treasury Fund Flow

(30%), investments (20%), and donations
35%

(10%) feed the central vault

® Central treasury (the DAO vault) is a
smart-contract or multi-sig wallet; no single X aEO?’/mg
person controls it Token Sales out -

® Qutflows are governed by passed proposals: 30% T Grants
development (35%), grants (25%), marketing Sy, 25%

(20%), operations (15%), and a small reserve
(5%) 20%

® Every outflow transaction is visible on-chain—- _
there are no off-balance-sheet expenses in a |_____,A__|
well-governed DAO

Diversifying the treasury (swapping native tokens for stablecoins) reduces volatility risk — itself a frequent governance proposal topic.



How Low Is DAO Voter Turnout Really?

DAO Voter Participation Rates

Turnout Over Time

35 Turnout Across Major DAOs (Illustrative)

B Avg Turnout

= Peak Turnout 35
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® What you see: Voter participation rates across major DAOs, compared to traditional democratic elections.

® Key pattern: Even the most active DAOs rarely exceed 10% participation. Most routine proposals see 1-3% turnout, while
controversial proposals spike to 5-8%.

L ]

Takeaway: Low turnout is not a bug to be fixed but a structural feature of token governance. Delegation and incentive redesign are
the leading mitigation strategies.

Messari’s Governor data shows that median DAO proposal participation declined from 2022 to 2024 as the number of proposals grew.



Voter Participation Rates Across Major DAOs (2022-2023)

° Compound starts highest but trends DAO Governance Participation Rates Over Time

downward as proposal volume grows and
voters experience fatigue

= Compound —— Aave

20% —s— MakerDAO Uniswap

Market
18% turbulence

® MakerDAQO maintains a relatively stable
mid-range participation, helped by a smaller
but more engaged community

15%
12%
® Aave shows improvement after introducing 10%
delegation and gasless voting features

Industry

8%

5% /\/\v

2% +

® Uniswap remains chronically low (1-5%),
with spikes only during major fee-switch or
grants debates

0%

Voter Participation Rate (% of circulating supply,;

® Market turbulence briefly raises participation Jan Mar May jul  Sep Nov jan  Mar May Jul Sep Nov
— a crisis motivates voters that routine Month

proposals cannot

Delegation and gasless (off-chain Snapshot) voting are the two most effective tools for lifting participation rates.



A multi-sig wallet requires m of n designated
signers to approve every transaction — no
single key can drain the treasury unilaterally

3-of-5 is the most common DAO
configuration: balanced between security and
operational speed

2-of-3 is faster but riskier; 4-of-7 maximises
security at the cost of coordination overhead

Signers are typically drawn from core
developers, community representatives,
advisors, and foundation members

Once a governance vote passes, the multi-sig
executes the transaction on-chain — it cannot
add conditions or delay

Multi-Signature Wallets: Securing the DAO Treasury

Multi-Signature Wallet Architecture for DAO Treasuries

3-of-5 Multi-Signature Scheme

Signer A Any 3 of the 5 designated signers must approve a transaction Signer D

(Core Dev) {Core Dev)

Signer B
CAO Treasury

(Gnosis Safe)

(Community)

Signer C

(Advisor)
Executed Tx

{on-chain)

2-0f-3
Fast, less secure

4-of-7
Secure, slower

Gnosis Safe (now Safe{Wallet}) is the dominant multi-sig platform; it secures over $100 billion across thousands of DAO treasuries.



DAO Treasury Growth Through Bull and Bear Markets

® Uniswap peaked above $4B in the 2021 bull $5.08 DAO Treasury Growth Comparison (2021-2023)
market before falling 70% in the 2022 bear — Bull Market Bear Market | ;r:::gjxo ity f\:\r/“ep"””d
almost entirely because its treasury is T 5408
denominated in UNI tokens 5
® MakerDAO showed greater stability thanks §$3 o5
to DAI collateral backing and early a
diversification into real-world assets 9
. v $2.0B
® Compound and Aave treasuries shrank but 2
. . 3
continued spending on grants throughout the 8
bear market = $1.08
® Recovery (2023) was driven by protocol fee
revenue, not token price appreciation — a 008 T &2 o3 o4 o1 92 03 04 qr 02 Q3 oa
more sustainable model 2021 2022 2023

Quarter

Treasuries denominated in the protocol’s own token are exposed to a reflexivity risk: a declining token price reduces both assets and the ability to fund
operations.



Legal Wrappers: Giving a DAO a Real-World Identity

A DAO exists on-chain, but the legal system does not
recognize smart contracts as persons. Without a legal
wrapper, DAO members may face unlimited personal
liability.

Common wrapper structures:

(4]

(2]

Wyoming DAO LLC: First US state to recognize
DAOs (2021). Members get limited liability; smart
contract can serve as operating agreement.

Swiss Foundation: Used by Ethereum Foundation,
Lido. Non-profit wrapper with supervisory board.

Cayman Foundation: Popular for DeFi protocols.
Flexible governance, no members (only
“supervisors” ).

Marshall Islands DAO LLC: Offshore-friendly; no
physical presence required.

@ Unincorporated: No wrapper. Members may be

treated as a general partnership — every member is
personally liable.

Score (1-10)

DAO Legal Wrapper Options

Legal Wrapper Comparison Liability Exposure

= Unincorporated Assocation Risk 10
= Wiyoming DAO LLC Level
= arshallIs. DAO LLC

Unincorporated DAO
UNLIMITED personal liability

= Delaware LLC for all members

Wyoming DAO LLC
Members shielded
from DAO debts

Foundation Model
Foundation liable;
o member exposure

Hybrid (LLC + DAO)
Partial shield;
lepends on jurisdiction

oo p

Liability Tax Regulatory  Low Setup -
Protection  Efficiency  Clarity Cost tralization

What you see: Legal wrapper options mapped against liability
protection and regulatory compliance.

Key pattern: More protection requires more compliance overhead —
there is no free lunch.

Takeaway: Choosing a legal wrapper is as important as choosing a






Quorum requirement = 4% x 10,000,000 = 400,000 tokens
Total votes cast = 300,000 + 150,000 = 450,000 tokens

450,000 > 400,000 Quorum is met.

(c) Joerg Osterrieder 2025



Quorum and Threshold Calculations
Problem: A DAO has 10 million governance tokens in circulation. The governance rules require a 4% quorum and 50% approval threshold.
A proposal receives 300,000 FOR votes and 150,000 AGAINST votes. Does the proposal pass?

Step 1: Check quorum (minimum participation to make the vote valid).

Quorum requirement = 4% x 10,000,000 = 400,000 tokens
Total votes cast = 300,000 + 150,000 = 450,000 tokens

450,000 > 400,000 Quorum is met.

Step 2: Check approval threshold (minimum percentage of FOR votes).

300,000 300,000

= =66.7%
300,000 + 150,000 450,000

Approval rate =

66.7% > 50%  Approval threshold is met.



Quorum and Threshold Calculations

Problem: A DAO has 10 million governance tokens in circulation. The governance rules require a 4% quorum and 50% approval threshold.
A proposal receives 300,000 FOR votes and 150,000 AGAINST votes. Does the proposal pass?

Step 1: Check quorum (minimum participation to make the vote valid).

Quorum requirement = 4% x 10,000,000 = 400,000 tokens
Total votes cast = 300,000 + 150,000 = 450,000 tokens
450,000 > 400,000 Quorum is met.
Step 2: Check approval threshold (minimum percentage of FOR votes).

300,000 300,000
300,000 + 150,000 ~ 450,000

Approval rate = =66.7%

66.7% > 50%  Approval threshold is met.
Result: Proposal PASSES. It enters the timelock period (typically 24—48 hours) before execution.

What if only 250,000 FOR and 100,000 AGAINST? Total = 350,000 < 400,000 — quorum NOT met. The proposal fails regardless of
the approval rate (71.4%).

Different DAOs use different quorum models: Compound requires 400,000 COMP; MakerDAO uses “approval voting” with no quorum.






Governance Attacks: Flash Loan Voting

If voting power comes from token holdings, an attacker
can borrow millions of tokens for a smgle bIo_ck_, vote, DAO Governance Attack Vectors
and return them — all in one transaction. This is a flash

loan governance attack. Attack Risk Matrix Flash Loan Attack Flow
. 10 lash Loan
How it works: e '@ CTEACIE N Borrow
e . Governan: SSUUMoRens)
© Borrow millions of governance tokens via a flash N Hijack
loan (zero collateral, repaid in same transaction) 58 (1 |:I
3 2
]
@ Delegate tokens to self and vote on a malicious A wollkiion
proposal 8 6 -
E @ 3 ke
© Return the tokens — the attacker never risked their o malicious proposs
own money 2 . e o
g Drain
=1 4
S
Real-world examples:
® Beanstalk (April 2022): Attacker flash-borrowed 27 o s
. . flash I
$1B in tokens, passed a proposal to drain $182M -
2 4 6 8 10
from the treasury Likelihood of Occurrence
® Build Finance DAO (2022): Governance takeover
vi ken mulation; tr ry drain
a token accumulation; treasury drained ® What you see: Common DAO attack vectors ranked by cost and
impact.

Defenses: Voting snapshots taken before proposal
® Key pattern: Flash loan attacks are the cheapest to execute but the

creation, timelocks, vote-escrowed tokens (veTokens). most devastating — zero capital at risk for the attacker.

® Takeaway: Governance security requires the same rigor as smart



Governance Attack Economics: Cost vs

Flash loan governance attacks sit in the
high-profit zone: low cost ("$2.5M) relative
to potential gain ("$45M), making them the
most dangerous

Social engineering and proposal spam are
cheap ($0.2-0.8M) but yield modest gains;
still profitable against small protocols

51% token acquisition is expensive ($15M+
but offers large gains — the preferred vector
for patient, well-capitalised attackers

Bubble size encodes success probability;

attacks above the 5x return line represent
unacceptable risk for any DAO

. Potential Gain

Governance Attack Cost vs. Potential Gain
Break-even (gain = cost) PoreiRane
5x return threshold Takeover
$200M Success prob. 10%
) Success prob. 25% Lelffizhii
Zone
5 Success prob. 40%
£ $150M
a
[
2
£
© $100M 51% Token
) g Acquisition

s
-
s Flash Loan yibery /
is $50M Goverr.—w:e Attack vute Buying
o

| @) Attack

Toetek | oS
Q)
son e Hove
$0M $5M $10M $15M $20M $25M $30M $35M

Attack Cost (USD Millions)

Timelocks raise the effective cost of all attacks by forcing the attacker to hold exposure longer — even small delays matter.



The DAO Hack: Sixty Million Dollar Lesson

In June 2016, “The DAQ” — the first large-scale decentralized autonomous organization — suffered the most consequential hack in blockchain
history. It reshaped how the entire ecosystem thinks about governance, security, and ‘“code is law.”

What happened:
© The DAO raised $150 million in Ether from 11,000 investors — the largest crowdfunding in history at that time
@ A reentrancy bug in the withdrawal function allowed the attacker to repeatedly withdraw funds before the contract updated the balance

© The attacker drained $60 million — roughly 40% of the fund — into a “child DAO”

The dilemma that split Ethereum:
® “Code is law” camp: The attacker followed the contract's rules. No theft occurred — the code worked as written.

® “Intent matters” camp: The code had a bug. The community should intervene to protect investors.

Resolution: Ethereum performed a hard fork to reverse the theft. Dissenters kept the original chain — now called Ethereum Classic (ETC).

The DAO hack established “audit before deploy” as an industry norm. Today, major DAOs spend $200K-$1M on security audits.



Voter Apathy, Plutocracy, and Governance Capture

Three structural risks threaten every DAO, regardless of its voting mechanism or legal wrapper.

Risk Definition Real-World Example Mitigation
Voter apathy  Most token holders Compound: avg 3.2% Delegation, voting
never vote turnout (2023) incentives, gasless voting
Plutocracy Wealth = power; Uniswap: top 10 delegates  Quadratic voting,
whales dominate control 40%+ of votes identity-weighted voting
Governance A coordinated group  Beanstalk: $182M drained  Timelocks, vote escrow,
capture seizes control via flash loan governance snapshot-based voting

Key insight: These three risks are interconnected. Low participation (apathy) makes it cheaper to accumulate enough power
(plutocracy) to capture governance. Solving one without addressing the others is insufficient.

The uncomfortable truth: Most DAOs today are governed by a small group of insiders — venture capital firms, founding teams, and
professional delegates. Decentralization is the aspiration; oligarchy is often the reality.

Chainalysis (2024) found that in 85% of DAOs, fewer than 10 addresses control a majority of voting power.



DAO vs Corporation in Practice

DAO vs Traditional Corporation

Key Differences
Governance Profile

(Score 1-10) T
Participation —— Corporation | FINNSISEI DAO Corporation
Decision
peed Ownership Token holders  Shas
Voting On-chain tokens Sha Boal

Accountabliity
Transparency  Full (blockchain) |

Speed Days-weeks  H
Srarfsparency
Jurisdiction Global /none ~ Single nati
Legalstatus  Often unclear  WWell-define
Adaptablyy Profit motive  Optional Requir "
Worker pay Grants / tokens Salary
egal
Clarity
Entry Buy tokens reditatic

Global
Access

® What you see: A radar chart or comparative visualization scoring DAOs and traditional corporations across key governance
dimensions: transparency, speed, inclusion, accountability, and legal clarity.

® Key pattern: DAOs excel at transparency and inclusion but score poorly on speed and legal clarity. Corporations show the opposite
pattern.

® Takeaway: Neither model dominates on all dimensions. The optimal structure depends on the specific trust requirements of the
community being governed.



The DAO Landscape: Growth and Participation

DAO Ecosystem Growth (2020-2023)

Number of Active DAOs Total Treasury Assets Active Members
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® What you see: Growth metrics for the DAO ecosystem over time — number of DAOs, total treasury value, and unique voters.
® Key pattern: The number of DAOs grew from roughly 700 in 2020 to over 13,000 in 2024, but treasury values and participation
have not kept pace proportionally.
® Takeaway: Creating a DAO is easy; sustaining active governance is hard. The “long tail” of inactive DAOs is growing faster than
the number of well-governed ones.
DeepDAO tracks over 13,000 DAOs with combined treasuries exceeding $25 billion (Q4 2024).



Major DAOs Compared

DAO Feature Comparison
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Key comparisons across leading DAOs:
® MakerDAO (Sky): Oldest major DAO; manages the DAI stablecoin; hybrid governance with real-world asset exposure

Uniswap: Largest DEX; treasury over $3B in UNI tokens; high quorum threshold limits proposal throughput

Aave: Lending protocol; uses vote-escrowed tokens (stkAAVE) that require staking to vote

Compound: Pioneered delegation model; Governor Bravo framework widely forked by other DAOs

® Lido: Liquid staking; dual governance model under development to protect stakers from token-holder overreach

(c) Joerg Osterrieder 2025



Who Wins When Governance Goes On-Chain?

On-chain governance redistributes power — but not

equally. Some stakeholders gain; others lose. Delegation Patterns & Vote Concentration

Delegation Graph Vote Concentration
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The delegation paradox: Delegation was designed to
amplify small holders’ voices, but in practice it it

concentrates power among a few professional delegates —
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Share of Voting Power (%)

often venture capital firms.

® What you see: A delegation network showing how voting power flows
from many small holders to a few large delegates.

® Key pattern: Delegation concentrates power — the top 5 delegates
often control more voting power than the bottom 10,000 holders
combined.



The Governance Trilemma

Just as blockchains face a scalability trilemma, DAO governance faces its own three-way trade-off. No governance system has achieved all
three simultaneously.

Property Definition Maximized By Sacrificed By

Participation High percentage of Gasless voting, delegation,  High quorum requirements,
members actively vote mobile-friendly Uls complex proposals

Speed Decisions are made Short voting periods, Long timelocks, high
quickly when needed emergency multisigs quorum thresholds

Decentralization  Power is distributed Quadratic voting, token Delegation concentration,
broadly across members  distribution airdrops VC accumulation

Examples:

® Participation + Speed (sacrifices decentralization): A small multisig committee makes fast decisions with high engagement among
its members.

® Speed + Decentralization (sacrifices participation): Token-weighted voting with low quorum — fast and open, but few vote.

® Participation + Decentralization (sacrifices speed): Quadratic voting with high quorum — fair and inclusive, but slow.

Compare to Buterin's blockchain trilemma: decentralization, security, scalability. Governance trilemma concept from Buterin (2021).



Five Signs of Healthy DAO Governance

Use this checklist to evaluate any DAO'’s governance health. Projects that score well on all five are rare — but they exist and set the standard.

The Five Signs:

@ Meaningful participation: At least 5% of token holders vote on major proposals, or delegation covers 30%-+ of supply. Look at average
turnout, not just peak turnout on controversial votes.

Distributed voting power: No single entity (or coordinated group) controls more than 20% of voting power. Check delegate concentration,
not just token distribution.

Proposal throughput: At least one significant governance proposal passes per month. Stagnant governance indicates either apathy or a
shadow power structure making decisions off-chain.

Q

(8]

© Treasury transparency: All spending is on-chain and auditable. Real-time dashboards (e.g., DeepDAO, Tally) show inflows, outflows, and
allocation breakdowns.

(5]

Credible exit: Members who disagree with a passed proposal can exit (sell tokens, withdraw funds) before execution. Timelocks and
rage-quit mechanisms protect minority rights.

Scoring: 5/5 = exemplary governance. 3-4/5 = functional but improvable. 1-2/5 = governance is a facade over centralized control.

Lido’s “dual governance” proposal is designed to score well on sign 5 by giving stakers a veto independent of token holders.



The Governance Spectrum

Governance is not binary (centralized vs DAO).
Real-world projects exist on a spectrum, and many
intentionally choose a middle ground.

Moving left to right:

® Benevolent dictator: One person makes all
decisions. Fast, but a single point of failure. (Early
Ethereum, Linux kernel)

® Multisig committee: 3—7 people share control via
multi-signature wallet. Faster than full DAO;
limited accountability.

® Council + token vote: Elected council handles
day-to-day; major decisions go to token vote.
(Optimism, Polkadot)

® Full token governance: Every decision is a token
vote. Maximum decentralization; slowest execution.
(Uniswap, Compound)

® Autonomous protocol: No governance at all —
immutable code runs forever. (Bitcoin, Liquity v1)

Progressive decentralization: Most projects start left and

. o " - .
ove right over time as,ihe communi aturs
wpt\{mlsr%ns Nizen House™ adds a non_toRen.

Benevolent Multisig Council + Full token Autonomous
dictator committee token vote governance protocol
Early Gnosis Optimism Uniswap Bitcoin
Ethereum Safe teams Polkadot Compound Liquity
N,
>
More centralized More decentralized

Progressive decentralization over time

Key insight: The “right” position depends on the project’'s maturity,
community size, and regulatory environment. A startup forcing full DAO
governance too early often paralyzes itself.

S. . .
ased governance layer to complement token voting — a novel hybrid model.



What Comes Next: Debates and Controversies

Today you learned how DAOs work technically and where they succeed or fail. In Lesson 12, we zoom out to examine the open debates and
controversies shaping the future of blockchain.

Lesson 12 will cover:

® Regulation vs innovation: Should governments regulate DeFi and DAOs like traditional finance? What does the EU’'s MiCA framework
mean for decentralized governance?

® Environmental sustainability: Bitcoin's energy consumption debate — is proof of work defensible? How does proof of stake change the
calculus?

® Privacy vs transparency: Can blockchains offer both? Zero-knowledge proofs, Tornado Cash sanctions, and the right to financial privacy.
® Centralization creep: Are “decentralized” protocols actually controlled by a few venture capital firms and foundations?

® The future of governance: Al-assisted voting, on-chain identity, and governance-minimized protocols — what comes after token voting?

Preparation: Pick one DAO (MakerDAO, Uniswap, Aave, Lido) and read through their most recent 3 governance proposals on Tally.xyz.
Come prepared to discuss: who proposed it, who voted, and what was the outcome?

Lesson 12 builds directly on the governance mechanics and risks covered in this lesson.



One Last Thought. ..

From Hierarchy to Decentralization

Before: Corporation After: DAO

vy W

“Who approved this?"
“Email the VP, wait 2 weeks."

"Proposal passes. Contract executes."
"No email required."

Now you understand that DAOs are not magic — they are governance experiments running on smart contracts. The technology works; the

hard part is designing incentives that make humans want to participate.
The best DAO governance starts with the community, not the code.

(c

erg Osterrieder 2025



Key Takeaways

© DAO defined: A DAO is an organization governed by smart contracts where token holders propose and vote on
decisions, and outcomes are automatically executed on-chain.

@ Governance stack: Governance token, voting contract, treasury, and execution engine (timelock) form the four
layers of every DAO.

© Voting trade-offs: 1-token-1-vote is simple but plutocratic; quadratic voting is fairer but vulnerable to Sybil
attacks. No perfect mechanism exists.

@ Participation crisis: DAO voter turnout averages 1-5%. Delegation helps but concentrates power among a small
number of professional delegates.

© Security matters: Flash loan governance attacks, reentrancy exploits, and governance capture are real threats.
Timelocks, vote escrow, and audits are essential defenses.

@ Not always a DAO: Most coordination problems are better solved by simpler tools (multisigs, committees, off-chain
voting). Use the decision framework before proposing a DAO.

Review question: Name one scenario where a multisig is better than a full DAO, and explain why using the decision framework.



Summary / Next Lesson Preview

DAOs represent the most ambitious application of blockchain governance — replacing boards, CEOs, and legal contracts with token votes,
smart contracts, and timelocks. They excel at transparent, censorship-resistant decision-making. They struggle with low participation, whale
dominance, and legal ambiguity. The ideal governance structure depends on the community’s size, maturity, and trust requirements.

Key Vocabulary:

® DAO (Decentralized Autonomous Organization) ® Timelock

® Governance token ® Flash loan governance attack
® Quorum ® Vote escrow (veToken)

® Quadratic voting ® |legal wrapper

® Delegation (liquid democracy) ® Progressive decentralization

Next lesson: Debates and Controversies — regulation vs innovation, environmental sustainability, privacy vs
transparency, and the future of decentralized governance.

Try this before Lesson 12: visit Tally.xyz and browse the latest proposals for any major DAO. Who voted? What passed? What failed?
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