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Learning Objectives

By the end of this lesson you will be able to:

1 Explain the blockchain scaling trilemma and why no Layer 1 chain can maximize security, scalability, and
decentralization simultaneously. [Understand]

2 Compare optimistic rollups and ZK rollups on proof mechanism, withdrawal time, cost, and EVM compatibility.
[Analyze]

3 Describe how a sequencer orders transactions, posts data to Layer 1, and why sequencer centralization creates
risks. [Understand]

4 Evaluate bridge architectures by their security assumptions and historical failure modes. [Evaluate]

5 Assess Ethereum’s modular scaling roadmap – EIP-4844, blob transactions, and the path toward full danksharding.
[Evaluate]

Bloom’s levels covered: Understand, Analyze, Evaluate

Prerequisites: L05 Ethereum, L06 Solidity, L07 DeFi. Today we address the bottleneck those lessons revealed.

(c) Joerg Osterrieder 2025



What If Ethereum Could Only Handle 15 Customers Per Second?

L1 Ethereum

L2 Rollup

On-ramp

Layer 2: The Express Lane

While L1 traffic crawls, L2 rollups batch thousands of transactions into one.

L1: ~$20/tx
L2: ~$0.05/tx

Imagine a motorway with one lane. It handles a few cars per minute, but during rush hour the queue stretches for hours and tolls spike to

absurd levels. That is Ethereum Layer 1 today: roughly 15 transactions per second (TPS), with gas fees that can exceed $50 during

congestion. Layer 2 solutions add express lanes above the motorway – processing thousands of transactions off-chain while using the

motorway only for final settlement.
This cartoon frames the central question of Lesson 9: how do we scale without sacrificing security?(c) Joerg Osterrieder 2025



Why Can’t Ethereum Scale on Its Own?

Ethereum’s Layer 1 processes about 15 TPS. Every full
node must re-execute every transaction to verify
correctness. Increasing TPS on L1 requires one of three
trade-offs:

Options that sacrifice something:

• Bigger blocks: More TPS, but nodes need
expensive hardware – fewer people can run nodes,
reducing decentralization.

• Fewer validators: Faster consensus, but a smaller
validator set is easier to attack – reducing security.

• Keep it small: Maximum decentralization and
security, but throughput stays at 15 TPS –
sacrificing scalability.

Key insight: Layer 2 solutions escape this trade-off by

moving execution off-chain while inheriting L1’s security

guarantees.

Security

Decentralization Scalability

Impossible
Triangle

Blockchain Scaling Trilemma  Where L2 Solutions Sit

Ethereum L1

Optimistic
Rollups

ZK Rollups

State
Channels

Plasma

Validium

Sidechains

Trilemma space
All three: impossible
Ethereum L1
Optimistic Rollups
ZK Rollups
State Channels
Plasma
Validium
Sidechains

• What you see: The scaling trilemma – three desirable properties that
conflict on any single-layer blockchain.

• Key pattern: Every L1 design chooses two of three. Solana picks
scalability + security; Bitcoin picks security + decentralization.

• Takeaway: L2s add a second layer that claims the third property
without weakening the other two.

Vitalik Buterin coined the “scalability trilemma” in 2017. It remains the central design constraint for all blockchains.(c) Joerg Osterrieder 2025



The Scaling Trilemma: Three Properties, Pick Two

The three properties:

1 Security: The chain is resistant to attacks –
reverting a transaction requires controlling an
impractical amount of stake or hashpower.

2 Decentralization: Anyone with consumer hardware
can run a full node and independently verify the
chain. No single entity controls block production.

3 Scalability: The chain processes enough
transactions to serve millions of users at low cost
(thousands of TPS, sub-cent fees).

Where major chains sit:

• Bitcoin: Security + Decentralization (7 TPS)

• Ethereum L1: Security + Decentralization (15
TPS)

• Solana: Security + Scalability (high hardware
requirements)

• Ethereum + L2: All three (the goal)

Decentralization

Security Scalability

Pick 2?

Bitcoin
Ethereum L1

L2 Rollups
Solana?

Traditional DB
(not blockchain)

The Blockchain Trilemma

• What you see: A triangle with security, decentralization, and
scalability at the vertices.

• Key pattern: L1 chains cluster near one edge; L2 solutions push
toward the center.

• Takeaway: Ethereum’s strategy is to keep L1 maximally decentralized
and secure, then add scalability through L2s.

Solana validators need 128 GB RAM and enterprise-grade CPUs – far beyond consumer hardware. That is the decentralization trade-off.(c) Joerg Osterrieder 2025



Ethereum L1 Limitations: The Numbers That Forced a Rethink
Before studying solutions, understand the problem quantitatively. Ethereum L1 was designed for security and decentralization, not
throughput.

Metric Ethereum L1 Context

Transactions per second ∼15 TPS Visa processes ∼65,000 TPS peak capacity
Block time 12 seconds Bitcoin: 10 minutes; Solana: 400 ms
Gas limit per block 30M gas A simple ETH transfer costs 21,000 gas
Average gas fee (2024) $1–$15 During NFT mints: $50–$200
State size >1 TB Full node requires fast SSD + 16 GB RAM
Full nodes worldwide ∼6,000 Bitcoin: ∼18,000

The arithmetic: 30M gas per block ÷ 21,000 gas per transfer ÷ 12 seconds per block ≈ 119 simple transfers per block ≈ 10 TPS for
transfers alone. Smart contract calls use 100,000+ gas each, reducing effective TPS further.

Key insight: Ethereum L1 was never designed to be a high-throughput transaction processor. Its role is to be an ultra-secure settlement

layer – the “supreme court” that other layers trust for finality.

EIP-4844 (March 2024) added “blob space” to L1 blocks, reducing L2 data costs by 90% without increasing L1 execution capacity.

(c) Joerg Osterrieder 2025



How Far Behind Is Ethereum? A TPS Comparison

Transactions per second (TPS) measures throughput –
how many operations a system can process each second.
But raw TPS alone is misleading without context.

What the numbers miss:

• Finality: Visa settles in 1–3 days; Ethereum L1
settles in 12 seconds. Speed and finality are
different metrics.

• Censorship resistance: Visa can freeze your
account. Ethereum cannot.

• Composability: A single Ethereum transaction can
touch 5 DeFi protocols. A Visa transaction is
point-to-point.

L2 throughput (2024):

• Arbitrum: ∼4,000 TPS

• zkSync Era: ∼2,000 TPS

• Base: ∼2,000 TPS

• StarkNet: ∼1,000 TPS (growing)
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• What you see: TPS comparison across L1 chains, L2 solutions, and
traditional payment networks.

• Key pattern: L2 solutions close the gap with traditional systems
while preserving blockchain properties.

• Takeaway: Ethereum L1 + L2 together approach Visa-scale
throughput without centralized control.

TPS is theoretical maximum. Actual sustained throughput depends on transaction complexity, block utilization, and network conditions.
(c) Joerg Osterrieder 2025



What Are Rollups? Execute Off-Chain, Verify On-Chain

A rollup is a Layer 2 scaling solution that executes
transactions off-chain but posts transaction data (or
proofs) to Layer 1 for security.

The key idea:

1 Collect: Users submit transactions to the L2
sequencer (a server that orders and executes
transactions).

2 Execute: The sequencer processes hundreds of
transactions off-chain, computing the new state.

3 Compress: The results are “rolled up” into a single
batch – a compact summary of all state changes.

4 Post: The batch is submitted to Ethereum L1 as
calldata or blob data, making it permanently
available.

5 Verify: L1 verifies correctness using either a fraud
proof (optimistic) or a validity proof (ZK).

Why it scales: Ethereum L1 only stores the compressed

data, not re-executes every transaction. One L1

transaction settles hundreds of L2 transactions.

Layer 2 Rollup
Execute transactions | Compute state | Compress data

Layer 1 (Ethereum)
Verify proofs | Store data | Settle disputes

Post data
+ proof

Users

Computation off-chain | Security from L1

Rollup Architecture: Execute on L2, Verify on L1

• What you see: The rollup architecture – users interact with L2,
which posts compressed data to L1.

• Key pattern: Execution happens off-chain; data availability and
verification happen on-chain.

• Takeaway: Rollups inherit Ethereum’s security because anyone can
verify the posted data and challenge invalid state transitions.

The term “rollup” comes from rolling up many transactions into one batch – like bundling 500 letters into one package for the post office.

(c) Joerg Osterrieder 2025



How Does a Rollup Transaction Actually Flow?

L2 Layer

L1 Layer

submit txs ordered batch execute batch

Submit to L1

verify confirm

Rollup Execution Flow: From User Transaction to L1 Settlement

Users
Wallets

L2 Mempool
Pending txs

Sequencer
Orders & executes

State Root
New state hash

Compress
Batch

Calldata / blob

Rollup Contract
On Ethereum

Verifier
Fraud / ZK proof

Finalized
State settled

Proof Type
Optimistic: 7-day fraud window
ZK Rollup: validity proof instant

Follow one transaction through a rollup:

1 User signs a transaction in their wallet (MetaMask connected to the L2 network).

2 Sequencer receives the transaction, orders it, and executes it against the L2 state.

3 User gets a “soft confirmation” in seconds – the sequencer acknowledges the transaction.

4 Sequencer batches hundreds of transactions and compresses the state changes.

5 Batch is posted to Ethereum L1 as calldata or blob data.

6 Verification: For optimistic rollups, a 7-day challenge window opens. For ZK rollups, a validity proof is submitted and verified
instantly.

7 Finality: Once verified on L1, the transactions are as final as any Ethereum transaction.

“Soft confirmation” means the sequencer promises the transaction is included. “Hard confirmation” comes when L1 verifies the batch.

(c) Joerg Osterrieder 2025



Inside a Rollup: Sequencer, Prover, and Bridge
Every rollup has three critical components. Understanding them reveals both the power and the risks of L2 architecture.

Component Role Current State Risk

Sequencer Orders and executes transactions Centralized (single operator) Censorship, MEV extraction,
on the L2 chain on most rollups today downtime if operator fails

Prover Generates fraud or validity Centralized for ZK rollups; If the prover goes offline,
proofs for L1 verification permissionless for optimistic withdrawals can stall

Bridge Locks assets on L1, mints Canonical bridges are Bridge contracts hold billions
equivalent tokens on L2 rollup-native and trust-minimized in locked assets – prime targets

The safety net: Even if the sequencer goes offline, users can force-exit – submit their withdrawal transaction directly to the L1 rollup
contract. This is the “escape hatch” that distinguishes a true rollup from a sidechain.

Key insight: A rollup is only as decentralized as its most centralized component. Today, that is almost always the sequencer.

MEV = Maximal Extractable Value – profit a sequencer can extract by reordering, inserting, or censoring user transactions.

(c) Joerg Osterrieder 2025



Two Families of Rollups: Optimistic vs Zero-Knowledge

All rollups execute off-chain and verify on-chain. The
difference is how they prove correctness.

Optimistic rollups:

• Assume all transactions are valid (“optimistic”)

• If someone detects fraud, they submit a fraud proof
during a 7-day challenge period

• If no challenge: the batch is finalized

• If challenged: the L1 contract re-executes the
disputed transaction and slashes the malicious party

ZK rollups:

• Prove every batch is valid using a cryptographic
validity proof (a zero-knowledge proof)

• No challenge period – L1 verifies the proof
mathematically

• Withdrawals are fast (minutes, not days)

• More complex to build, especially for
general-purpose EVM

Feature Optimistic RollupZK Rollup
Proof TypeFraud proofsValidity proofs

Finality ~7 days disputeMinutes

Withdrawal7 day waitFast (~hours)

ComplexitySimpler Complex (ZK math)

ExamplesOptimism, ArbitrumzkSync, StarkNet

Optimistic: assume valid, prove fraud | ZK: prove validity mathematically

Optimistic vs ZK Rollups

• What you see: Side-by-side comparison of the two rollup verification
mechanisms.

• Key pattern: Optimistic = simple but slow withdrawals. ZK =
complex but fast withdrawals.

• Takeaway: Both approaches inherit L1 security; they differ in latency,
cost, and engineering complexity.

“Zero-knowledge” means the proof reveals nothing except that the computation was correct – the verifier learns the result, not the inputs.

(c) Joerg Osterrieder 2025



Optimistic Rollups: Trust but Verify
Optimistic rollups are the most widely deployed L2 technology today. They achieve EVM equivalence (running the same code as Ethereum)
with minimal modifications.

How fraud proofs work:

1 The sequencer posts a state root (a hash summarizing the new L2 state) to the L1 rollup contract.

2 Anyone can re-execute the batch using the posted data and check whether the state root is correct.

3 If incorrect, the verifier submits a fraud proof – a transaction that demonstrates the error to the L1 contract.

4 The L1 contract re-executes the disputed step, confirms the fraud, reverts the invalid batch, and slashes (confiscates) the sequencer’s staked
bond.

5 If no fraud proof is submitted within 7 days, the batch is finalized.

Rollup Framework TVL (2024) Key Feature

Arbitrum Nitro $18B Largest L2, Stylus (Rust/C++ support)
Optimism OP Stack $8B Superchain vision, shared sequencer
Base OP Stack (Coinbase) $7B CeFi on-ramp, 100M+ users target

Arbitrum’s fraud proof system uses interactive bisection: it narrows the dispute to a single instruction, then L1 executes only that one step.

(c) Joerg Osterrieder 2025



Why Do Optimistic Rollup Withdrawals Take 7 Days?

The 7-day challenge period is the security backbone of
optimistic rollups. It gives honest verifiers time to detect
and prove fraud.

The timeline:

• Day 0: Sequencer posts batch to L1

• Days 0–7: Anyone can submit a fraud proof

• Day 7: If unchallenged, the batch is finalized and
withdrawals are processed

Why 7 days?

• Allows time for independent verification even if the
verifier’s node was temporarily offline

• Accounts for L1 congestion that might delay fraud
proof submission

• Provides a safety margin against coordinated
attacks

Workarounds: “Liquidity bridges” like Hop and Across let

you withdraw instantly by advancing funds from a

liquidity provider who waits the 7 days on your behalf –

for a small fee (0.05–0.1%).

Time
7-Day Optimistic Challenge Window

Day 0 Day 1 Day 2 Day 3 Day 4 Day 5 Day 6 Day 7

Optimistic Rollup Fraud Proof Timeline (7-Day Challenge Period)

Batch
Submitted

Challenge
Window
Opens

Verifier
Inspects

Batch

Dispute
Filed

(if any)

Bisection
Game
Begins

Dispute
Resolved

Challenge
Window
Closes

State
Finalized

No dispute filed:
Funds auto-released

after Day 7

• What you see: The fraud proof challenge timeline from batch
submission to finality.

• Key pattern: The 7-day window creates a security-latency trade-off
that does not exist in ZK rollups.

• Takeaway: The 7-day delay is the price of simplicity – optimistic
rollups avoid complex cryptography at the cost of withdrawal speed.

In practice, fraud proofs have rarely been needed. The threat of slashing keeps sequencers honest – a game-theoretic deterrent.(c) Joerg Osterrieder 2025



ZK Rollups: Prove It Mathematically
ZK (Zero-Knowledge) rollups replace the 7-day challenge period with a cryptographic proof that the batch computation was performed
correctly. The proof is verified by an L1 smart contract in a single transaction.

Two proof systems:

1 SNARKs (Succinct Non-interactive Arguments of Knowledge):

• Very small proofs (∼300 bytes), cheap to verify on-chain
• Require a trusted setup ceremony (one-time event)
• Used by: zkSync Era, Polygon zkEVM

2 STARKs (Scalable Transparent Arguments of Knowledge):

• Larger proofs (∼50 KB), but no trusted setup required
• Post-quantum secure (resistant to quantum computer attacks)
• Used by: StarkNet, StarkEx (dYdX, Immutable X)

The EVM compatibility challenge: Ethereum’s virtual machine was not designed for ZK proofs. Generating a ZK proof for arbitrary EVM
bytecode is computationally expensive. Solutions:

• zkEVM (Type 2/3): Polygon zkEVM, zkSync – compatible with Solidity but slower proof generation

• Custom VM: StarkNet (Cairo language) – optimized for ZK but requires learning a new language

A “trusted setup” is a one-time ceremony where random parameters are generated and the randomness is destroyed. If not destroyed, the system is

insecure.

(c) Joerg Osterrieder 2025



SNARKs vs STARKs: Which Proof System Wins?

Both SNARKs and STARKs prove computation
correctness. They differ in proof size, verification cost,
setup requirements, and future-proofing.

SNARK STARK

Proof size ∼300 B ∼50 KB
Verify cost Low Medium
Trusted setup Yes No
Quantum-safe No Yes
Prover speed Moderate Fast

Current trend: SNARKs dominate today due to lower
on-chain verification costs. STARKs are gaining ground
as proof compression techniques (like STARK-to-SNARK
wrapping) reduce their on-chain footprint.

Key insight: The choice between SNARKs and STARKs

is a bet on the future – if quantum computers arrive,

STARKs win. If they do not, SNARKs may remain more

cost-effective.
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zk-SNARK used by: zkSync Lite, Zcash
zk-STARK used by: StarkNet, StarkEx

ZK Proof Comparison: SNARK vs. STARK Across Key Dimensions

zk-SNARK
zk-STARK

• What you see: Multi-dimensional comparison of SNARK and STARK
proof systems.

• Key pattern: SNARKs are compact and cheap to verify; STARKs are
transparent and quantum-resistant.

• Takeaway: The industry is converging on hybrid approaches – proving
with STARKs, then wrapping in a SNARK for cheap on-chain
verification.Polygon’s “Type 1 zkEVM” aims for full Ethereum equivalence – any Ethereum transaction can be proven without modification.

(c) Joerg Osterrieder 2025



How Much Cheaper Are L2 Transactions?

L2 costs depend on two factors: the cost of L2 execution
and the cost of posting data to L1.

Cost breakdown (typical swap, 2024):

• Ethereum L1: $2–$15
• Arbitrum: $0.05–$0.30
• Base: $0.01–$0.10
• zkSync: $0.05–$0.25

After EIP-4844 (blob transactions):

• L2 data costs dropped by 90–99%

• A simple transfer on Base costs <$0.01
• L2 fees are now dominated by execution costs, not

data posting costs

The economics: L2s amortize L1 data costs across

hundreds of transactions. If one L1 blob costs $1 and

contains 500 transactions, the per-transaction data cost

is $0.002.

Ethereum L1
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Transaction Cost Comparison

• What you see: Transaction cost comparison across L1 and various L2
solutions.

• Key pattern: L2 costs are 10–100x lower than L1, with
post-EIP-4844 costs approaching zero for simple operations.

• Takeaway: Cost reduction is the primary driver of L2 adoption – DeFi
that was uneconomical on L1 becomes viable on L2.A Uniswap swap costs ∼150,000 gas on L1 (∼$5–15). The same swap on Base costs ∼$0.02 after EIP-4844.

(c) Joerg Osterrieder 2025



Where Do the Gas Savings Come From?

L2 gas savings come from three sources. Understanding
them reveals why different L2s have different cost profiles.

Source 1 – Execution compression:

• L1 re-executes every transaction; L2 does not

• L2 execution costs are set by the sequencer, not by
L1 gas markets

Source 2 – Data compression:

• L2s compress transaction data before posting to L1

• Zero-value fields, repeated addresses, and known
patterns are stripped out – achieving 5–10x
compression

Source 3 – Batch amortization:

• One L1 transaction settles hundreds of L2
transactions

• Fixed costs (base fee, proof verification) are split
across all transactions in the batch

Worked example: 500 L2 transactions, each using 50,000

gas on L2. Batch posting costs 200,000 L1 gas.

Per-transaction L1 cost: 200,000 ÷ 500 = 400 gas

equivalent.
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Illustrative costs (2024 avg). Actual costs vary with network congestion.

Gas Cost Savings: Ethereum L1 vs. Layer 2 Networks

• What you see: Breakdown of gas savings by source – execution,
compression, and amortization.

• Key pattern: Data compression and batch amortization deliver the
largest savings; execution savings are secondary.

• Takeaway: L2s with more users per batch are cheaper per transaction
– a network effect that rewards scale.

This is why L2 fees drop as more users join: fixed batch costs are divided among more transactions.(c) Joerg Osterrieder 2025



The Sequencer: The Heart (and Achilles Heel) of Every Rollup

The sequencer is the component that receives user
transactions, orders them, executes them, and produces
batches for L1 submission. Today, nearly every major
rollup runs a single, centralized sequencer.

What the sequencer does:

1 Receives transactions from users

2 Determines transaction ordering

3 Executes transactions and updates L2 state

4 Produces state diffs and batches for L1

5 Provides “soft confirmations” to users (within
seconds)

Why centralization (for now)?

• Simpler to build and operate

• Lower latency (no consensus needed)

• The rollup team captures sequencer revenue

Model A
Centralized Sequencer

Model B
Shared Sequencer

Model C
Decentralized Sequencer

txs

batch

txs

L2-A L2-B

txs

aggregate

Sequencer Architecture: Three Models Compared

Users

Single Sequencer
(e.g. Offchain Labs)

L1 Contract
Ethereum

Risk: Censorship
& single point failure

Users (multi-L2)

Shared Sequencer
(e.g. Espresso)

Rollup A Rollup B

Ethereum L1

Benefit: Cross-rollup
atomic composability

Users

Sequencer Pool
(PoS rotation)

Node 1 Node 2 Node 3

L1 Contract

Benefit: MEV fairness
& censorship resistance

• What you see: The sequencer’s position in the rollup architecture –
receiving user transactions and producing L1 batches.

• Key pattern: A single point of control creates a single point of failure
and a single point of value extraction.

• Takeaway: Decentralizing the sequencer is the most important
unsolved problem in rollup design.

Sequencer revenue for Arbitrum and Optimism combined exceeded $100M in 2023 – a strong incentive to retain centralized control.(c) Joerg Osterrieder 2025



What Goes Wrong When One Company Controls the Sequencer?
A centralized sequencer creates three categories of risk. Understanding them is essential for evaluating any L2’s security claims.

Risk Description Real Example Mitigation

Censorship Sequencer refuses to include Arbitrum’s sequencer briefly Force-inclusion via L1
certain transactions went offline (Jun 2023, 78 min) (escape hatch)

MEV extraction Sequencer reorders transactions Sandwich attacks on user swaps Fair ordering protocols
to extract profit from users (front-run + back-run) (Chainlink FSS, MEV-Share)

Liveness failure Sequencer goes offline; L2 Multiple L2s had multi-hour Redundant sequencers,
halts until it restarts outages in 2023–2024 based rollup designs

Data withholding Sequencer executes but does Theoretical (not yet exploited) Data availability committees,
not post data to L1 forced L1 posting

Decentralization roadmap: Most rollups plan to decentralize their sequencers within 2–3 years. Approaches include shared sequencers
(Espresso, Astria), based rollups (L1 validators sequence L2 transactions), and distributed sequencer networks.

Key insight: The escape hatch to L1 is what prevents censorship from becoming permanent. Without it, a rollup is just a centralized

database.

A “based rollup” lets Ethereum L1 validators sequence L2 transactions, inheriting L1’s full decentralization.

(c) Joerg Osterrieder 2025



Data Availability: Why Can’t You Verify What You Can’t See?

Data availability (DA) answers a simple question: can
anyone download the transaction data needed to
independently verify the L2 state?

Why DA is critical:

• Without the data, no one can detect fraud
(optimistic rollups) or reconstruct the state (ZK
rollups).

• A sequencer could post a valid-looking state root
but withhold the underlying data – “data
withholding attack.”

• If users cannot verify the state, they cannot prove
ownership of their assets and force-exit to L1.

DA solutions:

• On-chain (L1 calldata): Most secure but expensive
– data lives forever on Ethereum.

• Blob data (EIP-4844): Cheaper, temporary storage
– data is available for ∼18 days, then pruned.

• Off-chain (Alt-DA): Cheapest, but introduces trust
assumptions (Celestia, EigenDA, Avail).

Ethereum
(calldata)

Most secure
Most expensive
Security: High

EIP-4844
(blobs)

Cheaper
Temporary (~2 weeks)

Security: High

Alt-DA
(Celestia)

Cheapest
External security

Security: Medium

Cost decreasing  ----->

EIP-4844 (Proto-Danksharding): Ethereum upgrade for cheaper L2 data

Data Availability Options for Rollups

• What you see: Data availability options ranked by security and cost.

• Key pattern: There is a direct trade-off between DA cost and trust
assumptions.

• Takeaway: “Rollup” technically only applies when data is posted to
L1. Off-chain DA makes it a “validium” – similar but weaker security
guarantees.

A rollup with off-chain DA is called a “validium” (ZK) or “optimium” (optimistic). The naming reflects weaker security guarantees.

(c) Joerg Osterrieder 2025



The Data Availability Market: Who Stores Your Transaction Data?

EIP-4844 created a new data market on Ethereum L1,
but alternative DA layers are competing for rollup data.

The DA landscape (2024):

1 Ethereum blobs: 6 blobs per block (∼750 KB),
pruned after ∼18 days. Cheapest on-chain option.

2 Celestia: Purpose-built DA chain. Data is
guaranteed available via data availability sampling
(DAS) – light nodes can verify availability without
downloading everything.

3 EigenDA: Built on EigenLayer restaking. Ethereum
validators opt in to store DA, sharing Ethereum’s
economic security.

4 Avail: Standalone DA chain with KZG
commitments and light client support.

Key trade-off: Ethereum blobs inherit full Ethereum

security. Alt-DA layers are 10–100x cheaper but introduce

their own validator sets and trust assumptions.

Decreasing Security / Increasing Decentralization Trust

Decreasing Cost

From fully on-chain Ethereum to fully off-chain storage

Data Availability Layers: Security vs. Cost Spectrum

On-chain
Calldata

(Ethereum)

Full data on L1
Max security

High cost
~2000 gas/byte

Security: 10/10

EIP-4844
Blob Data

Temp blobs
~18 days

~10x cheaper

Security: 9/10

EigenDA

Restaked ETH
validators

~100x cheaper

Security: 7/10

Celestia

Dedicated DA
light clients + DAS

~1000x cheaper

Security: 6/10

DAC
(Data Avail.
Committee)

Trusted committee
signs data

Very cheap

Security: 4/10

Validium
(Off-chain)

Operator stores
data off-chain

Cheapest

Security: 2/10

• What you see: The emerging DA layer ecosystem – Ethereum blobs,
Celestia, EigenDA, and Avail.

• Key pattern: A competitive market for data availability is forming,
with price and security as the two axes of competition.

• Takeaway: Ethereum’s long-term goal (full danksharding) would make
alt-DA layers unnecessary by providing cheap, native DA at scale.

Full danksharding targets 16+ MB of DA per block – roughly 100x current blob capacity. Timeline: 2026–2027 at the earliest.(c) Joerg Osterrieder 2025



EIP-4844: The Upgrade That Cut L2 Costs by 90 Percent
EIP-4844 (“Proto-Danksharding,” activated March 2024) introduced a new transaction type called a blob-carrying transaction. It is the
single most impactful Ethereum upgrade for L2 scaling.

Before EIP-4844:

• L2s posted data as calldata – permanent, expensive storage (∼16 gas per byte)

• Data cost was the dominant component of L2 fees (60–90%)

After EIP-4844:

• L2s post data as blobs – temporary storage with a separate fee market (∼1 gas per byte equivalent)

• Blobs are available for ∼18 days, then pruned from consensus nodes

• This is sufficient because fraud proofs must be submitted within 7 days, and ZK proofs are posted alongside the blob

Impact:

• Base transaction costs dropped from $0.50 to $0.001
• Arbitrum data costs dropped 90%+

• L2 fees are now dominated by execution, not data

The roadmap: EIP-4844 is step 1. Full danksharding (EIP-7594) will increase blob count from 6 to 64+ per block, enabling 100,000+ TPS
across all L2s combined.

“Proto-Danksharding” is named after researcher Dankrad Feist. Full danksharding adds data availability sampling for massive scale.

(c) Joerg Osterrieder 2025



State Channels: Scaling Without Rollups

State channels were the first L2 scaling approach,
predating rollups by several years. They work differently:
instead of batching transactions, they move interactions
entirely off-chain between known parties.

How state channels work:

1 Open: Two parties lock funds in a smart contract
on L1

2 Transact: They exchange signed messages
off-chain, updating their balances privately

3 Close: Either party submits the final state to L1,
which distributes the funds accordingly

Best for: Frequent payments between known parties
(e.g., a coffee shop and a regular customer exchanging
micropayments).

Limitations:

• Cannot support general smart contract execution

• Requires both parties to be online

• Capital must be locked for the channel’s lifetime

Open
Channel

Lock funds
on-chain

Transact
Off-chain

Unlimited
instant txs

Transact
Off-chain

Update
balances

Close
Channel

Final state
on-chain

On-chain Off-chain (free, instant) On-chain

Examples: Lightning Network (Bitcoin), Raiden (Ethereum)

State Channels: Pay as You Go, Settle Once

• What you see: The state channel lifecycle – open, transact off-chain,
close on-chain.

• Key pattern: Only two L1 transactions are needed regardless of how
many off-chain updates occur.

• Takeaway: State channels excel for bilateral, repeated interactions
but cannot replace rollups for general-purpose scaling.

Bitcoin’s Lightning Network is the largest state channel network – over 5,000 BTC (∼$300M) in channel capacity as of 2024.

(c) Joerg Osterrieder 2025



L2 TVL Distribution: Who Is Winning the Scaling Race?

Total Value Locked (TVL) measures how much capital
users have deposited into L2 protocols. It is the primary
metric for L2 adoption, though it has limitations (whales
can dominate).

L2 TVL rankings (2024):

1 Arbitrum: ∼$18B – largest DeFi ecosystem on L2,
home to GMX, Aave, Uniswap

2 Optimism: ∼$8B – OP Stack powers the
“Superchain” vision (Base, Zora, Mode)

3 Base: ∼$7B – Coinbase’s L2, fastest-growing in
2024

4 zkSync Era: ∼$1B – leading zkEVM

5 StarkNet: ∼$0.5B – custom VM, strong developer
tooling

Key trend: Optimistic rollups hold >80% of L2 TVL

today, but ZK rollups are growing faster in percentage

terms. The OP Stack’s “Superchain” model (multiple

chains sharing a sequencer) is creating network effects

that may be hard for ZK rollups to match.

Arbitrum

36.4%

Optimism 21.2%

Base

15.2%

zkSync Era

9.1%

Starknet

6.1%

Others
12.1%

L2 TVL Distribution (~$33B Total)

Arbitrum: $12B
Optimism: $7B
Base: $5B
zkSync Era: $3B
Starknet: $2B
Others: $4B

• What you see: TVL distribution across major L2 solutions.

• Key pattern: Arbitrum dominates, but the OP Stack ecosystem
(Optimism + Base + others) collectively rivals it.

• Takeaway: The L2 landscape is consolidating around a few major
platforms, similar to how mobile consolidated around iOS and
Android.Total L2 TVL exceeded $40B in 2024 – up from $6B at the start of 2023. L2s now hold more value than most standalone L1 chains.

(c) Joerg Osterrieder 2025



The L2 Ecosystem: More Than Just Arbitrum and Optimism

OP Stack Optimism $0.78BBase $1.85BZora $0.04BMode $0.09BRedstone $0.03B
ZK Stack
(zkSync)

zkSync Era $0.65BScroll $0.28BPolygon zkEVM $0.12BLinea $0.22B
StarkNet
Ecosystem

StarkNet $0.14BStarkEx (dYdX v3) $0.32BImmutable X $0.18B
Arbitrum
Orbit

Arbitrum One $2.10BArbitrum Nova $0.08BXai $0.05B
Other
L2s

Blast $0.45BMantle $0.38BManta $0.12B

$0B $0.5B $1.0B $1.5B $2.0BTotal Value Locked (TVL, illustrative 2024)

L2 Ecosystem Map: Stacks, Chains & TVL
Technology Stack

OP Stack
ZK Stack (zkSync)
StarkNet Ecosystem
Arbitrum Orbit
Other L2s

Three categories of L2 solutions:

• General-purpose rollups: Arbitrum, Optimism, Base, zkSync, StarkNet – run any smart contract, compete for DeFi and NFT
activity.

• Application-specific rollups (“appchains”): dYdX (trading), Immutable X (gaming), Sorare (fantasy sports) – optimized for one
use case with dedicated throughput.

• Rollup frameworks: OP Stack, Arbitrum Orbit, zkSync Hyperchains, Polygon CDK – tools for launching your own custom L2 in
weeks instead of years.

Key insight: The future is not one L2 but hundreds of specialized rollups sharing Ethereum’s security layer.

Over 50 L2 and L3 chains launched on Ethereum in 2024 alone. L3s are rollups that settle on L2s instead of directly on L1.

(c) Joerg Osterrieder 2025



How Do Assets Move Between L1 and L2?

A bridge is a protocol that transfers assets between two
blockchains (L1 to L2, or L2 to L2). Bridges are essential
infrastructure but also the most attacked component in
blockchain.

Three bridge types:

1 Native (canonical) bridges: Built into the rollup
protocol itself. Lock assets on L1, mint equivalents
on L2. Trust-minimized – secured by the rollup’s
proof system.

2 Liquidity bridges: Third-party bridges (Hop, Across,
Stargate) that use liquidity providers. Faster than
native bridges but require trusting the bridge
protocol.

3 Cross-chain messaging: General-purpose message
passing (LayerZero, Wormhole, Axelar). Enable
arbitrary data transfer between chains, not just
asset transfers.

The trade-off: Native bridges are safest but slowest (7

days for optimistic rollups). Liquidity bridges are fast

(minutes) but introduce additional smart contract risk.

Native
Bridge

L1 <-> L2
rollup bridge
Most secure

Slower

Trusted
Bridge
Multisig

custodians
Fast

Trust required

Trustless
Bridge

Light clients
ZK proofs

Secure
Complex

Bridge Risk: Billions lost to bridge hacks (Ronin, Wormhole, Nomad)
Native rollup bridges inherit L1 security; cross-chain bridges add risk

Bridge Types: Moving Assets Between Chains

• What you see: Bridge architecture types ranked by trust assumptions
and speed.

• Key pattern: Lower trust assumptions correlate with slower transfers
– security and speed trade off.

• Takeaway: For high-value transfers, use native bridges. For
convenience, liquidity bridges are acceptable if well-audited.

Native rollup bridges hold over $30B in locked assets. Third-party bridges collectively hold another $5–10B.

(c) Joerg Osterrieder 2025



Why Are Bridges the Most Dangerous Part of Blockchain?

Cross-chain bridges have been responsible for the largest
losses in blockchain history. Over $2.5 billion was stolen
from bridges in 2021–2023.

Why bridges are vulnerable:

• Honeypot effect: Bridges hold massive pools of
locked assets – a single exploit yields hundreds of
millions.

• Complex attack surface: Bridges interact with two
different chains, doubling the code that can be
exploited.

• Validator set risk: Many bridges rely on a small
multi-sig (e.g., 5-of-9 signers). Compromise 5 keys
and you drain the bridge.

Largest bridge hacks:

• Ronin (Axie Infinity): $625M – compromised
validator keys

• Wormhole: $320M – forged verification signature

• Nomad: $190M – copy-paste exploit (anyone could
drain it)
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• What you see: Bridge risk factors and historical loss magnitude
across different bridge types.

• Key pattern: Multi-sig bridges and cross-chain messaging protocols
account for the largest losses.

• Takeaway: Native rollup bridges (which use the rollup’s own proof
system) have had zero major exploits – they inherit L1 security.

Vitalik Buterin has argued that “the future is multi-chain, not cross-chain” – cross-chain bridges introduce fundamental security limits.(c) Joerg Osterrieder 2025



Three Bridge Hacks That Changed the Industry
Each major bridge hack revealed a distinct class of vulnerability and led to lasting changes in how bridges are designed.

Hack What Happened Root Cause Lesson Learned

Ronin Bridge Attacker gained control of 5/9 Small validator set; social Increase validator count;
(Mar 2022, $625M) validator keys and drained engineering of validator use economic staking, not

the bridge contract operators trusted multi-sigs

Wormhole Attacker forged a signature to Bug in Solana-side verification Formal verification of
(Feb 2022, $320M) mint 120,000 wETH from nothing code (missing input validation) cross-chain message parsing

Nomad A code update left the bridge in Initialization bug made every Audit upgrade transactions
(Aug 2022, $190M) a state where anyone could message automatically “valid” as rigorously as initial

copy-paste the exploit TX – the exploit was trivial deployment

Industry response:

• Rate limiting: Bridges now cap maximum withdrawal per time period (e.g., $10M per hour) to limit exploit damage.

• Monitoring: Real-time anomaly detection pauses the bridge if unusual patterns are detected.

• Insurance: Some bridges (like Across) offer partial insurance against smart contract exploits.

The Nomad hack was unique: hundreds of copycats drained funds by copying the original attacker’s transaction. A “free-for-all” exploit.

(c) Joerg Osterrieder 2025



Ethereum’s Scaling Roadmap: From Monolithic to Modular

Ethereum’s scaling strategy has evolved from “make L1
faster” to “make L1 a secure foundation for L2s.” This is
the modular blockchain thesis.

The modular stack:

1 Execution: Handled by L2 rollups (Arbitrum, Base,
zkSync)

2 Data availability: Handled by L1 blobs (EIP-4844)
and eventually full danksharding

3 Consensus: Handled by Ethereum L1 validators
(proof-of-stake)

4 Settlement: Handled by L1 smart contracts that
verify rollup proofs

The milestone timeline:

• 2020: Rollups emerge (Optimism, Arbitrum testnet)

• 2022: The Merge (PoW → PoS)

• 2024: EIP-4844 (blob transactions)

• 2025–26: PeerDAS (distributed DA sampling)

• 2027+: Full danksharding (128+ blobs per block)

Rollups
Launch

2020

Optimism
Arbitrum

The Merge

2022

PoW -> PoS

EIP-4844

2024

Blob txs
(Proto-Danksharding)

Full
Danksharding

2025

Data shards

Verkle
Trees

2026

Stateless
clients

Target: 100,000 TPS with rollups + full sharding

Ethereum's Scaling Roadmap

• What you see: Ethereum’s multi-year scaling roadmap from
monolithic L1 to modular L1+L2 architecture.

• Key pattern: Each upgrade focuses on one layer of the stack –
execution moved to L2, DA is gradually expanding on L1.

• Takeaway: Ethereum is not trying to be the fastest chain. It is trying
to be the most secure settlement layer for a universe of L2s.

Vitalik’s roadmap is organized as “The Surge” (scaling), “The Scourge” (MEV), “The Verge” (verification), and “The Purge” (state management).(c) Joerg Osterrieder 2025



How Has the Scaling Landscape Evolved?

The history of blockchain scaling reveals a pattern: each
generation learns from the failures of the previous one.

Generation 1 (2017–2019): Alt-L1s

• EOS, TRON, Tezos – “Ethereum killers”

• Sacrificed decentralization for speed

• Most faded as they could not match Ethereum’s
network effects

Generation 2 (2019–2022): Sidechains

• Polygon PoS, xDai, BSC – separate consensus

• Cheap but do not inherit Ethereum security

• Still popular for low-value, high-frequency use cases

Generation 3 (2022–present): Rollups

• Arbitrum, Optimism, zkSync, StarkNet

• Inherit Ethereum security through proofs

• Dominant paradigm today

2017 2018 2019 2020 2021 2022 2023 2024 2025 2026 2027

Ethereum Scaling Roadmap Evolution: Plasma to Danksharding
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Deprecated

State
Channels
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Optimistic
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ZK Rollups
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~3000 TPS
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ZK-EVMs
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Active

EIP-4844
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10x cheaper DA

Live Mar 2024

Full
Danksharding

~100k TPS

In Progress

Ethereum
Endgame

>1M TPS goal

Roadmap

Status
Active
In Progress / Roadmap
Deprecated / Niche

• What you see: The evolution of scaling approaches over time – from
alt-L1s to sidechains to rollups.

• Key pattern: Each generation moved closer to inheriting L1 security
rather than replacing L1.

• Takeaway: The market has spoken: users value Ethereum’s security
guarantees and are willing to use L2s to get both security and speed.

Polygon is transitioning from a sidechain (PoS) to a ZK rollup (Polygon zkEVM), reflecting the industry shift toward rollups.(c) Joerg Osterrieder 2025



The Unsolved Problem: Can L2s Talk to Each Other?
Today, each L2 is an island. Moving assets between Arbitrum and Base requires a bridge transaction with its own costs and risks. This
fragmentation is the biggest user experience problem in L2 scaling.

The fragmentation problem:

• Liquidity fragmentation: The same token (e.g., USDC) exists on 10+ L2s, each with its own liquidity pool. A $1M swap on Arbitrum may
have 10x less slippage than the same swap on a smaller L2.

• User confusion: Users must choose which L2 to use, bridge assets manually, and pay bridge fees – defeating the purpose of cheap
transactions.

• Developer burden: dApps must deploy on multiple L2s and manage cross-chain state.

Emerging solutions:

1 Shared sequencers (Espresso, Astria): Multiple L2s share one sequencer, enabling atomic cross-L2 transactions.

2 Superchain model (Optimism): L2s built on the OP Stack share a message-passing protocol for native interoperability.

3 Chain abstraction (Particle, NEAR): Users interact with “one blockchain” while the infrastructure routes to the right L2 automatically.

4 Intent-based bridges (Across, UniswapX): Users express “I want X on chain Y” and solvers compete to fill the request.

Vitalik described fragmentation as “the biggest remaining UX problem in Ethereum” in his 2024 blog post on wallet-level chain abstraction.

(c) Joerg Osterrieder 2025



Five Questions to Evaluate Any L2
Before using or building on any L2, apply this evaluation framework. Each question reveals a different dimension of the L2’s maturity and
risk profile.

1 What is the proof mechanism? Optimistic (fraud proofs, 7-day withdrawal) or ZK (validity proofs, fast
withdrawal)? Each has distinct security and latency properties.

2 Is the sequencer decentralized? If not, who operates it? What happens if it goes offline? Can users force-exit to
L1?

3 Where is the data posted? Ethereum blobs (highest security), Celestia/EigenDA (cheaper, weaker guarantees), or
a proprietary solution? This determines whether it is a true rollup or a validium.

4 How mature is the bridge? Has the bridge been audited? Does it have rate limiting and monitoring? What is the
TVL and how long has it operated without incident?

5 What is the upgrade mechanism? Can the L2 team upgrade the smart contracts unilaterally? Is there a timelock?
A security council? Full governance?

Evaluation rule: An L2 that scores well on all five questions (ZK proofs, decentralized sequencer, L1 DA, audited bridge, governance-

controlled upgrades) does not yet exist. Every current L2 is a work in progress.

L2Beat (l2beat.com) tracks these dimensions for every Ethereum L2 and assigns risk ratings. Check it before depositing funds.

(c) Joerg Osterrieder 2025



Key Takeaways

1 The scaling trilemma: No single-layer blockchain can maximize security, decentralization, and scalability
simultaneously. L2 solutions resolve this by separating execution from settlement.

2 Rollup mechanics: Rollups execute transactions off-chain and post compressed data to L1 for verification –
achieving 10–100x cost reduction while inheriting Ethereum’s security.

3 Two proof families: Optimistic rollups use fraud proofs (simple, 7-day withdrawal). ZK rollups use validity proofs
(complex, fast withdrawal). Both inherit L1 security.

4 Sequencer centralization: Nearly all L2s run centralized sequencers today, creating censorship, MEV, and liveness
risks. The escape hatch to L1 is the critical safety mechanism.

5 Data availability: EIP-4844 cut L2 data costs by 90%+. Full danksharding will increase DA capacity 100x,
enabling 100,000+ TPS across all L2s.

6 Bridge security: Cross-chain bridges are the most exploited component in blockchain ($2.5B+ stolen). Native
rollup bridges are safest; cross-chain bridges require careful evaluation.

Review question: Why does an optimistic rollup need a 7-day withdrawal period while a ZK rollup does not?

(c) Joerg Osterrieder 2025



Summary / Next Lesson Preview
Layer 2 solutions solve blockchain’s scalability bottleneck by moving execution off-chain while inheriting Layer 1’s security through
cryptographic proofs. Optimistic rollups achieve simplicity at the cost of 7-day withdrawal delays; ZK rollups achieve fast finality at the cost
of engineering complexity. Both approaches have reduced transaction costs by 10–100x and unlocked DeFi, gaming, and social applications
that were uneconomical on L1. The remaining challenges – sequencer decentralization, cross-L2 interoperability, and bridge security – are
actively being addressed but not yet solved.

Key Vocabulary:

• Scaling Trilemma

• Rollup (Optimistic / ZK)

• Sequencer

• Fraud Proof

• Validity Proof (SNARK / STARK)

• Data Availability (DA)

• EIP-4844 (Proto-Danksharding)

• Blob Transaction

• State Channel

• Bridge (Native / Liquidity / Cross-chain)

Next lesson: Privacy Technologies – how zero-knowledge proofs enable private transactions, what mixers and privacy
coins do, and the tension between financial privacy and regulatory compliance.

Try this before Lesson 10: visit L2Beat (l2beat.com) and compare the risk profiles of Arbitrum, Base, and zkSync Era.

(c) Joerg Osterrieder 2025



One Last Thought. . .

Layer 1 (Ethereum)

Optimistic
Rollups

ZK
Rollups

bridge bridge

Now I can scale!

Lecture 9 Complete  Layer 2 Unlocks Blockchain's Future

Execute off-chain, verify on-chain

Now you understand why “just use Layer 2” is both the right answer and an oversimplification. L2s solve the speed and cost problem,

but introduce new questions about sequencer trust, bridge security, and data availability. The best L2 users start by asking: “Who runs

the sequencer, and can I exit to L1 if they misbehave?”
The best mental model for L2s: Ethereum L1 is the supreme court (slow, expensive, final). L2s are local courts (fast, cheap, appealing to the supreme

court if needed). (c) Joerg Osterrieder 2025
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