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What If Every Line of Code Could Move Real Money?

Most software bugs cause inconvenience – a crashed app, a lost save file. In Solidity, a single bug can drain millions of dollars in seconds,

and once deployed, the code can never be patched. Today we learn how to write smart contracts that handle real value on Ethereum,

and why getting it right matters more here than in any other programming language.
This cartoon frames the central question of Lesson 6: how do you write code when every mistake is permanent and public?
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Learning Objectives

By the end of this lesson you will be able to:

1 Describe Solidity’s contract structure, data types, and function visibility modifiers. [Understand]

2 Explain how storage, memory, and calldata differ and why choosing the wrong location wastes gas or creates bugs.
[Understand]

3 Apply the Checks-Effects-Interactions pattern to prevent reentrancy vulnerabilities in a payment contract. [Apply]

4 Analyze gas costs of different storage patterns and identify optimization opportunities. [Analyze]

5 Evaluate a smart contract for common security vulnerabilities using an audit-style checklist. [Evaluate]

Bloom’s levels covered: Understand, Apply, Analyze, Evaluate

These objectives map directly to quiz and exercise assessments.
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Code That Handles Value

In Lesson 5 you learned what smart contracts are and
how the Ethereum Virtual Machine (EVM) executes
them. Today you learn how to write them in Solidity –
the dominant language for Ethereum development.

Why Solidity is different:

• Immutable deployment: Once deployed, smart
contract code cannot be changed. Bugs are
permanent.

• Financial execution: Every function call can send or
receive ETH. A typo can drain an entire treasury.

• Public bytecode: Anyone can read, decompile, and
attack your contract. Security through obscurity is
impossible.

• Gas constraints: Every operation costs gas.
Inefficient code is not just slow – it is expensive for
every user.

Key insight: Solidity forces you to think like a security

engineer from the first line of code.

Watch for

Bugs!

Smart Contract Code

Solidity
Developer

Solidity: Programming the Blockchain

Write secure code that handles real value - bugs cost money!

contract.sol

pragma  solidity ^0.8.0;

contract  MyToken {

  mapping  (address => uint)

  function  transfer()

    require  (balance > 0);

}  

S

• What you see: The stakes of smart contract programming – code
that controls real value.

• Key pattern: Unlike web apps, deployed Solidity code is permanent
and public.

• Takeaway: “Move fast and break things” does not work when the
“things” are people’s money.

Lessons 3–5 covered cryptography, Ethereum, and smart contract concepts. Solidity is where theory meets implementation.(c) Joerg Osterrieder 2025



Three Billion Dollars Lost to Smart Contract Bugs
Take a moment and consider what happens when smart contract code contains a vulnerability that an attacker finds before the developer
does.

Three defining incidents:

• The DAO (June 2016): A reentrancy bug in 150 lines of Solidity allowed an attacker to drain $60 million – roughly 14% of all ETH in
existence at the time. The Ethereum community was forced to hard fork the entire blockchain to reverse the theft.

• Ronin Bridge (March 2022): Compromised private keys allowed attackers to steal $625 million from the bridge connecting Axie Infinity to
Ethereum. The breach went undetected for six days.

• Wormhole Bridge (February 2022): A single missing validation check in the smart contract let an attacker mint $320 million in wrapped
ETH out of thin air.

The common thread: Every exploit above traced back to a Solidity coding error or design flaw that a thorough audit would have caught. In
smart contracts, the cost of a bug is measured in dollars, not in downtime.

Total smart contract losses exceeded $3 billion by 2024. The DAO hack remains the most consequential event in Ethereum’s history.
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Why Solidity? Language Characteristics and Alternatives
What is Solidity? A statically typed, contract-oriented programming language designed specifically for the Ethereum Virtual Machine
(EVM). Created by Gavin Wood in 2014, it draws syntax from JavaScript, C++, and Python.

Key characteristics:

• Contract-oriented: The fundamental unit is a contract, not a class or module. Contracts hold state and ETH.

• Statically typed: All variables must declare their type at compile time (uint256, address, bool).

• EVM-targeted: Compiles to bytecode that runs on every Ethereum node worldwide.

• Built-in financial primitives: Native support for address.transfer(), msg.value, and Wei arithmetic.

Language Target Typing Market Share

Solidity EVM (Ethereum, Polygon, BSC) Static ∼90% of EVM contracts
Vyper EVM Static (Python-like) ∼8%
Rust Solana, Near, Polkadot Static Growing rapidly
Move Aptos, Sui Static (resource-oriented) Emerging

Solidity dominates EVM chains. Over 70% of all deployed smart contracts across all EVM networks are written in Solidity.
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Contract Structure: Anatomy of a Solidity File

Every Solidity file follows a consistent structure.
Understanding these components is the first step to
reading and writing contracts.

Six essential components:

1 SPDX license: A comment declaring the license
(MIT, GPL, etc.) – required since Solidity 0.6.8.

2 Pragma: Specifies the compiler version range (e.g.,
pragma solidity ^0.8.20;).

3 Import statements: Pull in external contracts or
libraries (OpenZeppelin, etc.).

4 State variables: Persistent data stored on the
blockchain (costs gas to write, free to read).

5 Events: Log entries emitted during execution –
indexed for efficient off-chain querying.

6 Functions: The executable logic – constructor,
public, external, internal, and private functions.

Key insight: State variables live in storage (permanent,
expensive). Function parameters live in memory
(temporary, cheap).

0.8+ safety features: Built-in overflow/underflow

protection (reverts automatically), custom errors for

gas-efficient reverts, and user-defined value types to

prevent type confusion.

contract MyContract is Ownable {
State Variablesuint256 public value;

address public owner;

Events event ValueChanged(uint256 newValue);

Modifiers modifier onlyOwner() { ... }

Constructorconstructor() { owner = msg.sender; }

Functionsfunction setValue(uint256 _v) external { }
}

Solidity Contract Structure

• What you see: The anatomy of a Solidity contract from pragma to
functions.

• Key pattern: State variables at the top, events next, then modifiers,
then functions.

• Takeaway: A well-organized contract follows this layout consistently
for readability and auditability.

Convention: state variables first, then events, then modifiers, then constructor, then external/public functions, then internal/private.
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Data Types: Value Types and Reference Types

Solidity distinguishes between value types (copied on
assignment) and reference types (passed by reference,
require explicit data location).

Value types:

• bool – true or false

• uint256 / int256 – unsigned/signed 256-bit integer

• address – 20-byte Ethereum address

• address payable – address that can receive ETH

• bytes1 to bytes32 – fixed-size byte arrays

• enum – user-defined set of constants

Reference types:

• string – dynamic UTF-8 text

• bytes – dynamic byte array

• arrays – fixed or dynamic length

• mapping – hash table (key-value store)

• struct – user-defined composite type

Value Types
booltrue/false
uint/int8-256 bits
address20 bytes
bytes1-32fixed bytes
enumuser-defined

Reference Types
arraysuint[] dynamic
structcustom type
mappingkey => value
stringUTF-8 text
bytesdynamic bytes

Data Locations: storage (persistent) | memory (temporary) | calldata (read-only)

Solidity Data Types

• What you see: Solidity’s type system organized by value vs reference
categories.

• Key pattern: Value types are copied on assignment; reference types
require a data location (storage, memory, calldata).

• Takeaway: Using uint256 everywhere wastes gas. Choose the
smallest type that fits your data.

Solidity has no floating-point types. Financial calculations use fixed-point math with uint256 and manual decimal scaling.

(c) Joerg Osterrieder 2025



Data Locations: Storage, Memory, and Calldata
Every reference-type variable must specify where it lives. The three data locations have dramatically different costs and lifetimes.

Location Lifetime Cost (SSTORE) Mutable? Use When

storage Permanent (on-chain) 20,000 gas (new slot) Yes State variables
5,000 gas (update) Persistent data

memory Function execution only 3 gas (per word) Yes Temporary computation
Function-local arrays

calldata Function execution only Free (read-only) No External function inputs
Gas-efficient pass-through

Cost comparison: Writing one 32-byte word to storage costs 6,600 times more than writing to memory. This is why gas optimization
centers on minimizing storage writes.

Common mistake: Using memory where calldata would suffice. Calldata is read-only and free – always prefer it for external function
parameters that are not modified.

Rule of thumb: Read from calldata, compute in memory, write to storage only when you must persist the result.

SSTORE (storage write) is the most expensive EVM opcode. Optimizing storage access is the single biggest gas savings.
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Function Visibility: Who Can Call What?

Solidity provides four visibility levels that control who can
call a function. Choosing the wrong visibility is a
common source of security vulnerabilities.

Four visibility levels:

1 public: Callable by anyone – external accounts,
other contracts, and internally. Generates a getter
for state variables.

2 external: Callable only from outside the contract.
More gas-efficient than public for large calldata
(no memory copy).

3 internal: Callable only from this contract and
contracts that inherit from it. Like protected in
Java.

4 private: Callable only from this contract. Not
inherited by child contracts.

Security principle: Use the most restrictive visibility that

works. A function that should be internal but is

accidentally marked public becomes an attack surface.

Visibility Specifiers:
publicCan be called internally and externally
externalOnly external calls (saves gas)
internalThis contract + inheritance
privateOnly this contractState Mutability:
view - reads statepure - no state accesspayable - accepts ETH

Function Visibility & State Mutability

• What you see: A concentric diagram showing which callers can reach
each visibility level.

• Key pattern: Public and external are exposed to the world; internal
and private are shielded.

• Takeaway: Default to private/internal. Expose functions to external
callers only when necessary.

Note: “private” does NOT mean the data is hidden. All blockchain data is publicly readable. Private only restricts function calls.
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Modifiers and Events: Access Control and Logging

Modifiers are reusable code blocks that wrap function
logic – typically used for access control. Events are log
entries stored cheaply on-chain for off-chain consumption.

Common modifier pattern:

• onlyOwner – restricts to contract deployer

• nonReentrant – prevents reentrancy attacks

• whenNotPaused – emergency stop mechanism

Events provide:

• Cheap logging: 8 gas per byte vs 20,000 gas for
storage

• Indexed parameters: Up to 3 indexed fields for
efficient filtering (e.g., filter all transfers to a
specific address)

• Off-chain integration: Front-ends listen for events
via WebSocket to update the UI in real time

Best practice: Emit an event for every state change.

This creates an immutable audit trail that block explorers

and analytics tools can query.

Modifiers
modifier onlyOwner() {
    require(msg.sender == owner);
    _;  // function body here
}

function withdraw() onlyOwner { }

Events
event Transfer(
    address indexed from,
    address indexed to,
    uint256 value
);
emit Transfer(from, to, amt);

Key Points:
Modifiers: reusable access control, _; marks function insertion
Events: emit logs stored in tx receipt (not in state)
indexed: up to 3 params, enables efficient filtering

Modifiers and Events

• What you see: How modifiers wrap function execution and events log
state changes.

• Key pattern: Modifiers check preconditions before execution; events
record postconditions after.

• Takeaway: Modifiers enforce “who can do what”; events record
“what happened and when.”

OpenZeppelin’s Ownable and ReentrancyGuard are the most widely used modifier libraries – battle-tested across thousands of contracts.
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Inheritance: Building on Proven Code

Solidity supports multiple inheritance with C3
linearization (a deterministic ordering algorithm).
Contracts can inherit from multiple parents, and function
resolution follows a predictable order.

Key inheritance concepts:

• is keyword: contract Token is ERC20, Ownable
inherits from both parents.

• virtual / override: Parent marks functions as
virtual; child uses override to replace them.

• super: Calls the parent’s implementation – follows
C3 linearization order, not just the immediate
parent.

• Abstract contracts: Cannot be deployed directly –
define interfaces that children must implement.

• Interfaces: Pure declaration – no state variables, no
function bodies. Define the API that a contract
exposes.

Practical pattern: Inherit from OpenZeppelin base

contracts (ERC20, Ownable, ReentrancyGuard) instead

of reimplementing standard logic.

IERC20 Ownable Pausable

ERC20 AccessControl

MyToken

contract MyToken is ERC20, AccessControl { }
C3 linearization: right-most base is most derived (called first)

Solidity Inheritance (Multiple)

• What you see: An inheritance tree showing how token contracts
compose standard building blocks.

• Key pattern: OpenZeppelin provides audited base contracts; your
contract adds business logic.

• Takeaway: Never rewrite standard functionality. Inherit from
battle-tested libraries.OpenZeppelin contracts are used in over 80% of deployed ERC-20 tokens and have been audited by multiple firms.
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Common Solidity Design Patterns

Experienced Solidity developers rely on proven patterns
to structure their contracts. These patterns address
recurring problems in access control, payment handling,
and state management.

Six essential patterns:

1 Withdrawal (Pull): Users withdraw funds
themselves instead of the contract pushing
payments. Prevents reentrancy.

2 Access Control: Role-based permissions (admin,
minter, pauser) using OpenZeppelin AccessControl.

3 Guard Check: Validate all inputs at function entry
with require() before executing logic.

4 State Machine: Track contract phases (Funding,
Active, Closed) with enum-based state transitions.

5 Oracle: Fetch off-chain data (prices, randomness)
via Chainlink or similar services.

6 Factory: Deploy new contract instances from a
template contract (e.g., Uniswap pair factory).

Checks-Effects-
Interactions

Prevent reentrancy:
1. Check inputs
2. Update state
3. External calls

Pull over Push
Let users withdraw
instead of sending

automatically

Factory
Create contracts
from a template

contract

Proxy/Upgradeable
Separate logic
from storage
for upgrades

Access Control
Role-based
permissions

(RBAC)

Emergency Stop
Pausable

functionality
for emergencies

Use OpenZeppelin implementations for battle-tested patterns

Common Solidity Design Patterns

• What you see: Six design patterns mapped to the problems they
solve.

• Key pattern: Pull-over-push (withdrawal pattern) is the single most
important security pattern.

• Takeaway: Patterns exist because smart contract mistakes are
irreversible. Use proven solutions.

The withdrawal pattern was formalized after The DAO hack. It is now considered mandatory for any contract that sends ETH.
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Checks-Effects-Interactions: The Most Important Pattern
The Checks-Effects-Interactions (CEI) pattern is the primary defense against reentrancy attacks. Every function that sends ETH or calls an
external contract must follow this order:

The three phases:

1 Checks: Validate all preconditions. Use require() to verify the caller has permission, the balance is sufficient, and the state is valid. If any
check fails, the transaction reverts.

2 Effects: Update all state variables before making any external calls. Deduct the balance, flip the boolean, increment the counter – now, not
after the call.

3 Interactions: Make external calls (send ETH, call another contract) last. If the external call triggers a reentrant call back into your contract,
the state has already been updated.

Why this order matters: If you send ETH before updating the balance, a malicious recipient can call back into your function and withdraw
again – the balance has not changed yet.

Combined with: Use ReentrancyGuard (OpenZeppelin) as a second layer of defense. CEI prevents the bug; the guard catches it if you make
a mistake.

The DAO hack exploited a violation of CEI: the contract sent ETH before updating the sender’s balance.
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Reentrancy Attack: Step-by-Step Anatomy

A reentrancy attack exploits a contract that calls an
external address before updating its own state. The
attacker’s contract re-enters the vulnerable function and
drains funds repeatedly.

Attack sequence:

1 Attacker deposits 1 ETH into the victim contract.

2 Attacker calls withdraw(1 ether).

3 Victim contract checks balance (1 ETH – passes)
and sends 1 ETH to the attacker.

4 Attacker’s receive function immediately calls
withdraw() again.

5 Victim contract checks balance – still shows 1 ETH
because state was not updated yet.

6 Loop repeats until the victim contract is drained.

Three defenses:

• Follow CEI pattern (update state first)

• Use ReentrancyGuard modifier

• Use transfer() (2,300 gas limit)

Reentrancy variants:
Cross-function Re-enter a different function with stale state
Cross-contract Re-enter a different contract sharing state
Read-only Exploit stale view during transition (Curve 2023)

Reentrancy Attack: Step-by-Step

1  attacker.attack()

2  victim sends 1 ETH  via call{value}()

Victim: 99 ETH
3  attacker.receive()   re-enters victim.withdraw()

4  victim sends 1 ETH  again (balance not updated)

Victim: 98 ETH
5  loop repeats   drains contract

Victim: 0 ETH
6  victim updates balance  (too late!)

Attacker: +100 ETH

Fix: update balance BEFORE sending ETH  (Checks-Effects-Interactions pattern)

Attacker
Contract
malicious.sol

Victim
Contract

100 ETH balance

• What you see: The back-and-forth call flow between attacker and
victim in a reentrancy exploit.

• Key pattern: The victim sends ETH before updating state, allowing
repeated withdrawals.

• Takeaway: Always update state before external calls. This single rule
prevents the most common smart contract exploit.

CEI prevents single-function reentrancy; complex protocols need a global ReentrancyGuard across all state-changing functions.
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From Solidity Source to Deployed Bytecode

Understanding the compilation pipeline clarifies why
certain optimizations work and why deployed contracts
cannot be changed.

Five stages:

1 Source code: Human-readable Solidity (.sol files).

2 Compiler (solc): Parses, type-checks, and optimizes
the source code. Produces bytecode and ABI.

3 Bytecode: Low-level EVM instructions (opcodes
like PUSH, SSTORE, CALL). This is what gets
deployed.

4 ABI: Application Binary Interface – a JSON
description of the contract’s functions and their
types. Front-ends use this to encode function calls.

5 Deployment: A special transaction with no to
address sends the bytecode to the blockchain. The
EVM assigns a contract address.

Optimizer: The solc optimizer reduces bytecode size

and gas cost. Setting runs: 200 optimizes for average

use; runs: 1 minimizes deployment cost.

Solidity Compilation Pipeline
From source code to deployed bytecode on the EVM

solc optimizer reduces bytecode size; smaller bytecode = lower deployment cost

.sol
Source File

pragma solidity ^0.8;

contract Vault {

  ...

}

solc
Compiler

Lexer / Parser

Semantic Analysis

Optimizer

Code Gen

ABI + Bytecode

ABI: JSON interface

for external callers

Bytecode: EVM opcodes

608060405234...

EVM
Deployment

tx.data = bytecode

create opcode

gas: ~200k

address assigned

On-Chain
Contract

Immutable code

Own storage

Own balance

Own address

• What you see: The flow from Solidity source to deployed on-chain
bytecode.

• Key pattern: The ABI is essential for any external interaction –
without it, you cannot call the contract’s functions.

• Takeaway: Always verify source code on Etherscan after deployment
so users can audit what they are interacting with.

Etherscan verification matches deployed bytecode against source code. Unverified contracts should be treated with extreme caution.(c) Joerg Osterrieder 2025



ERC-20 Token Flow: The Standard Everyone Uses

ERC-20 is the most widely deployed smart contract
standard on Ethereum. It defines a minimal interface that
every fungible token must implement.

Six required functions:

1 totalSupply() – total tokens in existence

2 balanceOf(account) – tokens held by an address

3 transfer(to, amount) – send tokens directly

4 approve(spender, amount) – grant permission

5 allowance(owner, spender) – check permission

6 transferFrom(from, to, amount) – spend on
behalf

The approve/transferFrom pattern:

• User calls approve(DEX, 100) – grants the DEX
permission to spend 100 tokens

• DEX calls transferFrom(user, DEX, 100) –
moves tokens atomically during a swap

• This two-step process enables DeFi composability

ERC-20 Token Flows: transfer & approve/transferFrom
Path A: Delegated Transfer

 approve(spender, 500)

allowances[owner][spender] = 500

 transferFrom
(owner recipient, 200)

 balances[recipient] += 200

allowances[owner][spender] = 300  (500  200)

Path B: Direct Transfer

transfer(recipient, 100)    no approval needed

Owner
token holder

Spender
e.g. DEX

Recipient
destination

ERC-20
Token Contract

(balances + allowances)

• What you see: The approve-transferFrom flow that powers every
DEX swap.

• Key pattern: Two transactions are required: approve first, then the
protocol can move tokens.

• Takeaway: Unlimited approvals (approve(spender,
type(uint256).max)) save gas but create risk if the spender contract
is compromised.

Over 500,000 ERC-20 tokens exist on Ethereum. The standard enabled DeFi by giving every token a common interface.
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Security Vulnerabilities: The Top Five Threats

Smart contract security is unlike traditional software
security. Bugs cannot be patched after deployment, and
every vulnerability is potentially worth millions of dollars.

Top five vulnerability classes:

1 Reentrancy: External call before state update
allows repeated withdrawals (The DAO, $60M).

2 Integer overflow: Pre-0.8 arithmetic wraps silently.
An attacker sets balance to max uint256 by
underflowing.

3 Access control: Missing onlyOwner modifier lets
anyone call privileged functions.

4 Oracle manipulation: Attacker moves on-chain
price via flash loan, then exploits the stale price
feed.

5 Unchecked return values: Ignoring the return value
of transfer() or send() silently fails.

Defense in depth: No single measure is sufficient.

Combine CEI pattern, ReentrancyGuard, Solidity 0.8+,

and professional audits.

ReentrancyExternal call before state updateChecks-Effects-Interactions

Integer OverflowUnchecked arithmeticUse Solidity 0.8+ or SafeMath

Access ControlMissing/weak auth checksUse OpenZeppelin Access

Front-runningMEV bots see mempoolCommit-reveal, private mempool

Oracle ManipulationSingle price sourceUse TWAP, multiple oracles

Flash Loan AttackAtomic large borrowingUse time-weighted data

VulnerabilityDescription Mitigation
Common Smart Contract Vulnerabilities

Severity
Critical
High
Medium

• What you see: The five most common vulnerability types ranked by
historical financial impact.

• Key pattern: Reentrancy and access control account for over 60% of
all DeFi exploit losses.

• Takeaway: Most exploits are not novel – they exploit well-known
vulnerability classes in new contexts.

The SWC Registry (Smart Contract Weakness Classification) catalogs 37 known vulnerability types with examples and mitigations.
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The Price of Solidity Bugs: DeFi Exploit Costs

Smart contract exploits are not hypothetical risks – they
are a recurring reality. The chart shows the financial cost
of Solidity-related bugs across the DeFi ecosystem.

Cost by vulnerability type (2020–2024):

• Bridge exploits: $1.5B+ – compromised validation
logic in cross-chain bridges

• Reentrancy: $300M+ – including The DAO and
variants

• Oracle manipulation: $400M+ – flash
loan-powered price feed attacks

• Access control: $200M+ – unprotected admin
functions

• Logic errors: $500M+ – incorrect business logic
that allows unintended behavior

The audit gap: Many exploited contracts had audits. An

audit reduces risk but does not eliminate it – complex

protocol interactions create emergent vulnerabilities that

individual contract audits miss.

0 100 200 300 400 500 600 700
Amount Stolen (USD Millions)

Mango Markets

Cream Finance

Wintermute

Beanstalk

Nomad Bridge

Euler Finance

Wormhole

BNB Bridge

Poly Network

Ronin Bridge

$117M

$130M

$160M

$182M

$190M

$197M

$326M

$586M

$611M

$624M

Bridge hacks dominate: cross-chain trust assumptions create the largest attack surface

Top 10 DeFi Exploits by Funds Lost

Exploit Type
Bridge Hack
Flash Loan
Oracle Manip.
Governance
Key Compromise

• What you see: Cumulative DeFi exploit costs by vulnerability
category over time.

• Key pattern: Bridge exploits surpassed all other categories in 2022,
reflecting the rapid growth of cross-chain infrastructure.

• Takeaway: The cost of a single Solidity bug can exceed the entire
development budget of the protocol.

Immunefi reported over $1.8 billion in bug bounty payouts since 2020 – proof that proactive security pays for itself.(c) Joerg Osterrieder 2025



Audit Finding Severity: Reading an Audit Report

Professional smart contract audits classify findings by
severity. Understanding these levels helps developers
prioritize fixes and helps users evaluate contract risk.

Severity levels:

1 Critical: Direct loss of funds possible. Must be
fixed before deployment. Examples: reentrancy,
unprotected selfdestruct.

2 High: Significant financial impact under specific
conditions. Must be fixed. Examples: integer
overflow in token minting.

3 Medium: Limited financial impact or requires
unlikely conditions. Should be fixed. Examples:
front-running vulnerability.

4 Low: Best practice violations with minimal direct
impact. Recommended fix. Examples: missing
event emissions.

5 Informational: Code quality, gas optimization, or
style suggestions. Optional fix.

Red flag: A project that launches with unresolved Critical

or High findings is gambling with user funds.

DeFi
Protocol

NFT
Marketplace
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Smart Contract Audit Findings by Severity and Project Type

Severity
Critical
High
Medium
Low
Info

• What you see: Distribution of audit findings by severity across major
DeFi protocols.

• Key pattern: Even blue-chip protocols average 2–3 Medium findings
per audit.

• Takeaway: An audit report with zero findings is suspicious – it
suggests the auditor was not thorough enough.

Leading audit firms: Trail of Bits, OpenZeppelin, Certik, Consensys Diligence, Spearbit. Typical audit cost: $50K–$500K.(c) Joerg Osterrieder 2025



Gas Optimization: Writing Efficient Contracts

Gas is the execution fee paid by users for every operation
on Ethereum. Efficient contracts save users money and
improve the user experience.

Top gas optimization techniques:

1 Pack storage variables: Smaller types share one
32-byte slot (e.g., bool + address = 21 bytes in
one slot).

2 Use calldata over memory: Read-only external
parameters avoid copying data.

3 Cache storage reads: Read into a local variable,
operate, write back once (storage read: 2,100 gas;
memory: 3 gas).

4 Short-circuit conditions: Cheapest check first in
require() chains.

5 Events over storage: Data only needed off-chain
costs 8 gas/byte vs 20,000 gas for a storage slot.

6 Batch operations: Amortize the 21,000 base gas
cost.

Packing example: Reordering uint256, bool, address from 3

slots to 2 saves 20,000 gas/instance ($0.50–$5.00 per user).

0 10 20 30 40 50 60 70
Potential Gas Savings (%)

Use uint256
(native size)

Pack structs
(fit in 32 bytes)

Use calldata
(vs memory)

Cache storage
in memory

Short circuit
&& and ||

Avoid loops
over arrays

20%

15%

40%

50%

10%

60%

Gas Optimization Techniques

High impact (>30%)
Medium impact (15-30%)
Low impact (<15%)

• What you see: Gas costs for common operations and the savings
from optimization techniques.

• Key pattern: Storage operations dominate gas costs – optimizing
storage access yields the biggest savings.

• Takeaway: A 30% gas reduction on a high-volume contract saves
users millions of dollars over the contract’s lifetime.Uniswap V3 reduced gas costs by 30% compared to V2 through aggressive storage packing and assembly-level optimizations.
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Bytecode Size and Deployment Costs

Ethereum limits deployed contract bytecode to 24,576
bytes (24 KB) – the Spurious Dragon limit (EIP-170).
Exceeding this makes the contract undeployable.

Deployment cost formula:

Cost = 21,000 + (200 × bytes)

For a 20 KB contract:

21,000 + (200 × 20,480) = 4,117,000 gas

At 30 gwei and ETH = $2,000: approximately $247.

Size reduction techniques:

• Use custom errors instead of string messages

• Enable the Solidity optimizer (runs: 200)

• Extract libraries with library keyword

• Use the proxy pattern to split logic from storage

• Remove unused code and imports
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• What you see: Bytecode sizes and deployment costs for major
protocols compared to the 24 KB limit.

• Key pattern: Complex protocols push close to the limit – Uniswap V3
required aggressive optimization to fit.

• Takeaway: Monitor bytecode size during development. Hitting the
limit late in the project forces painful refactoring.

EIP-170 set the 24 KB limit in 2016 to prevent denial-of-service attacks via excessively large contracts.(c) Joerg Osterrieder 2025



Error Handling: require, revert, and assert

Solidity provides three mechanisms for error handling,
each with different gas behavior and use cases.

Three error mechanisms:

1 require(condition, message): Validates inputs and
preconditions. Reverts with remaining gas refunded.
Use for: user input validation, access control checks.

2 revert(message) / revert CustomError(): Explicitly
abort execution. Custom errors (0.8.4+) save gas
by avoiding string storage. Use for: complex
conditional logic.

3 assert(condition): Checks for internal invariants
that should never be false. Consumes all remaining
gas on failure (panic). Use for: detecting impossible
states, compiler checks.

Gas comparison:

• require("msg") – stores string on-chain
(expensive)

• revert CustomError() – 4-byte selector only
(cheap)

• Custom errors save 50%+ gas on reverts

Error Handling Methods
MethodUse CaseExampleGas Behavior
require()Input validationrequire(amount > 0, "Invalid")Refunds remaining gas

revert()Complex conditionsif (!ok) revert MyError()Custom errors (gas efficient)

assert()Internal invariantsassert(balance >= 0)Consumes all gas (bug!)

Custom Errors (0.8.4+): More gas efficient than string messages
error InsufficientBalance(uint256 available, uint256 required);

Solidity Error Handling

• What you see: The three error handling mechanisms with their gas
behavior and use cases.

• Key pattern: require for external validation, assert for internal
invariants, custom errors for gas efficiency.

• Takeaway: Since Solidity 0.8.4, custom errors are the recommended
approach for all revert conditions.

Custom errors are decoded by Etherscan and most development tools, making them as readable as string messages at a fraction of the gas cost.

(c) Joerg Osterrieder 2025



Deployment Flow: From Local to Mainnet

Deploying a smart contract follows a structured pipeline
from local development to production on mainnet.
Skipping steps is how expensive mistakes happen.

Six deployment stages:

1 Local development: Write and compile in Hardhat
or Foundry with hot-reload.

2 Unit tests: Test individual functions with edge
cases, boundary values, and failure paths.

3 Local fork: Fork mainnet state into a local
environment. Test against real token balances and
contract interactions.

4 Testnet deployment: Deploy to Sepolia or Goerli.
Verify source code on Etherscan. Test with real
wallets.

5 Audit: Submit code to a professional auditor.
Address all Critical and High findings before
proceeding.

6 Mainnet deployment: Deploy with a multisig wallet
as owner. Set timelocks on admin functions.
Monitor with Tenderly or Forta.

Write

Solidity
Code

Compile

solc/
Hardhat

Test

Unit +
Fuzz

Audit

Security
Review

Deploy

Testnet
then Main

Common Tools:
Hardhat
Development framework

Foundry
Fast testing + fuzzing

Remix
Browser IDE

Slither
Static analysis

Etherscan
Verification

Always deploy to testnet (Sepolia/Goerli) before mainnet!

Smart Contract Deployment Workflow

• What you see: The deployment pipeline from development through
testing, audit, and mainnet launch.

• Key pattern: Each stage catches different categories of bugs –
skipping any stage increases risk.

• Takeaway: Professional protocols spend 2–6 months in the testing
and audit phases before mainnet launch.

Tenderly provides real-time transaction simulation and alerting. Forta is a decentralized monitoring network for smart contracts.

(c) Joerg Osterrieder 2025



Proxy Upgrade Pattern: Upgradeable Contracts

Smart contracts are immutable by default, but the proxy
pattern enables upgrades by separating storage from
logic.

How it works:

• Proxy contract: Holds all state (storage) and
user-facing address. Never changes.

• Implementation contract: Contains the logic
(functions). Can be replaced by deploying a new
version.

• delegatecall: The proxy forwards all calls to the
implementation using delegatecall, which
executes the implementation’s code in the proxy’s
storage context.

Three proxy standards:

1 Transparent Proxy (EIP-1967): Admin and user
calls are routed differently.

2 UUPS (EIP-1822): Upgrade logic lives in the
implementation, not the proxy. Cheaper to deploy.

3 Beacon Proxy: Multiple proxies share one
implementation. Upgrade once, all proxies update.

Proxy Upgrade Pattern
Storage lives in Proxy  logic is swappable without losing state

call()

delegatecall
(old)

delegatecall
(active)

User / DApp

EOA or
front-end

calls proxy

Proxy Contract  (permanent address)

delegatecall  implementation

STORAGE (persistent):
  slot[0]: owner

  slot[1]: balances[]
  slot[2]: impl_address

Implementation V1

Logic only
(no storage)

deposit()
withdraw()

Implementation V2

Logic + fixes
(no storage)

deposit()
withdraw()
flashLoan()

Admin

upgradeTo(V2)

DEPRECATED

• What you see: The proxy architecture with delegatecall forwarding
from proxy to implementation.

• Key pattern: Users interact with the proxy address, which never
changes. Only the logic behind it changes.

• Takeaway: Upgradability is powerful but adds trust assumptions – the
upgrade admin can change the contract’s behavior.

The proxy pattern trades immutability (trustlessness) for upgradeability (flexibility). Most DeFi protocols use timelocked proxies.
(c) Joerg Osterrieder 2025



Development Tools: Foundry vs Hardhat

Two frameworks dominate Solidity development.
Choosing between them depends on your team’s
language preference and performance requirements.

Hardhat (JavaScript/TypeScript):

• Most widely used (70%+ market share)

• Rich plugin ecosystem (ethers.js, Waffle,
OpenZeppelin)

• Tests written in JavaScript/TypeScript

• Built-in local blockchain (Hardhat Network)

• Slower test execution (JavaScript runtime)

Foundry (Rust/Solidity):

• Fastest growing framework (adopted by Uniswap,
Paradigm)

• Tests written in Solidity (same language as
contracts)

• 10–100x faster test execution (Rust runtime)

• Built-in fuzzing (random input testing)

• Forge, Cast, Anvil, Chisel toolchain

Speed

Fuzzing
Support

Debugging
Tools

Ecosystem
& Plugins

Learning
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Gas
Reports
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Foundry vs Hardhat: Developer Tool ComparisonFoundry (Rust-based, fast, fuzzing-first)
Hardhat (JS/TS, mature ecosystem, plugins)

• What you see: Feature comparison between Foundry and Hardhat
across speed, testing, and ecosystem.

• Key pattern: Hardhat leads in ecosystem; Foundry leads in
performance and fuzzing.

• Takeaway: Many teams use both: Foundry for unit tests (speed) and
Hardhat for deployment scripts (ecosystem).

Foundry’s fuzz testing found bugs in Solmate and other libraries that traditional unit tests missed.

(c) Joerg Osterrieder 2025



Testing Best Practices: Unit, Integration, and Fuzz Testing
Smart contract testing requires more rigor than typical software testing because deployed bugs cannot be patched. A comprehensive test
suite covers three levels:

Test Type What It Tests Tool Coverage Target

Unit tests Individual functions in isolation Foundry forge test / 100% of public functions
(happy path + edge cases) Hardhat + Mocha including revert paths

Integration tests Multi-contract interactions Mainnet fork with All external integrations
(DeFi composability) real token addresses (oracles, DEXs, lending)

Fuzz tests Random inputs to find Foundry built-in fuzzer / All functions accepting
unexpected behavior Echidna (property-based) user-controlled input

Formal verification Mathematical proof of Certora Prover / Critical invariants
correctness properties Halmos (e.g., total supply)

Key metrics:

• Line coverage: Aim for 95%+ on all contracts

• Branch coverage: Every if/else path tested

• Mutation testing: Modify code and verify tests catch the change

Rule of thumb: If your test suite does not test what happens when things go wrong (reverts, edge cases, malicious inputs), it is incomplete.

Uniswap V3 has over 1,000 unit tests and extensive fuzz testing. Its test suite takes 5 minutes in Foundry vs 45 minutes in Hardhat.

(c) Joerg Osterrieder 2025



Language Evolution: How Solidity Has Matured

Solidity has evolved rapidly since its 2015 launch, with
each version addressing real-world security incidents and
developer pain points.

Key milestones:

• 0.4.x (2016–2018): Early days – no overflow
protection, no constructor keyword, many footguns.

• 0.5.x (2018): Breaking changes for safety – explicit
visibility required, address payable split from
address.

• 0.6.x (2019): try/catch for external calls, abstract
contracts, override keyword.

• 0.7.x (2020): Removed finney and szabo
denominations, cleaner syntax.

• 0.8.x (2020–present): Built-in overflow checks,
custom errors, user-defined types, unchecked blocks
for gas optimization.

Trend: Each version makes Solidity safer by default while

giving experts escape hatches (unchecked, assembly) for

performance.

2014 2016 2018 2020 2022 2024
Year

Solidity

2015

Ethereum flagship
OO, EVM-native

Vyper

2017

Security-focused
Python-like syntax

Yul

2018

EVM IR / assembly
Optimizer target

Fe

2021

Rust-inspired
type-safe

Huff

2022

Low-level EVM
macro assembler

Smart Contract Language Timeline

Solidity
~90%

90%

Vyper
~8%

8%

Other
~2%

2%

2024 Market
Share

• What you see: Timeline of Solidity versions with the security features
each introduced.

• Key pattern: Major security improvements (overflow checks, explicit
visibility) followed real-world exploits.

• Takeaway: Always use the latest stable Solidity version – older
versions lack critical safety features.

The Solidity team releases approximately 4–6 minor versions per year. The language is maintained by the Ethereum Foundation.

(c) Joerg Osterrieder 2025



Developer Growth: The Solidity Ecosystem

The Solidity developer community is small compared to
mainstream languages but growing steadily.
Understanding the ecosystem size helps contextualize
career opportunities.

Developer statistics (2024):

• Approximately 30,000 monthly active Solidity
developers (vs 17 million JavaScript developers)

• 5,000+ new developers entering the ecosystem
annually

• Average Solidity developer salary: $120K–$250K
(senior)

• Over 500,000 smart contracts deployed on
Ethereum mainnet

Demand drivers:

• DeFi protocols need continuous development and
auditing

• Enterprise blockchain adoption (tokenization, supply
chain)

• Security auditing – severe shortage of qualified
auditors

• Layer-2 ecosystem growth (Arbitrum, Optimism,
Base)
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Smart Contract Developer Growth (2017 2025)

• What you see: Solidity developer growth trends and ecosystem
metrics over time.

• Key pattern: Developer growth is steady even during crypto market
downturns – builders stay when speculators leave.

• Takeaway: The demand-supply gap for smart contract developers and
auditors makes this a high-value skill set.

Electric Capital Developer Report 2024: blockchain developer growth has outpaced market cycles since 2018.
(c) Joerg Osterrieder 2025



One Last Thought. . .

Now you understand that writing Solidity is not just programming – it is engineering financial infrastructure where every line of code is

permanent, public, and handles real money. The techniques you learned today – CEI, storage optimization, proxy patterns, and layered

testing – are what separate secure contracts from expensive mistakes.
The best Solidity developers write code as if every function will be attacked – because on a public blockchain, it will be.

(c) Joerg Osterrieder 2025



Key Takeaways

1 Solidity fundamentals: Contracts hold state and ETH. Data types, function visibility, and data locations (storage,
memory, calldata) form the language’s foundation.

2 Checks-Effects-Interactions: The CEI pattern is the primary defense against reentrancy – always update state
before making external calls.

3 Security is non-negotiable: Reentrancy, integer overflow, access control, oracle manipulation, and unchecked
return values are the top five vulnerability classes. Over $3 billion has been lost to these bugs.

4 Gas optimization matters: Storage packing, calldata usage, and caching reduce costs for every user. The EVM
charges per operation, so efficiency is a feature.

5 Proxy patterns enable upgrades: The transparent proxy, UUPS, and beacon patterns separate logic from storage –
enabling bug fixes at the cost of added trust assumptions.

6 Testing is your safety net: Unit tests, integration tests, fuzz testing, and professional audits form a layered
defense. No single measure is sufficient alone.

Review exercise: Identify the CEI violation in a given withdrawal function and rewrite it following the correct pattern.

(c) Joerg Osterrieder 2025



Summary / Next Lesson Preview
Solidity is the dominant language for writing smart contracts on Ethereum and all EVM-compatible chains. Its unique constraints —
immutable deployment, financial execution, and public bytecode — demand a security-first development mindset. The
Checks-Effects-Interactions pattern, minimal visibility defaults, storage optimization, and layered testing form the foundation of professional
Solidity development.

Key Vocabulary:

• Checks-Effects-Interactions (CEI)

• Reentrancy

• Function visibility

• Storage vs memory vs calldata

• ERC-20 standard

• Proxy upgrade pattern

• Gas optimization

• Solidity 0.8+ overflow protection

Next lesson: DeFi: Decentralized Finance – how AMMs, lending protocols, and flash loans are built using the Solidity
patterns you learned today.

Review exercise: identify the CEI violation in a given withdrawal function and rewrite it following the correct pattern.

(c) Joerg Osterrieder 2025
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