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How Do Strangers Agree Without a Boss?

"ATTACK AT DAWN'
(sends note)

"RETREAT'?? I'm
S0 confused!
T'll just change
it to "RETREAT"
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This is why we need consensus!

Imagine a group of strangers who have never met, spread across the globe, trying to agree on a single version of a shared spreadsheet —
with no manager, no vote counter, and no way to verify who is honest. That is the consensus problem. Today we examine the

mechanisms blockchains use to solve it.
This cartoon frames the central question of Lesson 4: how can a decentralized network reach agreement when some participants may be dishonest?



Learning Objectives

By the end of this lesson you will be able to:

(1]

(2]

Explain the Byzantine Generals Problem and why it is the theoretical foundation of blockchain consensus.
[Understand]

Compare Proof of Work and Proof of Stake on security, energy use, finality, and centralization risk. [Analyze]

Calculate the economic cost of attacking a PoW and a PoS network and explain why the difference matters.
[Apply]

Describe how Casper FFG provides economic finality on Ethereum and what slashing conditions enforce validator
honesty. [Understand]

Evaluate which consensus mechanism is most appropriate for a given blockchain use case, using the consensus
trilemma as a decision framework. [Evaluate]

Bloom’s levels covered: Understand, Apply, Analyze, Evaluate

These objectives map directly to quiz and exercise assessments.



Agreement Without Authority

In Lessons 1-3 you learned what a blockchain stores and
how cryptography secures individual transactions. But
one critical question remained open: who decides which
transactions are valid and in what order?

The core challenge: In a centralized system (Visa, a
bank), a single authority decides. In a decentralized
network, there is no authority — only a protocol that all
participants follow.

Consensus mechanisms are those protocols. They solve
the agreement problem by making dishonest behavior
either computationally infeasible (PoW) or economically
ruinous (PoS).

Today’s journey: From the theoretical impossibility

results of the 1980s to the engineering solutions powering

billions of dollars in value today.

Consensus: How Networks Agree

Proof of Work 0 0 Proof of Stake

Different methods to achieve the same goal: agreement without trust

What you see: The challenge of coordinating agreement among
distributed participants.

Key pattern: Without a central coordinator, the system needs rules
that make cheating unprofitable.

Takeaway: Consensus is the mechanism that transforms a network of



When Consensus Fails: Real Attacks

Before studying how consensus works, consider what happens when it breaks.

Three real-world consensus failures:

® Ethereum Classic, January 2019: An attacker rented enough hash power to control 51% of the network for several days, executing
double-spend attacks worth $1.1 million. The chain reorganized 100+ blocks — transactions that merchants believed were final were reversed.

® Bitcoin Gold, May 2018: A similar 51% attack enabled $18 million in double-spends against exchanges. The attack cost was estimated at
only $70,000 in rented hash power — a 257 x return.

® Verge, April 2018: A bug in the difficulty adjustment algorithm allowed an attacker to mine blocks with trivially low difficulty, generating
250,000 XVG ($1.75 million) in hours.

The lesson: Consensus is not just an academic concept. When it fails, real money disappears. The strength of a blockchain is exactly equal
to the strength of its consensus mechanism.

Source: MIT Digital Currency Initiative, 51% attack tracker. All three chains continued operating after the attacks.



The Consensus Problem: What Are We Solving?

Formal definition: A consensus protocol ensures that all honest nodes in a distributed network agree on the same ordered sequence of
transactions, even when some nodes are faulty or malicious.

Three properties every consensus protocol must satisfy:

@ Safety (Agreement): All honest nodes decide on the same value. No two honest nodes ever disagree about which block is at
position n in the chain.

@ Liveness (Termination): The network continues to make progress — new blocks keep being added. A protocol that is safe but never
produces blocks is useless.

© Fault tolerance: The system works correctly even when a fraction of nodes crash, lie, or disappear.

FLP Impossibility (1985): Fischer, Lynch, and Paterson proved that no deterministic protocol can guarantee both safety and liveness in
an asynchronous network with even one faulty node. This is why every blockchain consensus mechanism is a trade-off, not a perfect
solution.

FLP impossibility does not mean consensus is impossible — it means every protocol must sacrifice something (usually liveness under extreme conditions).



The Byzantine Generals Problem
The original formulation by Lamport, Shostak, and Pease (1982):

The Problem

A group of Byzantine generals surrounds a city. They must all attack or all retreat — a split decision means defeat.
They communicate by messenger, but some generals may be traitors who send conflicting messages to different generals.

Key results:
® The system can tolerate at most f traitors out of n generals if and only if n > 3f + 1.
® Translation: you need at least a % honest majority.

® Example: With 4 generals, the system tolerates 1 traitor. With 100 validators, the system tolerates up to 33 Byzantine faults.

Blockchain translation:
® Generals = validator nodes or miners
® Attack/retreat = accept block A or block B
® Traitors = nodes that double-spend, equivocate, or go offline

® Messengers = the peer-to-peer network

Lamport et al., “The Byzantine Generals Problem,” ACM TOPLAS, 1982. This paper laid the foundation for all BFT protocols.



The Consensus Trilemma

Vitalik Buterin's blockchain trilemma states that a
blockchain can optimize for at most two of three
properties simultaneously:

@ Decentralization: Many independent nodes; no
single party controls the network.

@ Security: The cost of attacking (reversing
transactions) is prohibitively high.

© Scalability: High transaction throughput with low
latency.
Trade-off examples:
® Bitcoin: Decentralized + Secure, but 7 TPS
® Solana: Secure + Scalable, but fewer validators
® BSC: Scalable, but only 21 validators

The Blockchain Trilemma: Pick Any Two
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Proof of Work vs Proof of Stake: Head-to-Head

The two dominant consensus families differ in what
resource they require participants to commit:

Proof of Work vs Proof of Stake Comparison
® Proof of Work: Miners commit computation —

0 10 = Proof of Work
electricity and hardware. The one who solves a

cryptographic puzzle first earns the right to propose mmm Proof of Stake
a block.

® Proof of Stake: Validators commit capital — they
lock up cryptocurrency as collateral. The protocol
selects a proposer based on stake size and
randomness.
Fundamental insight: Both mechanisms achieve the same
goal — making attacks expensive — but through different o HENE BNEE BNEN ENEN A B |

economic levers. PoW taxes energy; PoS taxes capital. Ener@}ecentraIlzatISacurltyThroughput Entry  Finality
Efficiency (proven) Barrier  Speed
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What you see: A side-by-side comparison of PoW and PoS across
multiple dimensions.

Key pattern: PoW excels at proven security and simplicity; PoS
excels at energy efficiency and finality speed.

® Takeaway: The industry is moving toward PoS, but PoW remains the
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Bitcoin uses PoW (since 2009). Ethereum switched from PoW to PoS in September 20! ? 5



Proof of Work: The Mining Algorithm

How PoW works, step by step:

@ Collect transactions: A miner gathers pending transactions from the mempool (waiting room for unconfirmed transactions).

@ Build a candidate block: Assemble transactions, include the previous block’s hash, a timestamp, and a random number called the
nonce.

© Hash the block header: Compute H = SHA-256(block header).

@ Check the target: If H < difficulty target (the hash starts with enough leading zeros), the block is valid. If not, increment the
nonce and repeat from step 3.

© Broadcast: The first miner to find a valid hash broadcasts the block. Other miners verify it in milliseconds and begin working on
the next block.
Key properties:
® Finding the hash is hard (trillions of attempts); verifying is instant (one computation).

® The difficulty target adjusts automatically — Bitcoin adjusts every 2,016 blocks (/2 weeks) to maintain a 10-minute average block
time.

® The block reward (currently 3.125 BTC per block after the April 2024 halving) incentivizes miners to behave honestly.

At current difficulty, Bitcoin miners compute approximately 6 x 10%° hashes per second globally.



PoW Difficulty: Finding a Needle in a Haystack

The difficulty target controls how hard it is to mine a
block. Think of it as a limbo bar — the lower the bar, the
harder it is to get under.
How the target works:

® A 256-bit hash has 22°® possible values.

® The target says: “your hash must be below this
number.”

® A lower target means fewer valid hashes exist,
requiring more attempts on average.

Difficulty adjustment:

® |f blocks arrive too fast (<10 min average),
difficulty increases.

® |If blocks arrive too slowly (>10 min average),
difficulty decreases.

® This self-regulation keeps block production stable
regardless of how many miners join or leave.

2 leadin|
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Proof-of-Work: Target Space Shrinks as Difficulty Rises

Total Hash Space (256-bit output space = 25 possibilities)

28.0% of space

0.8%_of space

Miners must find a hash
within the TARGET region

Easy
(Genesis block)

Hard
(Peak difficulty)

® What you see: A visualization of the hash target space showing how
difficulty constrains valid solutions.

® Key pattern: Higher difficulty means a smaller valid region —
exponentially more hashes must be tried.

® Takeaway: Difficulty adjustment

a_an

is Bitcoin's thermostat — it keeps



Nakamoto Consensus: The Longest Chain Rule

Satoshi Nakamoto's breakthrough was combining PoW
with a simple fork resolution rule: always follow the
longest (heaviest) chain.

How it works:

® Two miners may find valid blocks at nearly the same
time, creating a fork (two competing chain tips).

® Other miners choose one branch and continue
mining on it.

® Whichever branch gets the next block first becomes
longer. All nodes switch to the longer chain and
discard the shorter one.

® Transactions in the discarded block return to the
mempool.
Probabilistic finality:
® After 1 confirmation: ~25% chance of reversal.

® After 6 confirmations (~60 min): probability of
reversal drops below 0.1% against an attacker with
<10% hash power.

Nakamoto Consensus (Proof of Work)

Retry with
new nonce

Key Properties:

- Probabilistic finality - Longest chain wins
- Energy-backed securityPermissionless

® What you see: A fork in the blockchain where two competing
branches resolve to a single chain.

® Key pattern: The longest chain always wins — orphaned blocks are
discarded, and the network converges.

® Takeaway: Nakamoto consensus is simple but slow — probabilistic



Ethereum requires 32 ETH per validator. As of 2024, over 900,000 validators have staked 28+ million ETH (~$90 billion).

(c) Joerg Osterrieder 2025



PoS Validator Selection: Who Proposes the Next Block?

If validators are chosen purely by stake size, the richest
always win. Protocols use several methods to add
fairness:

Proof-of-Stake: Validator Selection Proportional to Stake
(Ethereum mainnet, illustrative)

Selection mechanisms:

® Weighted random: Probability of selection is
proportional to stake. A validator with 64 ETH has
twice the chance of one with 32 ETH.

® RANDAO (Ethereum): Validators contribute
random values that are XOR-ed together. The
combined output determines the proposer for each
slot.

Validator / Stake

Lido — 285k ETH (40.7%)
Coinbase — 148k ETH (21.1%)
Binance — 92k ETH (13.1%)
Kraken — 58k ETH (8.3%)
Rocket Pool — 43k ETH (6.1%)
Figment — 31k ETH (4.4%)
Stakefish — 22k ETH (3.1%)
Individual — 21k ETH (3.0%)

® VDF (Verifiable Delay Function): A computation
that takes a fixed amount of time, preventing
anyone from predicting the outcome in advance.

Key trade-off: More randomness increases fairness but
makes validator scheduling harder. Less randomness is
simpler but risks predictability (attackers know which
validator to target next).

® What you see: The validator selection process showing how stake
weight and randomness determine block proposers.

® Key pattern: Higher stake increases selection probablllty, but

randamnace nraviante Aanv cinala validatar fram daminatine



Casper FFG: Ethereum’s Economic Finality

Casper FFG (Friendly Finality Gadget) is the mechanism
Ethereum uses to ach|§v.e economic f'"_al'ty —-a Casper FFG: Attestation Flow from Slot to Finality
guarantee backed by billions of dollars in staked ETH.

How Casper FFG works: sirsary One Epoch = 32 slots (6.4 minutes) »

e s s e s o O T R
.

® Every 32 slots (~6.4 minutes) forms an epoch.
® At each epoch boundary, validators cast TH64m Checkpoint
. ] st block o epoch
attestations (votes) for checkpoint blocks. e (et

Ficstagan
® A checkpoint is justified when % of validators attest /

to it. e Justified source-target i Finalized

>2/3 validators attest Next epoch justified

® A justified checkpoint is finalized when the next
checkpoint is also justified.

Finality guarantee: Reversing a finalized block requires

destroying > 1 of all staked ETH (~$30 billion).

® What you see: The flow from block proposal through attestation to
justification and finalization.

® Key pattern: Two rounds of % supermajority voting produce finality
in ~13 minutes.

® Takeaway: Casper FFG converts probabilistic finality into economic



Finality Times Across Blockchains

How long must you wait before a transaction is
considered irreversible? The answer varies dramatically
across chains — and depends on the type of finality the
chain provides:

Type Guarantee Example

Probabilistic Reversal probability Bitcoin
decreases per block

Economic Destroying %‘F Ethereum
of stake required

Absolute Mathematically Tendermint

impossible to reverse

Finality spectrum:
® Bitcoin: ~60 min (6 confirmations).
® Ethereum: ~13 min (2 epochs).
® Solana: ~2 sec optimistic.

® Cosmos/Tendermint: ~6 sec, instant BFT finality.

Cosmos

Avalanche

Solana

Ethereum

Bitcoin 1 hr

10° 10! 102 103 104
Time to Finality (seconds, log scale)

® What you see: Finality times compared across major blockchain
protocols.

® Key pattern: BFT-based chains achieve the fastest finality;
Nakamoto-style chains are the slowest but most decentralized.

® Takeaway: The choice of finality model constrains everything from
user._experience to bridge securitv. .



BFT Consensus Variants

Byzantine Fault Tolerant (BFT) protocols achieve
absolute finality but differ in their approach to the O(n?)
communication overhead:

Protocol comparison:

® PBFT (1999): Three-phase protocol (pre-prepare,
prepare, commit). Works with 3f + 1 nodes. O(n?)
messages per round — practical up to ~20 nodes.

® Tendermint (2014): Propose-prevote-precommit
cycle; %+ prevotes form a polka, then precommits
finalize the block. Powers Cosmos (50+ chains,
100-175 validators).

® HotStuff (2019): Linear message complexity O(n)
via a leader-based pipeline. Used by Meta's Diem
(now defunct) and Aptos.

® Narwhal-Tusk/Bullshark: DAG-based BFT
separating data availability from ordering. Used by
Sui.

By%antine Fault Tolerant Consensus Protocols

B Message Complexity
4 Bl Rounds to Finality
B Fault Tolerance (scaled)

Score

AII protoco-}-s toler ed?,lrpmfo 33%%}§%ur§ftme F S (F <n/3)

® What you see: BFT variants compared on message complexity,
latency, and validator count.

® Key pattern: Newer protocols reduce message complexity from O(n2)
to O(n), enabling more validators.

® Takeaway: BFT research is an active field — each generation supports

Castro and Liskov, “Practical Byzantine Fault Tolerance,” OSDI 1999. HotSTfif¢ VﬁIIIth.aBPI:SPWBQ lver %ﬁ&‘éﬂ%%t created by Jae Kwon (2014), now
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The Energy Debate: PoW's Environmental Cost

Proof of Work’s security comes from energy expenditure
— and the numbers are staggering.

o _ 2 Annual Energy Consumption Cojppagjson
Bitcoin’s energy profile (2024): = 150 TWh 80 TWh
i
® Annual consumption: ~150 TWh (comparable to s 102
Poland or Egypt). >
1
® Single transaction energy: ~700 kWh (equivalent 'E 10
to 24 days of an average US household’s electricity). - 100
® Carbon footprint depends heavily on the energy mix c
— ranges from near-zero (hydro) to very high (coal). ..9.. 10-1
Qo
The counter-argument: g 10-2
® Energy use is the security budget, not waste. 2
° ng%. of B.it.COin minin.g uses renewable energy 8 1072 Bitcoin Ethereum Ethereum Visa YouTube
(Bitcoin Mining Council, 2024). ; (POW) (pre-Merge)  (PoS) Network

® Mining can monetize stranded energy (flared gas,

excess hydro). . . .
ydro) ® What you see: Energy consumption comparison across blockchain

protocols and traditional systems.

® Key pattern: PoW consumes orders of magnitude more energy than
PoS — Ethereum’s Merge reduced its energy use by 99.95%.

® Takeaway: Energy is PoW's feature and its liability — the debate is
whether the security justifies the cost.
Cambridge Bitcoin Electricity Consumption Index (CBECI): real-time estimates at cgecri].org. )



The

Economics of Attacking a Blockchain

How much does it cost to attack a blockchain? The
answer determines whether the network is secure in
practice, not just in theory.

51% attack costs (estimated, 2024):

Bitcoin (PoW): ~$20 billion+ in hardware alone,
plus ~$7 million/hour in electricity. Hardware is
single-purpose (ASICs) — no resale value after
attack.

Ethereum (PoS): ~$30 billion in ETH to acquire }

of stake, plus the stake itself is destroyed via
slashing. The attacker loses their own capital.

Ethereum Classic (PoW): ~$5,000/hour to rent
enough hash power — cheap enough to attack
profitably.

Key insight: Attack cost must exceed the profit from
attacking. Small-cap PoW chains are vulnerable because
renting hash power is cheap.

51% Attack Cost (USD, log sc

Eﬁ:jmated Cost to Attack Various Blockchains
$35B

$20B $15B

=
o
4

[y
o
o

Bitcoin  Ethereum Litecoin Solana Small PoW
(PoWw) (PoS) (PoW) (PoS) Altcoin

® What you see: Estimated costs to mount a 51% attack on various
chains.

® Key pattern: Bitcoin and Ethereum are practically unattackable;
smaller chains are alarmingly cheap to compromise.

® Takeaway: Security is proportional to the value committed — whether

" . _measured in hash power of sfaked capital.
See crypto51.app for real-time estimates of 51% attack costs on PoW chains. R/Fany altconr}ls cogz un%er gfh%ﬁ?ﬂoureo attack.



The Nothing-at-Stake Problem

PoS introduces a unique attack vector that does not exist
in PoW:

The problem: In PoW, mining on two competing forks
requires splitting your hash power — you pay double the
electricity. In naive PoS, validating on two forks costs
nothing extra — you simply sign both. A rational validator
would validate on every fork to maximize expected
rewards.

Why this is dangerous:
® |[f all validators vote on all forks, the network can
never converge to a single chain.

® An attacker could create a long-range fork
(rewriting history) without any cost.

Solution — slashing: Protocols detect and punish
validators who sign conflicting blocks. Ethereum slashes
the validator's entire 32 ETH stake for double-signing — a
penalty of ~$100,000.

Nothing-at-Stake Problem - Solved by Slashing Conditions

BEFORE SLASHING AFTER SLASHING

Block N Block N
(common) (common)

fAs B
Bsts nothing’
Fork A Fork B
Block N+1 Block N+1

v [
Fork A Fork B
Block N+2 Block N+2
+reward A sreward B Penalty: lose 1/32 of stake

+ forced exit queue

® What you see: The nothing-at-stake scenario where a validator signs
both branches of a fork.

® Key pattern: Without penalties, rational validators always sign
everything — destroying consensus.
® Takeaway: Slashing is not optional in PoS — it is the mechanism that

! ' “ Lol i D € f el ol



Slashing Conditions: Enforcing Honest Behavior

Slashing is the automated destruction of a validator’s
stake as punishment for provably malicious behavior.

PoS Slashing Conditions

Ethereum slashing offenses: ViolationPenaltyDescription
® Double proposing: Proposing two different blocks Downtime Y Inactivity leak for
for the same slot. Penalty: minimum 1 ETH, up to (Offline) | offline validators

full 32 ETH.

® Surround voting: Casting an attestation that Voting for two blocks
“surrounds” a previous attestation (attempting to at same height
rewrite finalized history). Penalty: up to full stake.

® Correlated slashing: If many validators are slashed 100% Voting for block that
in the same epoch, the penalty increases - °| contradicts earlier vote
proportionally — up to 100% of stake. This deters

coordinated attacks. Severity: Low (inactivity) -> Medium (equivocation) -> High (surround)

Inactivity leak: Validators who go offline are not slashed

but gradually lose stake (~50% over 36 days of ® What you see: The different slashing conditions and their associated
inactivity). This ensures the network can recover even if penalties on Ethereum.
a large fraction of validators disappear. ® Key pattern: Individual mistakes carry small penalties; coordinated

attacks trigger escalating, catastrophic penalties.

® Takeaway: Slashing creates a credible economic threat — the bigger
the attack, the higher the cost.
As of 2024, approximately 400 Ethereum validators have been slashed — mostly due to misconfigured redundant setups, not malice.



Validator Economics: Is Running a Validator Profitable?

Running a validator involves both costs and revenues.
Whether it is profitable depends on hardware, stake size,
and market conditions.

Ethereum validator economics:

® Revenue: Base rewards (~3.5% APY on 32 ETH)
plus priority fees and MEV (Maximal Extractable
Value) tips from block builders.

® Costs: Hardware (~$500-$2,000 one-time),
electricity (~$100-$300/year), bandwidth (~1
TB/month), and the opportunity cost of locking 32
ETH.

® Risks: Slashing (rare if configured correctly),
downtime penalties, and ETH price volatility
eroding the real return.

Solo vs pooled staking: Solo validators earn full rewards
but need 32 ETH. Pooled services (Lido, Rocket Pool)
accept any amount but charge 10-15% of rewards as
fees.

Validator Economics: APY vs Entry Barrier

20
.Cosmos
3
N
> 15 .Polkadot
o
<
10
£
% .Solana
8 s - CardBHeereum
Higher APY often = higher inflation
0 Lower minimum = more decentralized

102 101 10° 10! 102
Minimum Stake (tokens, log scale)

® What you see: The revenue and cost structure for running an
Ethereum validator.

® Key pattern: Rewards decrease as more validators join (fixed issuance
divided among more participants).

® Takeaway: Validation is profitable today, but the return compresses

D AAL

' P P Ger L .
as_ad ows — simiiar to mining difficuity. Increases in PoVvv.
Sala_staking nreserves decentralization Liauid staking (lida controls ~28% af Qtaqgar,%%r\ concentrates nower anﬂ%< a rnnfr;}ihzﬁnn I’SI(E



Validator Rewards Across Chains

Different PoS chains offer different reward structures.
Higher rewards often compensate for higher inflation or
risk.

Reward comparison:

® Ethereum: ~3.5% APY. Low inflation (~0.5%
post-Merge). Rewards funded by issuance +
transaction fees.

® Solana: ~7% APY. Higher inflation (~5%
decreasing annually). Rewards funded primarily by
issuance.

® Cosmos Hub: ~14% APY. High inflation (~10%).

Designed to incentivize staking participation above
67%.

® Polkadot: ~15% APY. Inflation target 10%.
Rewards adjust to maintain ideal staking ratio.

Real vs nominal yield: A 15% staking reward with 10%
inflation gives only ~5% real return. Always subtract
inflation to calculate the true yield.

Annual Yield (%)

Rewards: APY vs Real Yield
(after network inflation, illustrative 2024 data)
=== Nominal Staking APY
mmm Real Yield (nominal — inflation) > 0
mm Real Yield < 0 (diluted!)

20 19.0%

15 14.0%

10

» +5.0%
+4.5% %

4.0% 4379

ETH soL AVAX ADA poT ATOM

® What you see: Staking rewards compared across major PoS chains
with inflation context.

® Key pattern: Higher nominal rewards correlate with higher inflation —
the real yield is what matters.

L4 Takeaway Staklng yleld |s not free money

it compensates



Stake Distribution: Who Controls the Network?

PoS critics argue it leads to plutocracy: the rich get
richer because larger stakes earn more rewards. How
concentrated is stake in practice?

Ethereum stake distribution (2024):

® Lido: ~28% of all staked ETH. A single liquid
staking protocol controls more than the % threshold
that could halt finality.

® Coinbase: ~14% — a US-regulated exchange
subject to government pressure.

® Solo stakers: ~6% — the most decentralized
category but a small minority.

Centralization risk: If Lido and Coinbase collude (or are
compelled by regulators), they control ~42% of stake —
enough to censor transactions or halt the chain.

Comparison: Bitcoin mining is similarly concentrated — 3
mining pools control >50% of hash power.

Ethereum Staking Distribution (2024)

Other
Pools

Coinbase

BII"anclsraken Solo
Stakers

Note: Top 3 entities control 46% of stake

® What you see: The distribution of staked ETH across major staking
providers and solo stakers.

® Key pattern: Liquid staking protocols and exchanges dominate — solo
stakers are a small fraction.



Beyond PoW and PoS: Alternative Mechanisms

Several blockchains use variants or entirely different

approaches to consensus: Consensus Mechanism Comparison: PoW : PoS - DPoS - PoA

Delegated Proof of Stake (DPoS):

. (Bltcom) (Ethereum) (EOS) (Hyperledger)
® Token holders vote for a fixed set of block

i . . Number of Validat Unlimited (=32 ETH) 21 delegates.
prOducers (typlca”y 2t 100) e e m b - o

® Elected producers take turns creating blocks.
® Examples: EOS (21 producers), Tron (27), BSC (21

® Trade-off: Very fast (<1 second blocks) but highly ety T e
centralized.

Decentralization Medium

Entry Barrier High (hardware) Medium (32 ETH) Low (vote stake) Permissioned

Relative Score
= more favorable)

(green

Other mechanisms: -
02
« oot of Authorty (PoR): Kroun, st El =
validators (private/consortium chains). "
. Sybil Resist Very High Mediu
® Proof of History (PoH): Solana’s clock mechanism ypinesistance “ o -
— a VDF that timestamps events before consensus.

® Proof of Space/Time: Chia uses disk space instead ® What you see: DPoS compared with PoW and PoS on
of computation or capital. decentralization, speed, and validator count.

® Key pattern: DPoS maximizes throughput by sacrificing
decentralization — the opposite trade-off from Bitcoin.
L4 Takeaway No consensus mechanlsm dom|nates on all dimensions —

(c) Joerg Osterneder 2025



The Ethereum Merge: PoW to PoS in Production

On September 15, 2022, Ethereum completed “The
Merge” — the largest consensus mechanism change in

. N Ethereum's Merge: PoW - PoS | on Key Metrics
blockchain history.

The Merge: 15 Sep 2022
. 77 TWh/yr 4.3 %lyr 13s 60 min

What happened: s Before Merge (PoW)

mmm After Merge (PoS)

® The PoW execution layer merged with the PoS
Beacon Chain (running since December 2020).

® Zero downtime: The transition occurred at a
specific Total Terminal Difficulty value — no pause,
no restart.

® Miners were immediately replaced by validators.
GPU mining of ETH ended permanently.

Relative to Pre-Merge baseline (%)

Measured impact:
® Energy reduction: 99.95% (~78 TWh — ~0.01

TWh) En_?vr\?hy Use ETH l/isuance Block Tzr\e . Tilr_ne-to-v
® ETH issuance: reduced by ~90% (from ~13,000 (ruihhy o (seconds) nalfey (min)
ETH/day to ~1,700 ETH/day).
L] . 1
® Block time: from variable (~13s) to fixed What you see: Key metrics before and after the Ethereum Merge

showing energy, issuance, and security changes.

12-second slots.

Key pattern: The Merge achieved its energy and issuance goals
without compromising security or uptime.
® Takeaway: The Merge proved that a live, $200-billion network can

(c) Joerg Osterrieder 2025



Consensus Latency vs Throughput

Two key performance metrics for consensus mechanisms:

Definitions: C 1s Mechani Finality Time vs Throughput
Toear
® Latency: Time from transaction submission to 10° roisbiahe
finality. Determines user experience.
® Throughput: Transactions per second (TPS) the T 100
network can process. Determines scalability. g Y avalanche
o
8
The trade-off: guﬂ
) £ + Polkadot
® Larger blocks increase throughput but take longer to ES
propagate (higher latency, more orphaned blocks). E |
o 10
® Faster blocks reduce latency but increase fork rate S
(less security per confirmation). arteun s o Corq@po.. .
. . 1 ~
® BFT protocols achieve low latency but require R B Snains
O(n?) or O(n) communication — limiting validator b
count 100 10t 102 103 104
. Finality Time (seconds, log scale)
Scalability approaches: Sharding (split workload), rollups i
batch f? hPI? d llel g ( p. Sol ) P ® What you see: Latency vs throughput scatter plot for major
(batch off-chain), and parallel execution (Solana, blockchain protocols.
Monad). . . .
® Key pattern: No chain achieves both low latency and high

throughput with maximum decentralization — the trilemma in action.

® Takeaway: Performance benchmarks are meaningless without stating
the decentralization_assiimntions



The Consensus Family Tree

Consensus mechanisms did not appear in isolation. Each
builds on prior research, spanning three distinct eras:

Genealogy and eras:

1982:
1985:
1999:

2008:
2012:
2014:
2017:

2019:
2022:

Byzantine Generals Problem (Lamport et al.)
FLP impossibility result
PBFT — first practical BFT (Castro, Liskov)

Nakamoto consensus — PoW + longest chain
Peercoin — first PoS implementation
Tendermint BFT, DPoS (Larimer)

Casper FFG (Buterin, Griffith)

HotStuff (Yin et al.) — linear BFT
Ethereum Merge — PoS at scale

2023+: DAG-based consensus (Narwhal, Bullshark)

Trend: The industry is converging on PoS-BFT hybrids
with economic finality and validator diversity.

(Tendermint BFT)
Ethereum PoS.
S - i

Consensus Protocol Family Tree
BFT Family Nakamoto Familv DPoS Family

-

. m -

Avalanche
(Snowman)

2020

2018 2020

What you see: A timeline showing how consensus mechanisms
evolved from academic theory to deployed systems.

Key pattern: Each generation solved a limitation of the previous one
— from theoretical to practical to scalable.
Takeaway: Consensus is a 40-year research program still in active

davialanmani — tha “final" maochanicm hac nar hoan invaniad vt



Decision Framework: Choosing a Consensus Mechanism

When evaluating a blockchain's consensus mechanism — or choosing one for a new project — use this five-dimension framework:

Dimension PoW PoS BFT DPoS
Security model Energy-backed Capital-backed Reputation Vote-delegated
Finality Probabilistic Economic Absolute Near-instant
Decentralization  High (permissionless)  Medium—High Low—Medium Low
Throughput Low (7-30 TPS) Medium (30-100)  Medium (1,000+) High (1,000+)
Energy Very high Very low Very low Very low

Decision rules:
® Maximum censorship resistance (e.g., sound money) — PoW (Bitcoin)
® General-purpose smart contracts — PoS + BFT finality (Ethereum)
® Enterprise/consortium — BFT with known validators (Hyperledger)

® High-throughput DeFi/gaming — DPoS or PoS + parallel execution (Solana)

No single mechanism is best. The right choice depends on the threat model, performance requirements, and trust assumptions of the
specific use case.

This framework applies equally to evaluating existing chains and designing new ones.



One Last Thought. ..

"Which consensus is BEST?" "It depends."

"On what?"

N

/ \ "On... everything."

Student

"The only honest answer in blockchain."

Now you understand why “just use blockchain” requires answering a harder question first: how will the participants agree? The answer
to that question determines everything else — the energy cost, the speed, the security, and the degree of decentralization. Consensus is

not a feature of a blockchain. It is the blockchain.
Next lesson: Ethereum and the EVM — how smart contracts turn c into a progr

world computer.




Key Takeaways

@ Consensus defined: A protocol that enables distributed nodes to agree on a single ordered history of transactions,
even when some participants are dishonest or faulty.

@ Byzantine tolerance: The system works if n > 3f 4+ 1 — you need at least a two-thirds honest supermajority. This
bound applies to all BFT protocols.

© PoW vs PoS: PoW taxes energy; PoS taxes capital. Both make attacks expensive, but through fundamentally
different economic mechanisms.

© Finality spectrum: From probabilistic (Bitcoin, ~60 min) through economic (Ethereum, ~13 min) to absolute
(Tendermint, ~6 sec) — each type trades speed for assumptions.

@ Slashing: The mechanism that makes PoS work. Without penalties for misbehavior, validators have nothing at
stake and consensus breaks down.

O No perfect mechanism: The consensus trilemma forces every chain to trade off decentralization, security, and
scalability. The right choice depends on the use case.

Review question: If you were designing a blockchain for a central bank digital currency, which consensus mechanism would you choose and why?



Summary / Next Lesson Preview

Consensus mechanisms solve the fundamental problem of making untrusted participants agree on a shared state. Every approach — whether
burning energy (PoW), locking capital (PoS), or requiring supermajority votes (BFT) — makes an explicit trade-off among security,
decentralization, and throughput. Understanding these trade-offs is the key to evaluating any blockchain design.

Key Vocabulary:

® Proof of Work (PoW) ® Finality (probabilistic vs economic)
® Proof of Stake (PoS) ® Slashing conditions
® Byzantine Fault Tolerance ® Nakamoto consensus

Next lesson: L05: Smart Contracts — Code that enforces itself has no judge — what happens when it's wrong?

Review: What single trade-off best lains why no c mechani dominates all others?
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